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ABSTRACT. Tse and Zdancewic have formalized the notion of noninterference for Abadi
et al.’s DCC in terms of logical relations and given a proof of noninterference by reduction
to parametricity of System F. Unfortunately, their proof contains errors in a key lemma
that their translation from DCC to System F preserves the logical relations defined for
both calculi. In fact, we have found a counterexample for it. In this article, instead of
DCC, we prove noninterference for sealing calculus, a new variant of DCC, by reduction
to the basic lemma of a logical relation for the simply typed A-calculus, using a fully
complete translation to the simply typed A-calculus. Full completeness plays an important
role in showing preservation of the two logical relations through the translation. Also, we
investigate relationship among sealing calculus, DCC, and an extension of DCC by Tse
and Zdancewic and show that the first and the last of the three are equivalent.

1. INTRODUCTION

Background. Dependency analysis is a family of static program analyses to trace depen-
dencies between inputs and outputs of a given program. For example, information flow
analysis [3], binding-time analysis [§], and call tracking [20] are its instances. One of the
most important correctness criteria of the dependency analysis is called noninterference [5],
which roughly means that, for any pair of program inputs that are equivalent from the
viewpoint of an observer at some dependency level (e.g., security level, binding-time), the
outputs are also equivalent for the observer. Various techniques for type-based dependency
analyses have been proposed, especially, in the context of language-based security [18§].

Abadi et al. proposed a unifying framework called dependency core calculus (DCC)
[1] for type-based dependency analyses for higher-order functional languages, and gave it
a denotational model whose idea comes from parametricity [17, 24] of System F [16], 4]
through other information flow analyses [7, [I1]. They showed noninterference for several
type systems of concrete dependency analyses by embedding them into DCC.
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Recently, Tse and Zdancewic [21], 22, 23] studied the relationship between DCC and
System F. First, they formalized the noninterference property for recursion-free DCC by
using a syntactic logical relation [9]—a family of type-indexed relations, defined by induc-
tion on types, over programs—as the equivalence relations for inputs and outputs, thereby
generalizing the notion of noninterference to higher-order inputs and outputs. Then, they
gave a proof of noninterference by reducing it to the parametricity theorem, which was also
formalized in terms of syntactic logical relations, of System F. Their technical development
is summarized as follows:

(1) Define a translation F from DCC to System F;
(2) Prove, by induction on the structure of types, that the translation is both sound
and complete—that is, it preserves the logical relations in the sense that

el xpey:t << .7-"(61) ~r f(eg) Zf(t)

where t is a DCC type, and ~p and =g represent the logical relations for DCC and
System F', respectively; and

(3) Prove noninterference by reduction to the parametricity theorem of System F, using
the sound and complete translation above.

Unfortunately, in the second step, their proof [21, 22 23] contains an errorﬁ], which we
will briefly explain here. Note first that, for function types t; — t2, the logical relations are
defined by: e; ~, €9 : t; — to if and only if e1 €] ~, es €}, : to for any €] ~, €}, : t; (x stands
for either D or F') and that the type translation is homomorphic for function types, namely
F(t1 — t2) = F(t1) — F(t2). Then, consider the case where t is a function type t; — to. To
show the left-to-right direction, we must show that F(e1) My ~p F(ea) Ms : F(t2) for any
M, ~p My : F(t1), from the assumption e; ~p eg : t; — to, but we get stuck because there
is no applicable induction hypothesis. If there existed a DCC term e such that F(e) = M
for any System F term M of type F(t)—in this case, we say a translation is full [6]—
then M; and My would be of the forms F(e}) and F(ef), making it possible to apply an
induction hypothesis, and the whole proof would go through. Their translation, however,
turns out not to be full; we have actually found a counterexample for the preservation of
the equivalence from the failure of the fullness (see Section [6 for more details). So, although
interesting, this indirect proof method fails at least for the combination of DCC and System
F. Note that the noninterference property itself could be proved directly by induction on
DCC typing.

Our Contributions. In this paper, we prove noninterference by Tse and Zdancewic’s method
in a slightly different setting: In order to obtain a fully complete translation, we change
the source language to a richer one, what we call Sealing Calculus ()\H), and use a simpler
target language, namely the simply typed A-calculus A™. Then, the basic lemma for logical
relations of A7 is used in place of the parametricity theorem.

A is a simply typed A-calculus with the notion of sealing and a simplification of a
security calculus which Tse and Zdancewic proposed as an extension of DCC (we call it
DCC,. throughout this paper) [21, 22, 23]. A Al term [e], stands for sealing e with a level
£, which is a degree of confidentiality of the sealed data. The sealed data can be extracted
by unsealing e’. For example, let v a sealed boolean value, then ([v];)¢ is evaluated to v.
We control unsealing operations by a type system so that only users with relevant authority

IThe latest version [21] was submitted and accepted for publication, but, due to this flaw, has not been
published yet. The authors are fixing the problem (personal communication with the authors).
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can unseal. In the type system, e.g., we assign a sealing type [bool]; to [v], for any user,
but, ([v]¢)¢ has type bool only for authorized users. To take such a notion of “authorized
users” into account, a type judgment is augmented with information about authority.
Then, we define a translation of Al to A~ in the same way as Tse-Zdancewic’s transla-
tion of DCC [21], 22, 23]: we encode [v]; and its type [bool], by A-abstraction Ak:ay.v and
function type ay — bool, respectively, where ay is a type variable. Intuitively, a term K of
type ay, if exists, will be a key of unsealing, that is, we can apply Ak:ay.v to K and get the
sealed value v. The existence of such a typable term K of ay in A™ corresponds to a user’s
authority to unseal with £ in A Our translation is full and, hence, there is no problem to
prove noninterference property of All under Tse-Zdancewic’s scenario described above.
Our main technical contributions can be summarized as follows:

e Development of a sound and fully complete translation from A to A~;
e A proof of the noninterference theorem of AUl by reduction to the basic lemma of
A7 and

e A proof of equivalence between Al and DCCpe.
As for DCC, noninterference can be proved directly by straightforward induction in a man-
ner quite similar to the basic lemma of A™. So, the main interest would not be in the
noninterference property itself but, rather, in how semantics of different calculi can be re-
lated with each other by translation. The existence of a fully complete translation means
that All provides syntax rich enough to express every denotation in the model (that is,
A7). The translation is also fully abstract, as our logical relation for A coincides with its
contextual equivalence. Also, comparing Tse—Zdancewic’s translation of DCC with ours,
we have found and show that, in spite of simplification, Al! is actually equivalent to DCCpe
mentioned above. This result indicates that both calculi are really improvements over DCC.

This article is an extended version of our previous paper [19]. In addition to giving

detailed proofs, we have extended the earlier version of All by introducing ordering on
levels, as DCC or DCCp, making it easier to compare A with them.

Structure of the Paper. The rest of the paper is organized as follows. Section [2] introduces
A with its syntax, type system, reduction, and logical relations and then the statement of
the noninterference theorem. In Sections Bl and Ml we introduce A~ and define a translation
from A to A~ and its inverse. In Section [5, we complete our proof of noninterference by
reducing it to the basic lemma of logical relations for A™. Section [6] explains why Tse and
Zdancewic’s translation from DCC to System F is neither full nor sound, introduces their
extension DCCy, which recovers fullness, and shows that A and DCCyp. are equivalent.
Finally, Section [7 gives concluding remarks.

2. SEALING CALCULUS

In this section, we define All, which is the simply typed A-calculus with sealing.

First, we will introduce two kinds of levels: data levels and observer levels. Intuitively,
a data level represents a degree of confidentiality of data, while an observer level represents
a capability of an observer (e.g., a user or a process) to access data. The observer can access
only data whose data level ¢ is lower than (i.e., inside of the range of) his or her observer
level . Moreover, he or she can just obtain information depending on such data.

Then, we will define the terms, type systems, and reduction semantics of Al and show
some basic properties. As mentioned in the previous section, we write [e], for sealing a
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A term e with a data level £. The sealed value can be extracted by unsealing ef, whose
result must not be leaked to any observer whose observer level is not higher than /. We
control such dependency by the type system. In this system, information on the data level
¢ used for sealing is attached to types of sealing [t]y; furthermore, type judgments, written
I';m + e : t, are augmented by an observer level 7, which is also called a protection
context elsewhere [22, 23] 2], as well as by a typing context I', which is a (finite) mapping
from variables to types. This judgment means that the value of e has type t as usual and,
moreover, can be leaked to (any observer at) an observer level higher than 7.

Finally, we will formalize equivalences for All and give the formal statement of noninter-
ference. The equivalences are indexed by observer levels. In the definition, any two values
sealed at the same data level will always be considered equal, or indistinguishable, unless
the observer level is higher than the data level; and then the noninterference amounts to
saying that, given inputs equal at a given observer level, a typable program yields equal
outputs (at the same level). So, in other words, an observer level reflects how much power
one has to distinguish the extensional behavior of programs by investigating the contents
of (sealed) values returned by the programs.

2.1. Syntax. Let (£,C) be a poset where L is a finite set of data levels, ranged over by ¢,
and C is a partial order over £. The metavariable 7 ranges over observer levels, which are
finite subsets of data levels. We will often omit the qualifications “data” and “observer”
for levels unless there is no confusion. Observer levels are pre-ordered as follows: m C o
if and only if, for any ¢; € 7, there exists ¢ € w2 such that ¢; C /. We also abbreviate
{{} Cmtol C.

Remark 2.1. The notions of authorities and levels in the early version of this article [19]
correspond to those of data and observer levels here. A main difference is that authorities
were not given an order but data levels are partially ordered as in DCC. We have changed
them to follow the standard terminology but also introduce an explicit distinction between
two kinds of levels—those of data and those of observers.

Remark 2.2. We could unify data and observer levels and use a lattice, which is more
standard in security calculi [IJ, [7], to define All, just as in (precisely speaking, an earlier
version [22] 23] of) Tse and Zdancewic’s extension of DCC. Nevertheless, we adopt a poset
for data levels and the pre-ordered set induced from it for observer levels, because it would
be rather complicated (and also tedious) to translate such a variant into A~. Note that the
observer levels can be viewed as a lattice by identifying any two elements that are greater
than each other.

Then, the types of Al are defined as follows.

Definition 2.3 (Types). The set of types, ranged over by ¢, t', t1, ta, ..., is defined as
follows:

to=unit |t —t|txt|t+t]][t]
We call [t]; a sealing type.

We define the terms of Al below. The metavariables z, y, and z (possibly with sub-
scripts) range over the denumerable set of variables.
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Definition 2.4 (Terms). The set of terms, ranged over by e, €', e1, ea, ..., is defined as
follows:

ex=z| ()| Ax:t.elee] (e e) | m(e) | mle) | t1(e) | ta(e)

| (case e of 11 (x1).e|a(x2).€) | [e]e | €

Terms of All include variable, the unit value, A-abstraction, application, pairing, pro-
jection, injection, and case analysis. As usual, z is bound in e of Ax:t.e and z; and x4
are bound in e; and e of (caseegof v1(x1).e1|2(x2).€2), respectively. We say, for [e], e
is sealed at ¢, and call [e], and e’ a sealing term and an unsealing term, respectively. In
this paper, a-conversions are defined in a customary manner and implicit a-conversions are
assumed to make all the bound variables distinct from other (bound and free) variables.

2.2. Type System. As mentioned above, the form of type judgment of \ll is T'; 7 + e : ¢.

This judgment is read as “e is given type t at observer level m under context I'.” The

intuition is that the computation of e depends on only data levels lower than 7, and so the

information on its value can be leaked only to an observer level 7/, which is higher than .
The typing rules of All are given as follows:

z:tel
Time it (ST-Var)
e :ti;mwe: ts
ST-ABS
I';me Azite st — to ( )
Mimtre:t; — to | R S SN 1
I:imrweée @ty (ST-ApP)
I'; er : t I'; eyt
Traca Tr R (ST-PAIR)
;7 (eq,e9) : t1 X to
I'imr-e:tg xt 1 €11, 2
! 2 {1, 2} (ST-PrOJ)
;e mle) : t;
Lymee:t ie{1,2}
ST-INg
L;mee) s tp + to ( )
I'imre:t1 + 1t I'Naxy tty;mveep 0 t T'yzg i to;mHe9 @ &
1 2 1t 1 2 11l 2 (ST-Casg)
I'; 7+ (caseeof ty(x1).e1 |to(x2).€2) : t
'inmu{lbre:t
i) (ST-SEAL)

L;me [e]g: [t]e

Lymee: [t (Cr
Iimweeb it

(ST-UNSEAL)
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All the rules but the last two are straightforward. The rule (ST-SEAL) for sealing means
that, by sealing with ¢, it is legal to leak [e], to an observer level which is not higher
than ¢: at such an observer level, however, e cannot be unsealed, as is shown in the rule
(ST-UNSEAL) for unsealing.

Example 2.5. The following judgment

S e Aty + tale, - [(case 2 of vy (x1).01 ([21]e,) | 2(22) L2([22]e3)]e,
t it tole, — [[tiles + [toles]e

is derivable if and only if ¢; C 7 U {¢2}, which is required at unsealing = of [t; + t2]s, with
¢1—the observer level there is m U {f2} and must be higher than the data level ¢;.

The type constructor [-]y is very similar to the (indexed) monadic type constructor Ty
in DCC [1]. In fact, the logical relations we will define for Al are essentially the same as
those defined for DCC and a main idea of the translation from Al to A~ is also the same as
that from DCC to System F [21] 22 23]. Nevertheless, we have chosen a different symbol
as the monadic bind construct is no longer used in AUl and, as a result, the type system
is fairly different from DCC. We will give a more detailed comparison with DCC (and its
extension [21], 22] 23]) in Section [6

2.3. Reduction. The reduction relation for AUl is written e — €/, which expresses that e
is reduced to €' by applying one of the following rules to a subterm of e.
(Ax:t.er)ea — lea/x]er
mi({e1, e2)) — &
(casei(e) of 11(z1).e1 | ta(z2).e2) — [e/xile;
([l — e

We write [e/z] for a capture-avoiding substitution of e for the free occurrences of variable
x. All rules are straightforward. The last rule says that the term sealed by £ is opened by
the same level. In what follows, we use v for normal forms, that is, terms which cannot be
reduced anymore. Note that Az :t. ([z]¢)’ is not a normal form, since the reduction is full,
that is, even a redex under A-abstraction can be reduced. We write —* for the reflexive
transitive closure of —.

2.4. Basic Properties. We list some basic properties of All. The first lemma below means
that, if e is well typed at some observer level, then it is also well typed at a higher level.

Lemma 2.6 (Observer Level Monotonicity). IfI'; m v+ e : t and w1 C 7o, then I'; mo +
e : t, and the derivations of these judgments have the same size.

Proof. By induction on the derivation of I'; w1 + e : ¢, using the fact that mq Unm E mo U
if ™1 E 2. I:‘

Lemma 2.7 (Substitution Property). If T'; 7 + e : t and T,z : t;7m — € : t/, then
I;me [e/z]e : t/

Proof. By induction on the derivation of I', z : t; m + ¢’ : t/, using Lemma 2.6l U]
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The following three theorems are standard.
Theorem 2.8 (Subject Reduction). IfT'; 7+~ e : t ande — €, thenT; m v € : t.
Proof. By induction on the derivation of I'; 7 + e : t, using Lemmas 2.6 and 2.7 L]

Theorem 2.9 (Strong Normalization). If I'; 7 + e : t, then e is strongly normalizing,
that is, there is no infinite sequence of reductions which starts from e.

Proof. Define a translation from Al into the simply typed A-calculus as follows:
([t]e)T = unit — t1
([e]e)* = A unit. e
() = e ().
This translation preserves typing and maps a reduction e; — ey to € —T e}, where

—T is the transitive closure of —. So, from strong normalization for the simply typed
A-calculus (see, e.g., [9]), we conclude one for AU O

Theorem 2.10 (Church-Rosser Property). If I'; m + e : t and e —* e; and e —* ey,
then there exists a term €' such that e; —* € (i =1,2).

Proof. By Theorem and Newman’s Lemma [13], it suffices to show that the reduction
is weakly confluent: If I'; m +— e : t and e — e and e — eg, then there exists a term
¢’ such that e;, —* €’ (i = 1,2). This is easy. O

2.5. Contextual Equivalence, Noninterference, and Logical Relations. Now we
formalize equivalence of terms from the viewpoint of an observer at a given level as contezxtual
equivalence, and then state a formalization of noninterference.

We say that e; and ey are contextually equivalent at observer level 7 if Ce;] and C|esg]
are evaluated to the same value for any context C[-] typed at m. Note that the equivalence

ct

is indexed by an observer level. We define contextual equivalence = as follows:

Definition 2.11 (Contextual Equivalence for All). Assume that -; 7 — e; : ¢ for i = 1,2
(we write - for the empty variable context). The relation ey £ ey : t is defined by:
e1 £, e : tif and only if fe; o fes for any f such that -; # — f : t — bool. Here, e 2
means that e and €’ have the same normal form and bool stands for unit + unit.

Here we use functions as contexts without loss of generality, because, by Strong Nor-
malization and Church-Rosser, Cle] and (Ax:t.Clz]) e has a unique normal form, where ¢
is the type of e.

The following proposition shows that an observer level in the contextual equivalence
reflects an observer’s distinguishability, in other words, that an observer at a lower level
can distinguish no more terms than another at a higher.

Proposition 2.12. Assume that -; m v+ ¢e; : t fori=1,2. If 1 E w5 and ey cgm es i t,

then eq cgm ey :t.

Proof. Take a function f such that -; 7 + f : t — bool. By Observer Level Monotonicity

(Proposition 26]), -; mo ~ f : t — bool and -; my + ¢; : t (i = 1,2). By assumption,
nf ctx

fer = fea, and so e; =, €2 : L. []
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. . . . . t.
We use v to represent a simultaneous substitution of terms for variables and write v, =,
ctx

v2 o T if dom(v1) = dom(vyz) = dom(T') and ~1(z) =5 v2(z) : T'(x) for any = € dom(y1).
Then, the noninterference is defined as follows:

Definition 2.13 (Noninterference). Take e such that I'; 7 + e : t. The well typed term
e satisfies noninterference, if and only if, y1(e) =, ~2(e) : t for any v, and v, such that

QTR TR I

As mentioned before, noninterference means that, for any pair of program inputs that
are equivalent from the viewpoint of an observer at some security level, the outputs are also
equivalent for the observer. Here, substitutions ; and 7, play roles of equivalent inputs to
program e. So, this property specifies the correctness of the type system as a dependency
analysis.

Though we want to show that any well typed term satisfies the noninterference above,
this is hard due to the following generally-known fact: it is difficult, in general, to show
given two terms are contextually equivalent. The reason is that we must take account of
all contexts but proof by induction on the structure of contexts does not usually work.

To solve this problem, we use the well-known technique of logical relations [9,[14], which
will be shown to be equivalent to the contextual equivalences, and state the noninterference
theorem in terms of the logical relations.

As the contextual equivalence above, the logical relations (for close terms and closed
normal forms) are indexed by observer levels as well as types. A judgment e; =, e3 : t means
that closed terms e; and ey of type ¢ are logically related at observer level 7. Similarly,
v1 ~r Vg : t means that closed normal forms v; and vy of ¢ are logically related at w. We
assume -; w — ¢; : tand -; 7w v; : tfori=1,2.

Definition 2.14 (Logical Relations for )\”). The relations v1 ~; v9 : t and e1 =, ey : t are
defined by the following rules:

() ~x () : unit (SL-UnNIT)
Viei ~reg:t1).viel g voeg:t
(e1 7 ez :t1).v1€1 Ry vgeg : by (SL-FuN)
vy ~p U2 it —
~a 0t ~r it
U1l ~r V21 it V12 ~Vp V22 112 (SL-PAIR)
(v11, V12) ~r (V21, V22) 1ty X o
~ st e {1, 2
vi~pvpit i €12} (SL-InJ)
Li(vl) ~r Li(’l)g) sty + it
l
L (SL-SEAL1)
[v1]e ~r [v2]e 2 [t]e
~or N t é C
V]~ U2 =7 (SL-SEAL2)
[v1]e ~ar (V2] 2 [t]e
er —" vy ez —" Uy U1~ U2 it (SL-TERM)

elzwegzt



PROVING NONINTERFERENCE BY A FULLY COMPLETE TRANSLATION 9

Most rules are straightforward. In the rule (SL-FUN), the premise is the abbreviation
of the following: Ve;. Ves. e1 ~; ey : t1 = vie; = vseg : to. There are two rules for
[vi]e ~x [v2]e : [t]le. When £ C m, an observer at 7 can examine v; by unsealing [v;],
(1 = 1,2), so these sealing terms are equivalent only when its contents are equivalent.
Otherwise, the observer cannot distinguish them at all and those terms are always regarded
equivalent.

Example 2.15. We write true and false, respectively, for ¢1(()) and ¢2(()). Let L and H
data levels and suppose that L is strictly lower than H. Take any e; such that -; L + ¢; :
[boolly (i = 1,2). Then e; & ey : [bool]y. This follows from the facts that [c1]g ~1 [co]y :
[boolly where cj,co € {true,false} and that each e; has either normal form [true]y or
[falsely.

We define 71 ~; ¥2 : I" similarly to v, = 79 : I'. Then, the noninterference theorem is
stated as follows:

Theorem 2.16 (Noninterference). IfI'; m v+ e : t and v1 =g v2 : T, then vy1(e) = y2(e) :
t.

We will give a proof in Section Bl

Example 2.17. Here, we use the same notations as Example Take a function f
such that -; L + f : [bool]y — [bool].. Now we will show that f is a constant function.
By the theorem above, f ~p f : [bool]y — [bool].. From (SL-TERM), the discussion in
Example and (SL-FUN), fe; =~ fes : [bool]r. fe; has a normal form [¢;]p where
some ¢; € {true,false} (i = 1,2) and, by (SL-TERM), [c1]r ~L [c2]. : [pool].. So, by
(SL-SEAL2), ¢; = ¢, which means that f always returns a constant value.

Also, from the noninterference theorem (Theorem [2.10]), it follows that the logical
relations exactly coincide with the contextual equivalences above, and hence, in terms of
the latter as well as the former, the noninterference theorem also holds.

Theorem 2.18. e; ~ €5 : t if and only if e; = €3 : t.

Proof. First, we show the right from the left. Suppose that e; ~, es : t. Take arbitrary f
such that -; 7 — f : t — bool. By Noninterference Theorem, f =, f :t — bool, and by
(SL-TERM) and (SL-FUN), fe; =, fes : bool. By (SL-TERM), (SL-INJ) and (SL-UNIT),
fel o fes and hence e; = s : t.

Next, we prove the converse above by induction on the structure of t. Assume that
e1 =, eq: t. We show only the main cases:

Case (t = t; — ta). Take arbitrary €] and €, such that ¢} ~; €, : t;. By the left-
to-right of Theorem [2.I8] (which has been already shown in the first part of this proof),

) ctx

ey =5 €, : t;. Take arbitrary f such that -; 7 ~ f : to — bool, then f(eje)) o f(e1€h)
because ¢} = ¢} : t1. Also, by assumption, f(eje}) o f(e2€h), and hence f(eje]) o [(e2€h)
by transitivity of =,. So, eje] L ezeh : tg, and by the induction hypothesis for to,

e1€] ~x eg€l, : to, therefore e; ~r ez : t; — to.

Case (t = [t1]¢). We have two subcases according to whether ¢ C 7 or not. If £ C m,
then, by Strong Normalization (Theorem [2.9)), there are normal forms vy and vo such that

;e v c tp and e; —* [vi]y for i = 1,2, Then, it must be the case that vy gt
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(Otherwise, there would be a term f such that -; 7 +~ f : t; — bool and fvy #pns fue.
Let f’ be Ax:[t1]e. fof, then -; 7 ~ f' : [ty — bool and f'e; #u f'es, and hence,
e1 #N. €2 : [t1]e, but this is a contradiction.) Applying the induction hypothesis for t1,
v] g U9 : ty, which is equivalent to vy ~; vg : t1, S0 €1 X; e : [t1]e. The case £ [ 7 is
trivial. ]

3. THE SiMPLY TYPED A-CALCULUS

We review the simply typed A-calculus A™ briefly with logical relations for it.

3.1. Definition of A\™. A~ introduced here is a standard one with unit, base, function,
product, and sum types. We assume that base types, written ay (¢ € L), have one-to-one
correspondence with data levels. We use metavariables M for terms and A for types. The
syntax of A is given as follows:

A = aplunit | A AJAxA|A+A
M = z|()|Xe:AM|MM| (M, M) |n;(M)| (M)
| (case M of 11 (x1).M | 1a(x2).M)

Note that base type ay has neither constants nor closed terms. The reason is that, as
mentioned in Section [Il, we will use a term of type ay as a key for opening a sealing at level
¢ and such a key should be permitted only to privileged users. See Section Ml for details.

The form of type judgment of A~ is A + M : A, where A is a (finite) mapping from
variables to A\~ types. The typing rules are given as follows:

z:Ae'l
Av a4 (LT-Var)
A v () : unit (LT-Un1t)
A,z : A M : B LTA
Av M:AM: A— B (LT-ABs)
A~ M:A— B Ar- N: A
Av MN : B (LT-Apr)
Ar-M: A A+~ N:B (LT-PAIR)
Av (M,N): Ax B i
A M: A x Ay i€{1,2}
A ) A (LT-Proy)
Av M: A ie{l,2}
LT-I
AI—LZ'(M)ZAl—I—AQ ( NJ)
A M : A A A A Ny : B A A N> : B
- 1+ Az y 1 1+ N y T2 2 = N (LT-Casg)

A + (case M of 11(x1).N1 | ta(x2).No) : B
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The reduction of A\™ terms consists of standard S-reduction

()\(/UA Ml)Mg —_— [MQ/JZ]M
mi((My, My)) —  M;
(case t;(M) of 11 (x1).M | to(xe).My) — [M/x;]M,

and the following commutative conversion.

(1,22 ¢ FV(M'))
(case M of v1(x1). My | 1a(z2).Mo) M' — case M of v1(x1). My M' | 1a(x2). My M’

(1e{1,2})
m(caseMof Ll(ﬂj‘l).Ml | LQ(JZ‘Q).MQ) — case M of L1(:L'1).7TZ'(M1) | Lg(ﬂj‘g).ﬂ'i(Mg)

(l’l,ZEg <4 FV(M{) U FV(Mé))
case (case M of v1(x1). M | 1a(x2).Ms) of v1(y1).M] | ta(y2). M,
— case M of 11(x1).(case Mj of 11 (y1). M7 | t2(y2). M)

| t2(w2).(case My of t1(y1).Mj | 2(y2).Mj)

As in AU, the reduction for A~ is full, too. Here, we write FV(M) for the set of free
variables in M. In what follows, we use V for normal forms. For example, by the first and
second commutative conversion rules,

Az unit + unit. w;((case z of 11 (z1).y1 | t2(x2).y2)2)
— Az:unit + unit. w;((case z of 11 (x1).y12 | t2(x2).y22))
— Az:unit + unit. (case z of 11 (z1).m;(y12) | ta(z2).7i(y22)),

which is a normal form.

The resulting calculus (with commutative conversion) satisfies the standard proper-
ties of subject reduction, Church-Rosser, and strong normalization [2]. We say (the type
derivation A + M : A of) a term satisfies the subformula property when any type in the
derivation is a subexpression of either A or a type occurring in A. Then, any well typed
term can reduce to the one that satisfies the subformula property as in the theorem below,
which makes it easy to ensure the fullness of the translation.

Theorem 3.1 (Subformula Property). If A v M : A, then there exists a normal form V
such that M —*V and A — V : A, which satisfies the subformula property. Also, all the
subderivations satisfy the subformula property.

Remark 3.2. Commutative conversion is necessary for the above theorem to hold. Without
commutative conversion,

Az unit + unit. ((case z of ¢1(x1). Ay unit. () | t2(x2). Ay unit. ())) ()

of type unit + unit — unit would be a normal form, which does not satisfy the subformula
property, because a subterm Ay:unit. () has type unit — unit, which does not occur in
unit + unit — unit. This theorem also requires full reduction, which allows any redex (even
under \) to reduce.
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As mentioned above, we will view terms of type ay as keys. What really matters in
the development below is whether any key of a given type exists or not and it is is not
significant what kind of keys exist. Thus we identify all keys by introducing a (typed)
equivalence relation A+ My, = M, : A.

Definition 3.3. The relation A — My = My : A is defined as the least relation closed under
the rules below:

Av M @ oy A v Myt ap

A-K
AFMIEMQ:O[Z ( EY)
Az : Arao=x: A (A-VAR)
Av ()= (): unit (A-UnNIT)
Az : Ai-M=M: A (A-ABs)
Az Al M= x: AL M 1 A — A, )
AI—MlEM{ZAl—>A2 AI—MgEMéiAl (AA )
-APP
AI—MlMQEM{MétAQ
A M1 = M{ : Al A Mg = Mé : A2 (A—PAIR)
A+ (Ml, M2> = <M{, Mé> : Al X A2
AI—MEM/:AleQ i€{1,2}
A-P
Av-m(M)=m(M'): A; ( ROJ)
AvwM=M:A; i e {1, 2} (AIn)

Av (M) =;(M'): Ay + Ay

A-M=M :4,+ Ay Az Aa-My=M|: A A zg i Ay My =M, : A
A (caseMof L1(:L'1).M1 | LQ(:L'Q).MQ) = (case M’ of L1(:L'1).M{ | LQ(LUQ).Mé) c A
(A-CASE)

The rule (A-KEY) signifies that all keys are identified. Clearly, A v~ M = M : A is
equivalent to A~ M : A.

Lemma 3.4 (= is Equivalence). Given A and A, the binary relation A v - = - : A on
terms is an equivalence relation, that is, reflexive, symmetric, and transitive.
Proof. Easy. L]

The following lemma says that two terms which differ only in subterms of type ay are
equivalent via =.

Lemma 3.5. Assume that A v M : A . Take an occurrence My of type ap in M. Suppose
that My freely occurs in M, that is, no free variable of My is bound in the occurrence.
If A v My : «ap , then A v~ M = [My/M|M : A, where [Ma/M]M is a result of
capture avoiding replacement of the occurrence My in M by Msy. In general, this holds for
simultaneous replacing too.

Proof. By induction on the derivation of A — M : A. ]
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3.2. Logical Relations for A~. We define syntactic logical relations for A™ in the stan-
dard manner. As for AlJ, there are relations for (this time, possibly open) terms and normal
forms, written A — M; ~ Ms : A (read “terms M; and My of type A are logically related
under context A”) and A +~ Vi ~ V5 : A (read similarly), respectively. We assume that
Avr M; : Aand A+ V; : Afori=1,2.

Definition 3.6 (Logical Relations for A™). The relations A ~ M; ~ My : A and A +
Vi ~ V5 : A are the least relation closed under the following rules:

A ()~ (): unit (LL-Un1T)
A V1 ~ V2 L Qy (LL—KT)

Av Vip~Vop i Ay A Vig~ Vot Ay

LL-PAIR
A+ (Vig, Vig) ~ (Var, Vag) : Ap x Ay ( )
AvVimVa:d, i€ {12
RS icil2 (LL-Tng)
A | L,(Vl) ~ Li(Vg) . Al +A2
V(A My~ My : A{). A ViMy~VoMsy: A
(A~ M 21 A1). A~ Vi My = Vo My: Ay (LL-Fux)
ArVi~Vo:i A — Ay
M *V M- * Vs A Vi~V A
1 —* W 2 —* 1y Vi~V (LL-TErM)

AI—Mlk’MQZA

The rule (LL-KT) corresponds to (A-KEY) and means that the number of keys to
open a sealing with ¢ is at most one. Although we could give a more general definition of
syntactic logical relations, where the relation for type ay is parameterized, and prove the
basic lemma for them below, but, in this paper, we do not need such general settings and
just take the restricted version above for simplicity.

Example 3.7. Take M; such that k : ap v~ M; : ag — bool (i = 1,2). They have
normal forms by Strong Normalization. Since there is no “key”, that is, term of oy under this
variable context, we cannot apply M; to any terms of ay, so k : ap — My ~ M5 : ag — bool
by (LL-TErRM) and (LL-FUN). This example almost corresponds to Example In fact,
we will translate [boolly and the observer level H, respectively, to ag — bool and k : oy,
in Section [l

We write § for a simultaneous substitution of A~ terms for variables and A’ ~ §; ~ Jy :
A if dom(01) = dom(d2) = dom(A) and for any z € dom(d1), A" v 1(x) = da(z) : A(x).
Then, the basic lemma is as follows:

Lemma 3.8 (Basic Lemma). If A v M : A and A" v § =~ 09 : A, then A v §(M) ~
5o (M) : A.

For later use, we will prove a little generalized lemma as below, from which the basic
lemma above follows by reflexivity of = (Lemma [3.4)).

Lemma 3.9. If A+ M; = My : A and A" v 6 = 0y : A, then A" v+ 61(My) = §3(Ms) : A.
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Proof. By induction on the derivation of A v~ M; = My : A. We show only the main
cases. Below, we write ] W &4 for the union of two disjoint substitutions ¢} and §} such
that dom(d7) N dom(dh) = 0: dom(d] W %) = dom(d}) U dom(dy) and (8] W 85)(z) = 0)(x) if
x € dom(d}).

Case (the last rule of the derivation is (A-KEY)). Then, the last step of the derivation has

a form
Av M :ap Av My : g

A M1 = Mg ey
and A = ay. By Substitution Property, Strong Normalization and Subject Reduction, there
exists V; such that 6;(M;) —»* V; and A" v V; : ap (i =1,2). So, since A" + Vi ~ V5 :ay
by (LL-KT), we get A" + 61(M7) = d3(Ms) : oy by (LL-TERM).

Case (the last rule of the derivation is (A-ABSs)). Then, the last step of the derivation has
a form

Az Ave M{ =M, : Ay
A )\I'ZAl.M{ = )\I'ZAl.Mé : Al — Ag.
and M; = Az:A;.M! (i = 1,2) and A = A — Ay. By Strong Normalization, there
exist V; such that 6;(M;) —* V; (i = 1,2). Take arbitrary M/ (i = 1,2) such that
A~ M =~ M) : Ay, then A" v 6y W [M{/z] = do W [MY/z] : AU{x : A1}. By the
induction hypothesis, A" + (d; W [M{ /x])(M]) ~ (62 W [M3 /x])(M3) : As. Since V; M have
the same normal forms as (6;W[M/"/z])(M]) fori = 1,2, we have A’ + Vi M{ ~ Vo M} : Ao,
and hence A/ + Vl ~ V2 : Al — Ag, so A" — 51(M1) ~ 52(M2) : Al — AQ.

Case (the last rule of the derivation is (A-APP)). Then, the last step of the derivation has
a form

AI—M{EMéZAl — A2 AI—M{/EM;:Al
Av M{M{ = MM} : Ay
By the induction hypotheses, A" + §1(M]) ~ 62(M5) : A1 — Ag and A’ + 6(M]) ~
d2(MY)) : A;. By definition, there exist V; such that 6;(M/) —* V; (i = 1,2) and A’ +
Vi~ Va: A; — Ay, and hence A" w Vi 61 (M{') = Vi §2(MY)) = As. Since 6;(M] M) have the
same normal forms as V; 6;(M/") for i = 1,2, we have A’ + §;(M{ M) = do(M5 M) : As.
L]

Remark 3.10. Although the above logical relations for A are not reflexive in general (for
example x : A+ At x ~xz: A+ A), we have A v M ~ M : A if all the types in A
are of forms Ay — Ay — -+ — A, — ay. This is derived from Lemma B.8 and the fact
that A + x =~z : A(x) if A(x) = 41 — Ay — -+ — A, — g, which can be proved by
induction on n.

4. TRANSLATION

In this section, we define a formal translation from Al to A~ and its inverse. Both
translations are shown to preserve typing.
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4.1. From Al to A~. One of the main ideas of the translation, which closely follows Tse
and Zdancewic’s translation from DCC to System F [22] 23], is to translate sealing of type
[t]¢ to a function from the base type ay, which corresponds to ¢. The sealed value can be
extracted by passing a term of oy as an argument. Intuitively, the term of ay serves as a
“key” for unsealing.

Definition 4.1 (Translation of Types and Contexts). (-)! is a function from Al types to
A7 types, defined by:

unit’ = unit (t op t2)t =t op t} ([tle)t = cp — tf

where op stands for —, x, or +. (-)T is extended pointwise to contexts by: I'l = {z : t1|x :
tel}.

Before describing the details of the translation, we give an example for readers to grasp
its intuition.

Example 4.2. We translate the All judgment z : [bool].; H + 2% : bool to:
x @ ap—bool, et ap — ap, Cgy ¢ Oy — O, Cgr : g — ap, kg © ag v 2 (cq ky) : bool.

The first and last variable declarations are respectively translated results of z : [bool];, and
the observer level H. The unsealing z' is translated into the application of = to cy kg which
corresponds to a key for the unsealing, and where ¢y coerces the key ky for the observer
level H to that for L. This coercion is declared at the second last variable declaration. The
other variables ;1 and cyy are trivial coercions.

Let ¢ be an injective partial map from pairs of levels to variables such that cs,,, is
defined if and only if ¢; T ¢3. We take a finite mapping Cc = {cg, ¢, @ o, — ap, | {1 C la}
from variables to types, which corresponds to the variable declarations

CiL - Qp — QL, Cyg - g — Qy, Cgr, - Qg — O,

in Example Each variable ¢y, ¢, represents a function to coerce a key for a higher level
to that for a lower. As like above, C will be included in a variable context for typing the
translated terms. Note that, if we let £ be infinite, the domain of C would be so, too, and
hence we would have to extend the type judgments of A”to allow an infinite context. Such
an extension would be easy since only a finite number of variables can be used in a term.

The translation of Al to A~ is represented by I'; o + e : t \, M, read “All term e of type
t is translated to M under I and ¢,” where ¢ is an injective finite map from data levels to
variables. In the example above, o is {H +— kg}. This mapping o, whose domain represents
the observer level at which the All term is typed, records correspondence between the data
levels included in the observer level and variables that are used as keys. When typing the
translated term in A7, those variables are declared in the variable context (e.g., kg : ay in
Example [£.2]), and hence, from usual conventions of A\, we assume that the range of o and
the domains of I' and C are pairwise disjoint and that we can implicitly rename variables
in the range of o, so that choices for key names do not matter.

Definition 4.3 (Translation of Terms). The relation I';o + e : t \, M is defined as the
least relation closed under the following rules:

Diorz:t\ x (TR-VAR)

Tioe () s unit ™\ () (Tr-Un1T)
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e i tiyo-eitg N\ M

- (TrR-ABS)
Diow Ax:ti.ety — b\ Ax:t;. M
I; it t M I; "ot M’
ore:t; — 2\/ O'I—/e 1\ (TR-APP)
Iiovree tto N\ MM
F;O'I—elttl\Ml P;Ul—egitg\Mg
(Tr-PAIR)
[iow (e1, e2) 1t X t2 \, (M1, Ma)
Iiowre:t; xt M 1e4l, 2
1 X2 N {1, 2} (TrR-PROJ)
Tioemi(e) : t; \, mi(M)
I e:t;i \ M 1€{1, 2
ot et N {1, 2} (Tr-INJ)

Tiovi(e) t 1 +to N\ i (M)

Tiore:ti+ita\ M Tz ti;o-e1 0t N\, My T zo : to;oeg:t N\, Ms
;o (caseeof ti(x1).e1 | ta(x2).€2) : t\, (case M of 11(x1).My | t2(x2).Ma)
(TrR-CASE)

Tio{l—klre:t\ M k fresh
Liov [e]g: [tle \  Ak:ap. M

(TR-SEAL)

Tiowre: [ty \\M ¢ e dom(o) el
Tiorel it N\, M (copa(l))

(TR-UNSEAL)

Here, we write o{¢ — k} for a mapping from dom(o) U {¢} to variables defined by: o{¢ —
k}(0) = k; and o{l — k}(l') = o(¢') if £ # ¢'. Note that £ may occur in the domain of o.

The translation of terms is easily derived from the translation rules for types. In the
last rule (TR-UNSEAL), a key for opening the sealing is obtained from o and a coercion—if
e’ is well typed at the observer level represented by dom(c), then ¢ should be lower than

dom(o) and hence a coercion function should exist in Ct to provide a key of £.

Example 4.4. Let L and H; and Hy be data levels and suppose that L is strictly lower than
both Hy; and Hy. We can translate x : [bool]y; Hi,Ho + [z%]y, : [bool]y, as follows:

x @ [bool]; {Hy + k1, Hy = ko} v [zM]g, @ [boolly, \, Ak} :am, — bool.x K
where K is cg,1. k2 or cg, 1 k], but not cg, 1. k1 because of the side condition of (TR-SEAL).
The resulting A~ terms have type ay, — bool(= [bool]II ,) under context

Ag def o . ar, — bool, Cr, ki : Hy, ko @ Ha .

Well typed ALl terms can be translated to well typed A~ terms as in the theorem below.
Here, we write of for the context defined by: {o(f) : oy | £ € dom(o)}.

Theorem 4.5 (Translation Preserves Typing). If I'; 7 + e : t and dom(c) = m, then
there exists a X\~ term M such that T;o v e :t \, M, and that T'f, Cc, of v M : th

Proof. By induction on the derivation of I'; 7 + e : t. We show only the main cases:
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Case (the last rule of the derivation is (ST-SEAL)). Then, e = [eg]¢ and ¢ = [tg]; for
some ey and tg. Take a fresh variable k such that ran(c{¢ — k}) N dom(I') = 0. By
the induction hypothesis, there exists My such that T';o{¢ — k} + eg : tg \, My and
It Ce, (ol — k}T + My : tJ[). Note that (o{¢ — k}T = o™\{o(¥) : ar} U{k : as}.
Hence, T;0 + [eols : [tole N\ Me:ap. My and TT,Cc, 0 = Mk:ay. My : t) by (LT-ABs)
and weakening.

Case (the last rule of the derivation is (ST-UNSEAL)). Then, e = ef for some eq. By the
induction hypothesis, there exists My such that I';o + ¢eg : [ty \, My and FT,C’E,JJr —
My : ay — tT. Note that £ C ¢ € 7 = dom(c), so [';o + ef : t \, My (cprgo(f')) and
FT,C;,O'T = M(Cg/gO'(f’)) : tJr.

The other cases are similar. ]

Note that, as we have seen in Example [4.4] the translation result might not be unique
since there might be many keys to be coerced to one for some observer level in applying
(TrR-UNSEAL). In fact, if we can translate an unsealing term with some key included in
o, where another higher key exists, then, another translation is also possible by using the
latter key instead of the former one, which may be removed from o. This fact is generalized
as follows.

Lemma 4.6. Assume that T;o{l; — ki} v~ e : t \y M and that {1 C ly € dom(o).
Then, there exists M' such that T;o v e : t \, M’ and, if T'T, Cc, of v My : ag,, then
It Cc, ol v [My/ki]M = M' : t' . The sizes of the derivations of the translations are the
same.

Proof. By induction on the size of the derivation of I';0{¢1 +— k1 } + e : t \, M. Note that
every occurrence of ki in M appears as ¢y, ¢ k1 for some ¢, since k; is always introduced by
(TR-UNSEAL). Because o has the higher key of ay, than ki, we can replace all the ¢y, ¢ k1
and remove all the occurrences of k1. The last equivalence follows from (A-KEY). L]

4.2. From A\~ to A, We define the inverse translation, represented by 5o M /e:t.
It is read “A™ term M of type t' under T and Cr and ot is translated back to a Al term

b

€.

Definition 4.7 (Inverse Translation). The relation I';o— M 7 e : t is defined as the least
relation closed by the following rules:

Diovax /ot (ITR-VAR)
Ciov () /() : unit (ITrR-UNIT)
T,z : tg; M 01
’ - 10 M ety (ITR-ABS)
DiovwXx:ty. M/ dxity.e:ty — to
I; M it t I; M’ "ot
orMeit— 2/ C/“_ /¢ ih (ITR-APP)
Do MM ee :ts
T M 01 T M- 11
oM /ety oMy /eg:ity (ITR-PAIR)

Liow (My, Ma) / (e1, ea) i t1 X ta
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Diow- M /e:t) Xty ie{l, 2}
Do m(M) / mi(e) : t;

(ITR-PrROJ)

Tiow-M Je:t; ie{l,2}
Tiov (M) vi(e) i t1 + to

(ITrR-INJ)

Iiov- M ety +ts Iz : ti;o= My et Ioxo : to;o- My Seg:t
[;0 v+ (case M of 11(x1). My | t2(x2).Ms) / (caseeof 11 (x1).e1 | ta(x2).€2) : ¢
(ITR-CASE)

¢ & dom(o) Dio{l— kv~ M /e:t
Do Me:ap. M 7 e]p: [t]e

(ITR-SEAL1)

¢ € dom(o) Dio{l =k} [k/o(O))|M et
Tioe Ak:ap. M /" [e]g: [t]e

(ITR-SEAL2)

Lo M /e:|[t] I, Cc, ol v M2
Lo MM /et

(ITR-UNSEAL)

In the rule (ITR-SEAL2), since we equate keys for the same data level by (A-KEY) and
(LL-KT), we can replace the key o(¢) by another k. Note that, even if I'f, Cc, ol — M : tf,
the inverse translation of M is not always possible. However, we can give a sufficient
condition for the inverse translation to exist and show that the inverse translation also
preserves typing:

Theorem 4.8 (Inverse Translation Preserves Typing). If all the subderivations of T'T, Cr, of

— M : tt satisfy SUbformula Property, then there exists a A term e such that T'; dom(o) v+
e:tandl;o- M e:t.

Proof. By induction on the size of the derivation of I'T, C, 0T + M : tT. We show only
the main cases:

Case (the last rule of the derivation is (LT-ABS)). Then, the last step of the derivation
has a form
FT,C;,UT,ZE : A1 = M(] : A2
PT,CE,O'T — Ax: A My : A — Ao,
and tT = A; — Ay and M = \z: A;. M. We have three subcases:

Subcase (t = t; — t3). Then, t! = A;(i =1,2) and T'T, 2z : tI,C’;,UT — My : t; , all the
subderivations of which also satisfy Subformula Property. So, by the induction hypothesis,
there exists eg such that I,z : t1; dom(o) v ey : ty and I'x : t1;0 — My / eg : to.
Hence, I'; dom(o) v Ax:ti.eq : t1 —taand Tso - Ax: Ay My /" Ax:ty.eq : t1 — to.

Subcase (t = [to]y and ¢ & dom(c)). Then, Ay = oy and As = t;r) and (o{f — z}) =
ot U{r : ap} and TT,Cc, (o0 — 2})T + My : t(]; , all the subderivations of which also
satisfy Subformula Property. So, by the induction hypothesis, there exists ey such that
I'; dom(o{l — z}) v ey : to and I';0{l — x} v My / e : tg. Since £ ¢ dom(o) and
dom(c{l — x}) = dom(c) U {¢}, it follows that I'; dom(o) ~ [egle : [to]¢ by (ST-SEAL)
and I'; o v Az:oy. My /" [eole : [to]e by (ITR-SEALL).
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Subcase (t = [tg], and ¢ € dom(c)). Then, Ay = oy and As = tJ{) and (o{f — z})t =
o\{o(t) : as}U{z : as} and TT,Cc,0f,2 : ap v My : tg. By Substitution Property for
A7, T Ce, (o{l = 2T v [z/o(0)] My - t;r) without changing the size of the derivation,
all the subderivations of which also satisfy Subformula Property. So, by the induction
hypothesis, there exists a eg such that I'; dom(o{l — x}) + ey : to and [;0{l — z} +
[z/o(0)]My /" ep : to. Since dom(o{l — z}) = dom(o) U {f} and ¢ € dom(c), it follows
that T'; dO?TL(O’) - [60]5 : [to]g by (ST—SEAL) and I';o v Ax:ay. My [eo]g : [to]g by
(ITR-SEAL2).

Case (the last rule of the derivation is (LT-APP)). Then, the last step of the derivation

has a form
FT,CE,O'T - M1 : A1 —>A2 FT,C;,O'T L M2 . A1

FT,C;,O'T = M1 M2 : A2
and t = Ay and M = M; M,. By Subformula Property, 4; and A; — A, appear in
rfu C- U ot u tT, hence, we have two cases about Ay1: A1 = oy or A1 = tg for some tg.

Subcase (A; = ay). Then, A — Ay = ([t],), by the induction hypothesis, there exists
e such that I'; dom(c) v+ e : [t]p and T;0 — My / e : [t];. Note that £ C dom(o) since
', Ce,0f = My : ay. So, it follows that I'; dom(c) v e : tand T;o v My My /e i t
by (ST-UNSEAL) and (ITR-UNSEAL).

Subcase (A; = tg). Then, A; — Ay = (tg — t1)!. By the induction hypotheses, we can
easily show the conclusion.

For the cases where the last rule of the derivation is an elimination of a product or sum
type, the proof is similar to the case of application. The rest of the proof is easy. L]

Remark 4.9. In the above theorem, Subformula Property gives a sufficient condition to
exclude “junk” terms such as (Az:ay — ay. ())(Ak:ay. k). Since Ak:ay. k has type ap — ay,
no rules of inverse translation can be applied and the inverse translation will fail. Its
derivation, however, does not satisfy Subformula Property, so this is not a counterexample
for the theorem above. (In fact, its normal form can be translated back to a Al term.)

Example 4.10. We use the same settings as Example [£.4]
x 1 [bool]y; {Hy — ki,Hy — ko} + k| :am, — bool.z K / [z]g, : [boolly,

where K can be any term of type ar under context Ag, k] : oy, — bool, e.g, cg,1 ko or
CH{ L le Or Cq, L k‘l.

5. PROOF OF NONINTERFERENCE VIA PRESERVATION OF LOGICAL RELATIONS

In this section, we give an indirect proof of the noninterference theorem, which is
obtained as an easy corollary of the theorem that the translation is sound and complete,
that is, the logical relation for Al is preserved and reflected by the translation to A~. The
properties we would expect are

If sov e 11\ M; fort=1,2 and e1 R gop(y) €2 : T, then C’E,O’Jr — M~
My - tt,

and its converse
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If vov ¢ :t \,  M; fori = 1,2 and C’;,UJr — M, =~ M, : t', then

€1 ~dom(o) €2 : L.
It is not very easy, however, to prove them directly because logical relations are de-
fined by induction on types whereas the translations are not. Thus, following Tse and
Zdancewic [21], 22, 23], we introduce another logical relation (called logical correspondence)
e "3, M : t over terms of All and A™, then prove that it includes (the graphs of) the
translations of both directions (Theorems (5.4l and [5.6]). Then, after showing that the logical
correspondence is full (Corollary [5.7)), we finally prove preservation of logical relations by
logical correspondence and reduce the noninterference theorem to Basic Lemma (Lemma

B8).

5.1. Logical Correspondence and Its Fullness.

Definition 5.1 (Logical Correspondence). The relations e Rz, M : t and v ~, V : t,
where we assume that -; dom(c) + e : t and -; dom(o) + v : t and Cc,0f + M : ! and
Crc, of — V : ¢, are defined as the least relation closed under the following rules:

() ~o () : unit (C-UniT)
Vieaz, M :t1).verz, VM :t
(e 1)-ve 2 (C-Fun)
Vo Vit — by
s Vit o Vot
V1o Vil Vg~ Vo il (C-PAIR)
<U1, ’U2> ~ <V1, V2> 1t X 1o
o V : tz ) S 1, 2
- icil?) (C-Ing)
1i(V) ~5 i (V) 1ty + to
Y(Cr, of M R, VMt
kil oe)-v (C-SEAL)
[V]e ~6 Vi [t
* M *V sV it
—— — o (C-TERM)
ez, M :t

Intuitively, e a2, M : t means that e and M exhibit the same behavior from the
viewpoint of an observer at dom(c). The rule (C-SEAL) for [t], expresses the fact that the
existence of well typed M of ay under Cr and ol is equivalent to the fact that the level £ is
lower than dom(o). In other words, if ¢ is not lower than dom(c), the premise is vacuously
true, representing that the observer cannot distinguish anything.

Example 5.2. Take Al term e and A~ term M such that -;L + e : [boolly and
Cc,k:aL v M : ag — bool . By (C-TErM) and (C-SEAL), e A1, .5y M : [bool]y
because there is no term of type oy under Cr, k : or. Compare this example with Exam-
ples 2.15] and B.71

Theorem [5.3] below shows that the logical correspondences are closed under the com-
position with the logical relations in A7

Theorem 5.3. If exz, My :t and CE,O'T — My ~ My : tt, then exs, My : t.
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Proof. By induction on the structure of t. We show only the main cases:

Case (t = t; — t2). By definition, there exist v and V; such that e —* v and M; —* V;
(1t =1,2) and v ~, V4 : t; — to and CE,O'T - Vi~Vy: tJ{ — t;. Take arbitrary ey and
My such that ey Rz, My : t;. By definition, veg a3, Vi My : to. Also, by Lemma B8] (with
Remark [B.10)), C’;,UJr — My~ M, : t];, so, by definition, CE,UT — Vi My~ VoM, : t;.
Applying the induction hypothesis for to, we have veg a2, Vo My : t; and hence v ~», V5 :
ty — to, soerz, Mo :t; — to.
Case (t = [t1]¢). By definition, there exist v and V; such that e —* [v], and M; —*
(i =1,2) and [v]p ~, Vi : [t1]e and Cc,of v Vi~ Vo i ap — t];. Take arbitrary M, such
that CE,O'T — My : ap. By definition, v a2, V4 My : t; and CE,O'T — My~ My : oy,
S0, CE,O'T — Vi My =~ V5 My : tJ{. Applying the induction hypothesis for ¢1, we have
vz, Vo My : t; and hence [v]p ~, Vi : [t1]e, so, e Rz, Mo : [t1]e. O
The next theorem shows that these logical correspondences include the graphs of the
translation to A~. We write vz, § : I if dom(y) = dom(0) = dom(T") and ~y(z) Rz, d(z) :
I'(z) for any x € dom(T").
Theorem 5.4 (Inclusion of Translation). IfT'; dom(o) v e : t and T;o e :t \, M and
vz, 8 : T, then vy(e) 2z, 6(M) : t.

Proof. By induction on the size of the derivation of I';o + e : t \, M. We show only the
main cases:

Case (the last translation rule of the derivation is (TR-ABS)). Then, the last step of the

derivation has a form
Iz @ ti;0- ey ta \, My

o Axiti.eg: t1 — tg N\ )\$ZtJ{.M0.
Take arbitrary e; and M; such that e; Rz, My : t1, then, v W [e1/x] ’z, d W [M;/x] :
F'u{z : t1}. By the induction hypothesis, (yW[e1/x])(e0) Ry (dW[My/x])(Mp) : ta. Since
y(Ax:ti.ep) e; and 5()\ZL'ZtJ{.M0) M; have the same normal forms as (v W [e1/z])(eg) and
(0W[M;/x])(My), respectively, we have y(Ax:t1.e9) €1 R34 5()@::15{. My) My : ta, and hence
YAz :t1.e0) R34 5(/\x:t];.M0) () — to.

Case (the last translation rule of the derivation is (TR-APP)). Then, the last step of the
derivation has a form
Tiorer ity =t N\ My Tiore9:t1 \ My
F;O'I—elegitg\MlMg

By the induction hypotheses, y(e1) a2, 6(My) : t1 — to and v(e2) Rz, 6(Ms) : t;. By
Strong Normalization, y(e;) and §(M; ) respectively have the unique normal forms v and V'
such that v ~, V' : t; — t9. By definition, we have v y(e2) 2z, V 6(Mz) : t and hence
’y(el 62) Kz, 5(M1 Mg) : to.

Case (the last translation rule of the derivation is (TR-SEAL)). Then, the last step of the
derivation has a form

Dio{l— k} v ey :to \, My k fresh
P;O'I— [eo]g : [to]g \ )\k:ag.M()
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Then, there exist v and V such that y(ey) —* v and 6(Ak:ay. My) —* V. Take arbitrary
M such that Cc,of +~ M; : ay. Then there exists ¢ € dom(c) such that ¢ C ¢ and,
by Lemma [0, there exists M} such that ;o + eg : tg \, M} and I'!, C, of = M} =
[M/k| My : tg . So, by the induction hypothesis, y(eg) Rz, 6(M]) : to . Also, by Lemma[3.9]
we have Cr, ot §(M}) ~ 6([My/k]My) : t}. Since §([M;/k]Mp) and §(\k: cp. Mo) My have
the same normal form, Cr, ol + §(M}) ~ 6(Mk:ay. Mo)M - t;r), and, applying Theorem
B3l we get v(eg) Rz, 6(Ak:ap. My) My : tg, hence vz, V My : tg, so [v]g~s V : [to]e.
Therefore v([eg]r) Rzs d(Ak:ay. My) : [tole-

Case (the last translation rule of the derivation is (TR-UNSEAL)). Assume that the last
step of the derivation has a form

Tiover: [ty \N My ¢ €dom(oc) LTV
Diowef ity N\, My (cppo(l))

By the induction hypothesis, v(e1) R3, §(M1) : [t1]¢. By definition, there exist v and V' such
that y(e1) —™* [v]g and 6(M7) —* V and [v]y ~, V : [t1]s, and hence vz, V (cp oo (l')) :
[t1]e. Since vy(e%) and §(M; (cpgo(£'))) respectively have the same normal forms as v and
V (coroa(f)), we conclude y(ef) 235 6(My (cprpo(£))) : 1. O

It is slightly harder to show that the logical correspondence includes the graphs of
the inverse translation, since the inverse translation is not quite a (right) inverse of the
translation to A™: The inverse translation followed by the forward translation may yield a
term different from the original (see Examples [£.4] and [£.10). Fortunately, the difference is
only slight: They differ only in subterms of base types ay and are equivalent via =, thus
logically related by Lemma

Lemma 5.5. If I'T,Cc,of v M : t1 and T;0+ M /e:t and T;o et \, M, then
FT,CE,JT — M =M :t.
Proof. By induction on the derivation of I';o— M " e :t. We show only the main cases:
Case (e = [e1]p and £ & dom(c)). Then, we can assume that the last steps of the translation
and the inverse respectively have the following forms:
Cio{l—k}w M, Je:ty €& dom(o)
F;O’ — )\k:ag.Ml / [61]5 : [tl]g
Tio{l — kol vreq it \. My ko fresh
P;O' | [61]5 : [tl]g \ )\k():ag.Mg
By renaming the bound variables, we can also take k as ky. Hence, by the induction
hypothesis, I'f, Cc, ol k:apw My = M, : t];, so I't, Cc, ot = Me:ap. My = Me:ay. My -
Oy — tJ{.

Case (e = [e1]g and ¢ € dom(c)). Then, we can assume that the last steps of the translation
and the inverse respectively have the following forms:

Lio{l — k} v [k/o(O)|My /e1:t1 L€ dom(o)
Liow Mooy My /" [ea]e s [tale
Tio{l — kol e :t; \, My ko fresh
Lo [e1]e: [t1]e \u Ako:ay. Mo
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By renaming the bound variables, we can also take k as ky. Hence, by the induction
hypothesis, I'T, O, ™\{o(¢) : oy}, k : ap v+ [k/o(£)]M; = My : t];. Since k = ko and kg
is fresh, k # o(¢), so, by weakening, ', C, of, k : ay+ [k/o(0)]M; = M, : t];. Applying
Lemma and the transitivity of =, we have I'f, Crc, ot ko M = My : tJ{, and
hence T, Cc, ol v Neroy. My = Nezayp. My = oy — t];.

Case (e = ). Then, we can assume that the last steps of the translation and the inverse
respectively have the following forms:

Lo My eyt [ta]e I, O, of v My @ oy
F;O’I—MlMo/‘egitl
Liove:[tie \n My 0 € dom(o) LTV
P;O' = e{ Al \ M2 (65/50(6/))

Hence, by the induction hypothesis, I'T, Cr, ot My =My :ap — tJ{. Also, by definition,
FT, C;, O'Jr = MO = Cyry O'(f,) Q. Hence FT, OE’ O'Jr = M1 MO = Mg (Cg/g 0(5/)) : tJ{. D

Then, we can show the following theorem:

Theorem 5.6 (Inclusion of Inverse Translation). If ;o M e:t and y=z, 6 : ', then
v(e) Az, (M) : t.

Proof. By Theorem [£5] there exists M’ such that I';o+ e : t \, M’. Then, by Lemma [5.5],
', Ce,of v M = M’ : tI. Since Cc,0' + § ~ 6 : T'T (using Remark B10), Cr,of +
§(M) ~ 6(M') : t' by Lemma Then, by Theorem 54, ~(e) a3, 6(M') : ¢t and, by
Theorem [5.3] and the symmetricity of the logical relation for A7, v(e) a2, 6(M) : t. Il

As a corollary, the logical correspondences is shown to be full.

Corollary 5.7 (Fullness of Logical Correspondences). If Cc,of v M : t', then there
exists a A\l term e such that e a2, M : t.

Proof. By Theorem Bl there exists V' such that M —* V and all the subderivations of
Cc,ol + V @t satisfy Subformula Property. Applying Theorem [Z8] we get the inverse e
of V such that ;o V e :t. So, from Theorem (.6, e a2, V : ¢, and hence e a2z, M : t.[]

5.2. Preservation of Logical Relations. By using the logical correspondence introduced
above, we prove that the logical relations are preserved by the logical correspondence.

Theorem 5.8 (Preservation of Equivalences).
(1) Ifeixzg M; it fori=1,2 and €1 R gom(s) €2 : t, then Ce,ol v My =~ M, : tl.
(2) Symmetrically, if e; 225 M; : t for i = 1,2 and Cc,o’ v~ My ~ My : t1, then
€1 Xdom(o) €2 : T
Proof. We prove both simultaneously by induction on the structure of ¢. We show only the
main cases:

Case (t = t; — t3). To show (1), take arbitrary M| and M} such that Cc,ol + M| =
M} : 1. By fullness (Corollary [.7), there exist €] such that e} a3, M/ : t; (i = 1,2), and
by the induction hypothesis (2) for ¢;, we have €} ~ dom(o) ef : t1. Then, by definition,
there exist v; and V; such that e; —* v; and M; —* V; and v; e} 3, V; M| : to for
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i=1,2, and vy €] X dom(o) V2 eh : ta. Applying the induction hypothesis () for ¢2 to them,
Co,ol — ViM] ~ Vo M} : th. So we have Cc,of +~ Vi ~ Vo : t] — ¢}, and hence
Ce,ol v My ~ My : tI — t;. The statement (2) can be shown similarly, without the
fullness.

Case (t = [t1]¢). To show (2)), we have two subcases: £ C dom(c) or not. If £ C ¢’ € dom(o)
for some ¢/, then, by definition, Cr, 0! v cpypo(') ~ cpya(€') : ay. Also, by definition,
there exist v; and V; such that e; —* [v;]y and M; —* V; and v; 22, Vi (cpoo(0)) : t1
for i = 1,2, and Cr,0f + Vi(cpoo(l)) =~ Va(cpoo(l)) : tJ{. Applying the induction
hypothesis () for t;, we have v1 X gom(s) v2 : t1, which is equivalent to v1 ~gjom(e) V2 @ t1,
SO €1 R gom(s) €2 : [t1]e- The case £ I dom(c) is trivial. Showing (1) is easy since Cr, ol
M’ : «y is equivalent to £ C dom(o). O

5.3. Noninterference. Then, we prove the noninterference theorem by reducing it to
Lemma [3.8]

Corollary 5.9 (Noninterference). IfI'; m v e : t andy1 ~r 72 : T, then vi(e) =~ y2(e) : t.

Proof. Choose an arbitrary o such that dom(c) = 7 and ran(c) N dom(T") = (). By Theorem
Z5 Tioe:t\, M and I'",Cr, o' + M : ' for some M. Similarly, for any = € dom(y;)
(i = 1,2), there exists M,; such that ;o + v;(z) : T'(x) \, My; and T'T,Cc, 0l + M, :
(P'(2))". Define §; (i = 1,2) as a simultaneous substitution such that dom(s;) = dom(y;)
and 6;(x) = My, for x € dom(d;). Then, by Theorem 5.4l v; r3, 6; : I' for i = 1,2
and so y;(e) Rz, 6;(M) : t for i = 1,2. By applying Theorem [(.8(1) to the assumption
1 ~r 2 : I, we have Cc,0f + &) ~ 0y : T'T. Thus, by Lemma B.8 (with Remark B3.10),
Cc,ol v+ §1(M) = §3(M) : t!. Finally, by Theorem B5.8(2), v1(e) =~ 72(e) : t. O]

6. COMPARISON OF DCC witH A

In this section, we briefly review DCC [I] and discuss why the translation from DCC
to System F given by Tse and Zdancewic [22], 23] is neither full nor even sound. Then, we
discuss an extension DCCp. of DCC, which was proposed also by Tse and Zdancewic in
order to make the translation full |21} 22] 23]. Finally, we show that DCC,. is equivalent
to All by giving translations between the two.

6.1. DCC and Tse—Zdancewic’s translation to System F. DCC is an extension of
the computational A-calculus [12] and uses monads indexed by dependency levels (e.g.,
security levels, binding times) in order to control the dependencies between computations.
The dependency levels are partially ordered by EE as in All; computation and data at a
higher level are permitted to depend on those at lower levels, but the other direction of
dependencies is forbidden. Here, we briefly sketch a simplified version of DCC [22] 23] (we
call it simply DCC), in which pointed types and recursion are omitted.

2In fact, the dependency levels were assumed be a lattice [I] but we do not need meets and joins in the
following development.
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The syntax of DCC is defined as follows:
tu=unit |t —t|txt|t+t| Tyt
ex=z| ()| Ax:t.elee] (e e) | m(e) | mae) | t1(e) | ta(e)
| (caseeof t1(x1).e|t2(x2).€) | pe|bindx = e ine

Roughly speaking, a monadic type Ty ¢, the monadic unit 7, e, and the bind operation

bind = =e; in eg correspond to sealing types [t], sealing terms [e]y, and unsealing terms

e!, respectively. The typing rule for 7, is as follows:

I'—e:t
I'v-ne:T,t

Note that a type judgment of DCC lacks an observer level; instead, the notion of protected
types is introduced to prevent information leakage and plays a key role in the following
typing rule for bind:

I'e : Tt Dx:tieg:tsy { <t

I'—bind £ =e1 in ey : iy

=2t =ty { =ty LY L=t (c

0 < unit ter -0 ="
- un (< t; X1y 0=t — 1y U= Tyt (< Tyt

Here, judgment £ < tis read as “t is protected at £”. Intuitively, this judgment means that
observers only at a level equal to or higher than ¢ can obtain some bits of information from
the value of t.

So, this rule ensures that the value of the whole term cannot be examined at unrelated
levels. However, bind is restrictive in the sense that 7, must be placed within the scope of
x to make to protected. For example, the term Ay : Ty bool.bind z =y in 7y x is given
type (Ty bool) — (1 bool) while the term Ay : Ty bool.n, (bind x =y in x) cannot. We
will see that this restriction is a source of the failure of fullness of the translation by Tse
and Zdancewic. The other typing rules are the same as A™.

The reduction rule for bind is bind = =nye; in ey — [e1/x]es. The other reduction
rules and the logical relations are essentially the same as Al except for the change from
[t]s to Tyt. The logical relations are indexed by an observer level (that is, a finite set of
data levels) rather than a single data level as in Tse and Zdancewic [22] 23, 21]. Although
our definition is a straightforward extension of theirs, this seems more natural for DCCp
below, for the domains of the relations are terms that are well typed at a given observer
level.

A main idea of the translation by Tse and Zdancewic, which we have followed in this
paper, is to translate monadic types Ty ¢ into function types ay — t. (Otherwise, type
translation is the same as ours.) Term translation, the details for which we refer to [22], 23],
is more involved than our translation, due to the complexity of bind and protected types—
we will see how they are expressed in terms of our unsealing in the next section.
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6.2. Failure of Fullness and Soundness. Now we explain why their translation is neither
full nor sound.

Consider the DCC type t = Ty((T; bool) — bool). Then, any DCC terms of this type
is equivalent to (sealed) constant functions ny(Az : T; bool.c) where ¢ is either true or
false. Note, in particular, that the term e = ny(A\y : Ty bool.bind = =y in x) is ill typed
due to the restriction of the typing rule of bind. As a result, the two terms

er = Afbind f'=f in n (f' (1 true))
and

es = Af.bind f = f in n (f' (e false))
are logically related at the type (Ty((T; bool) — bool)) — (Ty bool) and level ¢ since
all we can pass to these functions are the constant functions above and we cannot pass
non-constant functions such as e.

In System F, however, the translations of e; and ey are not logically related at type
ay — ((ag — bool) — bool), which corresponds to the DCC type ¢ above! This is because
they can be distinguished by applying them to the term M = Ak : ap.Af: ay — bool.fk,
which would correspond to e.

In short, there is no well typed DCC term that corresponds to M (failure of fullness)
and, as a result, the equivalence of e; and eg is not preserved through the translation (failure
of soundness).

6.3. Tse and Zdancewic’s Extension of DCC. Interestingly, Tse and Zdancewic also
noticed the restriction of the typing for bind in DCC and proposed an extension of DCC
by introducing the notion of protection contexts (as a set of data levels) to type judgments.
The typing rules for 7, and bind are changed as follows:

imUu{l et

(D-ETA)
I'smv-npe: Tyt
Dimwe:Tyt Dyx:t;mwe€ ot (Cm
- — (D-BIND1)
I'sm+ bindx = eine : ¢
Iimree:Tpt Dx:t;mw¢é : t (L =<t
(D-BIND2)

;7 bindaz = eine : ¢

Cynu{llre:t LUm 0=t

I'imee:t

(D-PROTECTED)

The rule (D-BIND1) is essential and just corresponds to the rule (ST-UNSEAL) of All. The
rule (D-PROTECTED) means that a term of a type protected by ¢ can be used by a user
which does not have ¢. This extension allows terms like Ay : Ty bool.n,(bind z =y in )
and ny(Ay : Ty bool.bind = = y in z) to be well typed. The rest of the typing rules are
the same as All. The definitions of the reduction rules and the logical relations are the same
as DCC.

In the next subsection, we will show the three rules (D-BIND1), (D-BiND2), and (D-
PROTECTED) are in fact derived forms in the sense that DCCp. and All are equivalent.
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Remark 6.1. DCC,,. was proposed [22, 23] and simplified later by Tse and Zdancewic [21].
In this paper, we use the simplified version with the following changes:
e We split the single typing rule for bind into the two rules.
e We add the rule (D-PROTECTED) above for the subject reduction property, which
does not really hold in the original formulation, due to the reduction of bind.

6.4. Isomorphisms between A\ and DCCp.. We show correspondence between A and
DCCyp by giving a translation (-)® from A to DCCy. and its inverse (-)° and showing
that both preserve logical equivalences. The inverse translation is inspired by Tse and
Zdancewic’s translation from DCC to System F [22] 23]: We obtain the inverse translation
by comparing theirs with our full complete translation from Al to A~. In what follows, we
add subscripts “All” and “DCCp.” to distinguish typing judgments of the two calculi.

At the type level, both translations are easy—they just exchange [-]; and T}:

() E T (1) (T t)° € %)

(For other type constructors, both translations are trivial.) At the term level, (-)* is
obvious—sealing and unsealing can be straightforwardly expressed by 7, and bind, re-
spectively:

(lele)® = me (")
(eb)® “ pind 2 = €® in 1.

The translation (-)° for terms is more involved. A main difficulty is in the bind operator.
At first one might think bind # = e; in ey can be expressed by (Az.e§) (e)¢, but, if
I'; ™ ¥pce,, bind x = e in ey : tg is derived by (D-BIND2), where £ Z 7 and £ < i,
then (e9)* is typable only at 7 U {¢}, which is strictly higher than ; so is (Az.e3) ()"
Thus, this naive translation does not quite preserve typing.

This problem is solved by observing that to is protected at ¢ (i.e., £ =< t3). First, we
can seal (Az.e3) (€9)¢ and derive T°; 7 () [(Az.€3) (e3)%]¢ : [t3]¢. Here, this sealing with
£ is redundant since to is already protected by £. In fact, we can always eliminate such a
sealing by applying an anti-protection combinator, defined below, of type [ta]y — to.

Definition 6.2 (Anti-Protection Combinators). The set of closed terms P/ <; indexed by
protected types is inductively defined as follows:

Po< unit = Az : |
Pp<tyxty = AL:[t1 X ta]e. (Po<y [11(29)]e, Po<i, [m2(x5)]e)
Pr<ty oty = A:[t1 — tale Ayits. Po<y, [0 9]
[[t]e]e- [(2)" e if (C/
[

Hele Pe<e [ e if €Z ¢ and £ <t

Po<1, + = Az:
Po<r, + = Az:

These combinators intuitively mean that, for any Al term e of type ¢° such that £ < ¢,
the sealing term [e], can be unsealed at any observer level. This intuition is justified by the
following proposition:

Proposition 6.3. The following properties hold:
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(1) If ¢ = t and £ C 7, then Py<y moqp Ax:[t°]p. 2% : [t°] — ¢°.
(2) If0 < t and £ L 7, then ey ~, g : t° for any N terms e; such that -; © -y e t°
(t = 1,2). In particular, under the same assumptions, it follows that Py<; ~r f :
[t°]¢ — t° for any function f such that -; ™ vy f @ [t°]e — t°.
Proof. By induction of the derivation of £ =< ¢. ]

The second clause means that no term of a protected type illegally leak any information.
A corresponding property has been proved for DCC [I].

Now we return to defining (-)°. For the bind operator, we have two cases. (Strictly

speaking, (-)° is defined by induction on the type derivation as in Section @) If the last
typing rule is (D-BIND1), the definition is just
(bind z = €1 in 2)° & (Az. €9) (€9),
where e; and es have types Ty t1 and tq, respectively. If it is (D-BIND2), we can assume
¢ < ty and
(bind 7 = e; in e2)° © Py, (M. €9) (€3)0

Another interesting case is when the last step of the type derivation is

I's mU{l} ¥pec, € : t AV s =<t
I'; 7 vpoc, € ¢ t

(D-PROTECTED)

The situation is similar to the case for (D-BIND2): the DCC,, type t is already protected at
¢ and so /£ in the context of the premise is redundant. So, we obtain Py<; [€°], in which e°
is the translation from I'; 7 U {{} ¥pcc,. e : t. For the other typing rules, the translation
is trivial. For example,

def
(nee)® = [°]e.
Clearly, both translations preserve typing. The following theorem ensures that the
translations preserve the logical relations, showing DCC,. and A are equivalent.

Theorem 6.4 (Preservation of Equivalences). e; ~r ey : t in DCCp. iff €] =, €5 : t° in
A1, Also, el ~r ey t* in DCCpe iff e1 =pea:t in A

Proof. We just give a sketch, which is along a similar line as the proof of Theorem [5.8
First, like Definition 5.1, we define logical correspondences e Rz, €’ : t over terms of Al
and DCC,, indexed by observer levels 7 (instead of finite maps, since both A and DCCpe
use the common poset of data levels). Then we show the inclusion of (-)° and (-)®, that is,
ez, e :tand e® Rz, e : t (cf. Theorem [5.4] and [5.6]). We use Proposition [6.3] to prove
the former. Finally, we show the preservation of the equivalences (cf. Theorem [£.8) and,
combining the inclusion of the translations, get the result. ]
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e Ge !
DCC ::::::::::::prOteCtlon::::|::> DCCpC <:> )\H |
contexts ()* N

Figure 1: Relationship among DCC, DCC,, and AL

7. CONCLUSION

We have formalized noninterference for a typed A-calculus Al by logical relations and
proved it by reducing it to the basic lemma of logical relation for A™ through a translation
of All to A™. Moreover, we have shown that Al is equivalent to DCCpe, an extension of
DCC with observer levels, as illustrated in Figure [} a dotted double arrow stands for a
language extension and the two systems (except DCC) in the dashed box have sound and
fully complete translations into A™. In those systems, dependency is captured by typability
in A~ through the translations.

There have been presented many ways to prove noninterference theorems for type-
based dependency analyses for higher-order languages. For example, Heintze and Riecke [7]
and Abadi et al. [I] showed the noninterference theorem for SLam by using denotational
semantics. Pottier and Simonet [I5] proved it for Core ML with non-standard operational
semantics. Miyamoto and Igarashi [10], in the study of a modal typed calculus \Y, showed
that the noninterference theorem for certain types can be easily proved only by using a
simple nondeterministic reduction system, although this system does not include recursion
unlike the others mentioned here.

In comparison with these proofs, the proof technique presented in this paper might seem
overwhelming to show only noninterference. Nevertheless, we believe it is still theoretically
interesting since the translation shows that the notion of dependency can be captured only
in terms of simple types and makes a comparison between type-based dependency analyses
easier.

Practically, the translation might be a basis for implementing a language with sealing by
another language without it. However, our results rely on full reduction with commuting
conversions, or strong normalization, which cannot be assumed in real languages. So, it
would be interesting future work to investigate how this proof technique may be extended
to richer languages with, for example, recursion. To add recursion, several difficulties have
to be overcome. A first problem, as is already pointed out by Tse and Zdancewic [21], 22} 23],
is that a key of any data level can be “forged” by using recursion, which allows a term of
any type, and such forged keys enable any observer to extract a sealed value illegally. As
suggested also by Tse and Zdancewic, this problem may be solved by pointed types (or use
of Haskell’s seq). A second, more serious problem is that it would be much harder to give
an inverse translation: if the translation is extended in a straightforward manner, then there
will be “junk” terms, such as some divergent terms not in the image of the translation and,
as a result, fullness would be lost. We expect some more significant work will be needed to
solve these problems.
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