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ABSTRACT. Separation logic is a recent extension of Hoare logic for reasoning about pro-
grams with references to shared mutable data structures. In this paper, we provide a new
interpretation of the logic for a programming language with higher types. Our interpreta-
tion is based on Reynolds’s relational parametricity, and it provides a formal connection
between separation logic and data abstraction.

1. INTRODUCTION

Separation logic [18] 13} [7] is a Hoare-style program logic, and variants of it have been
applied to prove correct interesting pointer algorithms such as copying a dag, disposing
a graph, the Schorr-Waite graph algorithm, and Cheney’s copying garbage collector. The
main advantage of separation logic compared to ordinary Hoare logic is that it facilitates
local reasoning, formalized via the so-called frame rule using a connective called separating
conjunction. The development of separation logic initially focused on low-level languages
with heaps and pointers, although in recent work [I4, 8] it was shown how to extend
separation logic first to languages with a simple kind of procedures [14] and then to languages
also with higher-types [§]. Moreover, in [14] a second-order frame rule was proved sound
and in [§] a whole range of higher-order frame rules were proved sound for a separation-logic
type system.

In [14] and [§] it was explained how second and higher-order frame rules can be used
to reason about static imperative modules. The idea is roughly as follows. Suppose that
we prove a specification for a client ¢, depending on a module k,

{1 E{Q1} F {P}e(k){Q}-
The proof of the client depends only on the “abstract specification” of the module, which

describes the external behavior of k. Suppose further that an actual implementation m of
the module satisfies

{Py«I}m{Qq«1}.
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initg(¢1) = c.next :=1i incp = let ¢ = c.next in readg = let 7 = c.next in
let v = ¢.data in let v = ¢.data in
i.data ;= v+1 g.data:=v
init; (i) = let v = i.datain inc; = let i = c.next in read; = let7 = c.next in
i.data := —v; let v = ¢.data in let v = 4.data in
c.next :=1 i.data :=v—1 g.data := —v

Figure 1: Counter Modules

Here I is the internal resource invariant of the module m, describing the internal heap
storage used by the module to implement the abstract specification. We can then employ
a (higher-order) frame rule on the specification for the client to get

{Prx I} E{Q1 1} b {Px1}c(k){Q=1},
and combine it with the specification for m to obtain

{PxI}c(m){Q «1}.

A key advantage of this approach to modularity is that it facilitates so-called “ownership
transfer.” For example, if the module is a queue, then the ownership of cells transfers from
the client to module upon insertion into the queue. Moreover, the discipline allows clients
to maintain pointers into cells that have changed ownership to the module. See [14] for
examples and more explanations of these facts.

Note that the higher-order frame rules in essence provide implicit quantification over
internal resource invariants. In [5] it is shown how one can employ a higher-order version
of separation logic, with explicit quantification of assertion predicates to reason about dy-
namic modularity (where there can be several instances of the same abstract data type
implemented by an imperative module), see also [I5]. The idea is to existentially quantify
over the internal resource invariants in a module, so that in the above example, ¢ would
depend on a specification for k of the form

A (P« IV E{Qy * I}

As emphasized in the papers mentioned above, note that, both in the case of implicit quan-
tification over internal resource invariants (higher-order frame rules) and in the case of ex-
plicit quantification over internal resource invariants (existentials over assertion predicates),
reasoning about a client does not depend on the internal resource invariant of possible mod-
ule implementations. Thus the methodology allows us to formally reason about mutable
abstract data types, aka. imperative modules.

However, the semantic models in the papers mentioned above do not allow us to make
all the conclusions we would expect from reasoning about mutable abstract data types. In
particular, we would expect that clients should behave parametrically in the internal re-
source invariants: When a client is applied to two different implementations of a mutable
abstract data type, it should be the case that the client preserves relations between the in-
ternal resource invariants of the two implementations. This is analogous to Reynolds’s style
relational parametricity for abstract data types with quantification over type variables [17].
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To understand this issue more clearly, consider the two implementations of a counter
in Figure [ A counter has three operations: init(:) for initializing the counter, and inc
and read for increasing and reading the value of the counter. In the first implementation,
inity(i) takes a heap cell ¢ containing an initial value for the counter, and stores its address
7 in the internal variable ¢, thereby setting the value of the counter to the contents of i.
The intention is that when a client program calls this initialization routine with cell ¢, it
should transfer the ownership of the cell to the counter — it should not dereference the
cell after calling initg(¢). The operation incy increases the value of the transferred cell 4,
and ready returns the value of cell i, by storing it in a pre-determined global variable g.
The second implementation is almost identical to the first, except that the value of the
counter is negated. Thus, when R is the relation that relates a heap containing cell ¢ and
variable ¢ with the same heap with the value of cell i negated, all operations of these two
implementations preserve this relation R.

Now suppose that we are given a client program of the form

let i=new in(i.data:=n; init(i); b(inc, read))
whose body b satisfies the following specification in separation logic:

{emp}inc{emp}, {g— -}read{g—-} = {P}b(inc, read){Q}

for some P, ) that do not mention cell i. We expect that the body b of the client preserves
the relation R of the two implementations, and that the client cannot detect the difference
between the two. Our expectation is based on the specification for b, which says that the
triple {P} b(inc,read) {Q} can be proved in separation logic, assuming only the “abstract
specification” of the inc and read operations, where all the internal resources of the module,
such as cell 4, are hidden. This provability should prevent b from accessing the internal
resources of a counter directly and thus detecting the difference between the two implemen-
tations. However, none of the existing models of separation logic can justify our expectation
on the client program above.

In this paper we provide a new parametric model of separation logic, which captures
that clients behave parametrically in internal resource invariants of mutable abstract data
types. For instance, our model shows that b(inc, read) preserves the relation R, and thus it
behaves in the same way no matter whether we use the first or second implementation of a
counter. In the present paper, we will focus on the implicit approach to quantification over
internal resource invariants via higher-order frame rules, since it is technically simpler than
the explicit approachE]

Our new model of separation logic is based on two novel ideas. The first is to read
specifications in separation logic as relations between two programs. For instance, in our
model, the Hoare triple { P} b(inc,read) {@Q} describes a relationship between two instanti-
ations [b(inc,read)],, and [b(inc,read)],, of the client’s body b by environments 79 and 7.
Intuitively, environment 7); defines an implementation of module operations inc and read, so
[b(inc, read)],, means b is linked with the implementation 7;(inc) and n;(read). Note that
when used with appropriate 79,71 (i.e., 7; that maps inc and read to the meaning of inc;
and read;), the triple expresses how b(incg, ready) is related to b(incy, ready).

IThe reason is that the implicit quantification of separation logic uses quantification in a very disciplined
way so that the usual reading of assertions as sets of heaps can be maintained; if we use quantification
without any restrictions, as in [3], it appears that we cannot have the usual reading of assertions as sets of
heaps because, then, the rule of consequence is not sound.
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The second idea is to parameterize the interpretation by relations on heaps. Mathemat-
ically, this means that the interpretation uses a Kripke structure that consists of relations
on heaps. The relation parameter describes how the internal resource invariants of two mod-
ules are related, and it lets us express the preservation of this relation by client programs.
In our counter example, an appropriate parameter is the relation R above. When the triple
{P} b(inc,read) {Q} is interpreted with R (and 7; corresponding to inc;,read;), it says, in
particular, that b(incg, ready) and b(incy, read;) should preserve the relation R between the
internal resources of the two implementations of a counter.

1.1. Related Work. Technically, it has proven to be a very non-trivial problem to define
a parametric model for separation logic. One of the main technical challenges in developing
a relationally parametric model of separation logic, even for a simple first-order language, is
that the standard models of separation logic allow the identity of locations to be observed
in the model. This means in particular that allocation of new heap cells is not parametric
because the identity of the location of the allocated cell can be observed in the model. (We
made this observation in earlier unpublished joint work with Noah Torp-Smith, see [20),
Ch. 6].)

This problem of non-parametric memory allocation has also been noticed by recent work
on data refinement for heap storage, which exploits semantic ideas from separation logic
[10, 11]. However, the work on data refinement does not provide a satisfactory solution.
Either it avoids the problem by assuming that clients do not allocate cells [10], or its
solution has difficulties for handling higher-order procedures and formalizing (observational)
equivalences, not refinements, between two implementations of a mutable abstract data type
[11].

Our solution to this challenge is to define a more refined semantics of the programming
language using FM domain theory, in the style of Benton and Leperchey [4], in which one
can name locations but not observe the identity of locations because of the built-in use
of permutation of locations. Part of the trick of loc. cit. is to define the semantics in a
continuation-passing style so that one can ensure that new locations are suitably fresh with
respect to the remainder of the computation. (See Section [4] for more details.) Benton and
Leperchey used the FM domain-theoretic model to reason about contextual equivalence
and here we extend the approach to give a semantics of separation logic in a continuation-
passing style. We relate this new interpretation to the standard direct-style interpretation
of separation logic via the so-called observation closure (—)*- of a relation, see Section [l

The other main technical challenge in developing a relationally parametric model of
separation logic for reasoning about mutable abstract data types is to devise a model which
validates a wide range of higher-order frame rules. Our solution to this challenge is to
define an intuitionistic interpretation of the specification logic over a Kripke structure,
whose ordering relation intuitively captures the framing-in of resources. Technically, the
intuitionistic interpretation, in particular the associated Kripke monotonicity, is used to
validate a generalized frame rule. Further, to show that the semantics of the logic does
indeed satisfy Kripke monotonicity for the base case of triples, we interpret triples using a
universal quantifier, which intuitively quantifies over resources that can possibly be framed
in. In the earlier non-parametric model of higher-order frame rules for separation-logic
typing in [§] we also made use of a Kripke structure. The difference is that in the present
work the elements of the Kripke structure are relations on heaps rather than predicates on
heaps because we build a relationally parametric model.
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In earlier work, Banerjee and Naumann [I] studied relational parametricity for dynam-
ically allocated heap objects in a Java-like language. Banerjee and Naumann made use
of a non-trivial semantic notion of confinement to describe internal resources of a module;
here instead we use separation logic, in particular separating conjunction and frame rules,
to describe which resources are internal to the module. Our model directly captures that
whenever a client has been proved correct in separation logic with respect to an abstract
view of a module, then it does not matter how the module has been implemented internally.
And, this holds for a higher-order language with higher-order frame rules.

This paper is organized as follows. In Section [2] we describe the programming and
assertion languages we consider and in Section [3] we define our version of separation logic.
In Section [4] we define the semantics of our programming language in the category of FM-
cpos, and describe our relational interpretation of separation logic in SectionBl In Section
we present a general abstract construction that provides models of specification logic with
higher-order frame rules and show that the semantics of the previous section is in fact a
special case of the general construction. Section [0 relates our relational interpretation to
the standard interpretation of separation logic, and in Section [l we present the abstraction
theorem that our parametric model validates. We describe examples in Section [, and
finally we conclude and discuss future work in Section [I0l

An extended abstract of this paper was presented at the FOSSACS 2007 conference [9].
This paper includes proofs that were missing in the conference version, and describes a
general mathematical construction that lies behind our parametric model of separation
logic. We also include a new example that illustrates the subtleties of the problems and
results.

2. PROGRAMS AND ASSERTIONS

In this paper, we consider a higher-order language with immutable stack variables. The
types and terms of the language are defined as follows:

Types 71 u= com|val—7T|T—T
Expressions FE == i|0|1|-1|E+E|FE—-FE
Terms M x| M. M| ME|Xe:T.M| MM

fix M | if (E=E)then M else M | M; M
let i=new in M | free(E) | let i=E.fin M | E.f:=E (f € {0,1})

The language separates expressions F from terms M. Expressions denote heap-independent
values, which are either the address of a heap cell or an integer. Expressions are bound to
stack variables i, j. On the other hand, terms denote possibly heap-dependent computations,
and they are bound to identifiers x,y. The syntax of the language ensures that expressions
always terminate, while terms can diverge. The types are used to classify terms only. com
denotes commands, val — 7 means functions that take an expression parameter, and 7 — 7’
denotes functions that takes a term parameter. Note that to support two different function
types, the language includes two kinds of abstraction and application, one for expression
parameters and the other for term parameters. We assume that term parameters are passed
by name, and expression parameters are passed by value.

To simplify the presentation, we take a simple storage model where each heap cell has
only two fields 0 and 1. Command let i=new in M allocates such a binary heap cell, binds
the address of the cell to i, and runs M under this binding. The f’th field of this newly
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AFE, AR Ey AFE, AF By
AikEi AFO A+ Ey+ Es AFFE; — FEy

Ai|TEM:T A|ITFM:val—-7 AFE
AlTye:7Fx:7 A|TFX.M:val > 7 A|ITEFME:T

A|lT,z:7HM:7 A|THFM:7 -7 A|TEN:7 A|TEFM:7—71
A|THMN:T. M:7— 7 A|TFMN:T A|THfixM:7

AFE AFF A|TFM:com A|T'F N:com
A |T Fif (E=F)then Melse N : com

A|TFM:com A|T'F N:com Ai|T'F M :com AFE
A|TF M;N :com A|T F leti=new in M :com A|T I free(E):com

Aji|THEFM:com ARE
A|TFleti=E.fin M : com

AFE ARF
A|THE.f:=F :co

fe o) — fefo1)

Figure 2: Typing Rules for Expressions and Terms

allocated cell at address ¢ is read by let j = 4.f in N and updated by i.f := E. The cell i is
deallocated by free(i).

The language uses typing judgments of the form A+ E(:val) and A |T'F M : 7, where
A is a finite set of stack variables and I' is a standard type environment for identifiers x.
The typing rules for expressions and terms are shown in Figure 2l

We use the standard assertions from separation logic to describe properties of the

heapE
P 2= E=F|E<E|E—EZFE]|emp|PxP|PAP|—-P|3i.P

The points-to predicate £ — Fy, Fh3 means that the current heap has only one cell at
address F and that the i-th field of the cell has the value E;. The emp predicate denotes
the empty heap, and the separating conjunction P * () means that the current heap can
be split into two parts so that P holds for the one and @ holds for the other. The other
connectives have the usual meaning from classical logic. All the missing connectives from
classical logic are defined as usual.

In the paper, we will use the three abbreviations (E + -), (E — -, Eq) and (E +— Ey,-).
The first F +— - is a syntactic sugar for Ji, j. £ — 4, j, and denotes heaps with cell E only.
E — - FEq is an abbreviation for 3i. E — 4, F, and means heaps that contain only cell £
and store E’ in the second field of this unique cell E. The last E +— FEj,- is defined similarly.

Assertions only depend on stack variables i, j, not identifiers x,y. Thus assertions are
typed by a judgment A F P : Assertion. The typing rules for this judgment are completely
standard, and thus omitted from this paper.

2We omit separating implication — to simplify presentation.
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3. SEPARATION LOGIC

Our version of separation logic is the first-order intuitionistic logic extended with Hoare
triples and invariant extension. The formulas in the logic are called specifications, and they
are defined by the following grammar:

o uw= {PIM{Q} | p@P|E=E|M=M
| oApleVel|lp=¢|Ve:r.p|3x: 1.0 | Vip | Jip
The formula ¢ ® P means the extension of ¢ by the invariant P. It can be viewed as a
syntactic transformation of ¢ that inserts P*— into the pre and post conditions of all triples
in ¢. For instance, ({P}2x{Q} = {P'} M (2){Q'})® P, is equivalent to { P x Py}z{Q * Py} =
{P"* Py} M (2){Q" « Py}. We write Specs for the set of all specifications.

Specifications are typed by the judgment A | T'F ¢ : Specs, where we overloaded Specs
to mean the type for specifications.

The logic includes all the usual proof rules from first-order intuitionistic logic with
equality, and a rule for fixed-point induction. In addition, it contains proof rules from
separation logic, and higher-order frame rules, expressed in terms of rules for invariant
introduction and distribution. Figure [l shows some of these additional rules and a rule for
fixed-point induction. In the figure, we often omit contexts A | I for specifications and also
conditions about typing.

The rules for Hoare triples are the standard proof rules of separation logic adapted
to our language. Note that in the rule of consequence, we use the standard semantics of
assertions P, P',Q,Q’, in order to express semantic implications between those assertions
(of course, standard logical derivability A | P+ P and A | Q' - Q are sufficient conditions).
The rules for invariant extension formalize higher-order frame rules, extending the idea in
[8]. The generalized higher-order frame rule ¢ = ¢ ® P adds an invariant P to specification
o, and the other rules distribute this added invariant all the way down to the triples. We
just show one use of those rules that lead to the second-order frame rule:

A|T,z: comb {P}z{Q} = {P'}M(2){Q"}
AL, z: com F ({Pla{Q} = {P}M(z){Q'}) ® Ry
AT z: comkE {P}z{Q} ® Py = {P'}M(2){Q'} ® Py
A|T,z: comb{Px Py}x{Q* Py} = {P' x« Py} M (2){Q' x Py}
The last rule is for fixed-point induction, and it relies on the restriction that a specification
is of the form ~(fix M). The grammar for v guarantees that v(x) defines an admissible
predicate for z, thus ensuring the soundness of fixed-point induction. Moreover, it also
guarantees that y(x) holds when M means L, so allowing us to omit a usual base case,

“y(L),” from the rule.
Note that the rules do not include the so-called conjunction rule:

{PYMA{Q} AMPIM{Q'}) = {PAPIM{QAQ'}
The omission of this rule is crucial, since our parametricity interpretation does not validate
the rule. We discuss the conjunction rule further in Section 10l

Example 3.1. Recall the counter example from the introduction and consider the following
simple client
let i=new in (.0 := 5;init(4); inc; read),



8 L. BIRKEDAL AND H. YANG

Proor RULES FOR HOARE TRIPLES

(Vi{PIM{Q}) = {3Fi.P}M{3Fi.Q} (wherei¢ fv(M))
{PYM{Q} A{PIMAQ'}) = {PVPIM{QVQ'}
{PANE=F}M{Q} N{P N E#AF}N{Q} = {P}if (E=F)then M else N{Q}
{PYM{Po} ANM{PIN{Q} = {P}M;N{Q}
(Vi.{P*iw+— 0,0}M{Q}) = {P}leti=newin M{Q} (where i¢fv(P,Q))
(ViAP* E —i,E1}M{Q}) = {3i.P*FE—i,Ei}leti=FE.0in M{Q}

(where i¢fv(E,Q))
{E +— -}free(E){emp}
(E s - E\}E.0 := F{E — F, E;}

[Pl € [P'], and [Q], € [Q], for all p € [A]
AT HA{PIM{Q'} = {P}M{Q}

PrROOF RULES FOR INVARIANT EXTENSION — ® P

p = @QP {(PIM{P}@Q <« {PxQIM{P «Q}
(E=F)®Q & E=F (M=N)®Q < (M=N)
(PeP)®Q & ¢ (Px*Q) (pe)@P < (pe@P)a([WeP)

(where & € {=,A,V})
(kx:T.0) @ P & Kr:T.@QP (ki.p) @ P & Ki.p®P
(where k € {¥,3}) (where k € {V,3} and i & fv(P))

RULE FOR FIXED-POINT INDUCTION

C:u=[]|NM.C|CE|Xx: 7.C|CM|fixC|C; M v o= A{P}C{Q} | yAy |Vz: Ty | Viy
(Vz. v(z) = ~v(M z)) = ~(fix M)

where () is a capture-avoiding insertion of N into the hole [—] in 7.

Figure 3: Sample Proof Rules

whose body consists of inc; read. The client initializes the value of the counter to 5, increases
the counter, and reads the value of the counter.
In our logic, we can prove that the body of the client satisfies:

AT F ¢ = {gr~ -}inciread{g — -}
where A is a set of stack variables containing g and I', ¢ are defined by
r {inc: com,read : com}, ¢ o {emp}inc{emp} A {g — -}read{g — -}.

Note that cell i, which is transferred to the counter by init(i), does not appear in any
assertion of the specification for the client’s body. This implies, correctly, that the client
does not dereference the transferred cell 4, after calling init(7).
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The formal proof of the specification of the body uses the first-order frame rule, and it
is given below:

A|T + ¢ = {emp}inc{emp} 1
AT F ¢ = ({emp}inc{emp} ® (g — -))
A|T F p={empx*gr -}inc{emp* g+ -}
ATFg={g-Jdinclgo} = AITF p= (g Jread{g—}
AT + ¢ = {g+ -}inc;read{g — -} 0

The interesting parts of the proof are steps 2, 3, where we use rules for invariant extensions,
in order to add the frame axiom ¢ — - into the pre and post conditions of a triple. Note
that the addition of this frame axiom starts with a generalized frame rule ¢ = ¢ ® P, and
continues with the rule that moves P inside . The remaining steps 1,5,4,6 are instances
of usual rules for first-order intuitionistic logic or Hoare logic, such as the elimination rule
for conjunction and the rule of Consequence. L]

4. SEMANTICS OF PROGRAMMING LANGUAGE

Let Loc be a countably infinite set of locations. The programming language is inter-
preted in the category of FM-cpos on Loc.

We remind the reader of the basics of FM domain theory. Call a bijection m on Loc a
permutation when m(l) # [ only for finitely many [, and let perm be the set of all permu-
tations. An FM-set is a pair of a set A and a function - of type perm x A — A, such that
()id-a=aand 7 (7' -a) = (ro7’) - a, and (2) every a € A is supported by some finite
subset L of Loc, i.e.,

Vreperm. (Ve L.n(l)=1) = wm-a=a.

It is known that every element a in an FM-set A has a smallest set L that supports a. This
smallest set is denoted supp(a). An FM function f from an FM-set A to an FM-set B is a
function from A to B such that f(7-a) =7 -(f(a)) for all a,.

An FM-poset is an FM-set A with a partial order C on Asuchthata C b — mw-a C 7-b
for all m,a,b. We say that a (w-)chain {a;}; in FM-poset A is finitely supported iff there is
a finite subset L of Loc that supports all elements in the chain. Finally, an FM-cpo is an
FM-poset (A,C) for which every finitely-supported chain {a;}; has a least upper bound,
and an FM continuous function f from an FM-cpo A to an FM-cpo B is an FM function
from A to B that preserves the least upper bounds of all finitely supported chains.

Types are interpreted as pointed FM-cpos, using the categorical structure of the cate-
gory of FM-cpos, see Figure [dl In the figure, we use the FM-cpo Val of references defined
by:

Val  Loc + Int + {default}

where 7-v % if (v & Loc) then v else w(v) and default denotes a default value used for type-

incorrect expressions, such as the addition of two locations. The only nonstandard part is
the semantics of the command type com, which we define in the continuation passing style
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Val def Loc + Int + {default} 0 def {normal, err} |
Heap Y Loc —fin Val x Val Cont ¥ Heap — O
[val — 7] Y yar 7] [r— 7] def 7] — [']
[com] i Heap x Cont — O
def def
[A] = TIlica Val [FT = Il rerlrl

Figure 4: Interpretation of Types and Typing Contexts

following [19] 4]:

o Y {normal, err}, (with m-0=0) Heap Y Loc —fin Val x Val
Cont X (Heap — O) [com] i (Heap x Cont — O).

Here A x B and A — B are cartesian product and exponential in the category of FM-cpos.
And A —¢, B is the FM-cpo of the finite partial functions from A to B whose order and
permutation action are defined below:

(1) fCyg &, dom(f) = dom(g) and f(a) C g(a) for all a € dom(f),

(2) (7 f)(a) T (a € m(dom(f))) then (m- ((f o7 1)(a))) else undefined.

The first FM-cpo O specifies all possible observations, which are normal termination
normal, erroneous termination err or divergence 1. The next FM-cpo Heap denotes the
set of heaps. It formalizes that a heap contains only finitely many allocated cells and each
cell in the heap has two fields. The third FM-cpo Cont represents the set of continuations
that consume heaps. Finally, [com] is the set of cps-style commands. Those commands
take a current heap h and a continuation k, and compute an observation in O (often by
computing a final heap /', and calling the given continuation k with A’).

Note that Heap has the usual heap disjointness predicate h#h’, which denotes the
disjointness of dom(h) and dom(h'), and the usual partial heap combining operator e, which
takes the union of (the graphs of) two disjoint heaps. The # predicate and e operator fit well
with FM domain theory, because they preserve all permutations: h#h' <= (7-h)#(7-h')
and - (heh') = (w-h)e(m-h).

The semantics of typing contexts A and T' is given by cartesian products: [A] df

[Lica Val and [I'] o [L.. .er[7]. The products here are taken over finite families, so they

give well-defined FM-cposll We will use symbols p and 1 to denote environments in [A]
and [I'], respectively.

The semantics of expressions and terms is shown in Figures Bl and Bl It is standard,
except for the case of allocation, where we make use of the underlying FM domain theory:
The interpretation picks a location that is fresh with respect to currently known values
(i.e., supp(h,n,p)) as well as those that will be used by the continuation (i.e., supp(k)).
The cps-style interpretation gives us an explicit handle on which locations are used by the
continuation, and the FM domain theory ensures that supp(h,n, p, k) is finite (so a new
location [ can be chosen) and that the choice of I does not matter, as long as [ is not in

3An infinite product of FM-cpos is not necessarily an FM-cpo.
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[AFE] : [A] - Val

[Airid, £ o) [ara, € o
[AF B+ By, “ if ([B],, [Ba], € Int) then ([E1], + [E2],) else default
[AFE - B, & if ([B], [E], € Int) then ([E1], — [E-],) else default

Figure 5: Interpretation of Expressions

[AITEM: 7] : [A] x [T] — [7]

AT, z: 7F x: T]]pmdéfn(x)

[A|ITF Xi. M : val — T]]pmdéf/\v: Val. [A,i|T = M: 7] im0

[[A‘F'_ME3T]]pm@([[A’P’_Mwal_’T]]pm) [ET,

[AITF Xz 7' M7 — 7l < dme [P [A T,z 7 F M ]
[A|THMN: 7], 2 (AT FM: 7 = 7],,) [ATFN:7],,
[A|T - fix M: T]]pmdgtleastﬁm [AITEM:7— 1],y

[A|TFif (E=F)then M else N : com],, it [E],=[F], then [A|T'F M: com],,
else [A|I'F N: com],,

[A|T - M;N: com],,(h, k) L let k' be i/, [A|T - N+ com],, (1, k)
in [A|TF M: com],,(h,k")

[A|T+let i=new in M: com],,(h, k) i [A,i| T+ M: com] iy, (h e [I-0,0], k)

(where [ € (Loc—supp(h, p,n,k)))
[A|T+free(E): com],,(h, k) % if [E],&dom(h) then err
else (k(W') for 1/ s.t. W o [[E],—~h([E],)] = h)
[A[T'Flet i=E.0in M: com],,(h, k) s [E],¢#dom(h) then err
else let (v,v") = h([E],)
in [A,7|T' = M: com] iy (R, k)
def

[A|T'F E.0:= F:com],,(h, k) = if [E] ,£dom(h) then err
else (let (v,v") = A([E],) in k(A[[E],—~([F],,v")]))

Figure 6: Interpretation of Terms

supp(h,n, p, k). (Formally, one shows by induction that the semantics is well-defined.) We
borrowed this interpretation from Benton and Leperchey [4].

5. RELATIONAL INTERPRETATION OF SEPARATION LOGIC

We now present the main result of this paper, a relational interpretation of separation
logic. In this interpretation, a specification means a relation on terms, rather than a set of
terms “satisfying” the specification. This relational reading formalizes the intuitive claim
that proof rules in separation logic ensure parametricity with respect to the heap.
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Our interpretation has two important components that ensure parametricity. The first
is a Kripke structure R. The possible worlds of R are finitely supported binary relations r on
heapsE and the accessibility relation is the preorder defined by the separating conjunction
for relations:

ho[r x s)hy (g there exist splittings ng e mg = hg and ny e m; = hy such that
nolrjny and mg[s)my,

d .
rCorf é{ there exists s such that r s = r’.

Intuitively, 7 C r’ means that r’ is a *-extension of r by some s. The Kripke structure R
parameterizes our interpretation, and it guarantees that all the logical connectives behave
parametrically wrt. relations between internal resource invariants.

The second is semantic quadruples, which describe the relationship between two com-
mands. We use the semantic quadruples to interpret Hoare triples relationally. Consider
cp,¢1 € [com] and 7, s € R. For each subset Dy of an FM-cpo D, define eq(Dy) to be the
partial identity relation on D that equates only the elements in Dy. A semantic quadruple
[r](co, c1)[s] holds iff

Vr' € R.Vho, h1 € Heap.Vko, k1 € Cont.
(ho[r = r'Thy AN kols * " — eq(G)]k1) = (co(ho, ko)[eq(G)]c1(h1, k1)),

where G is the set O — {err} = {normal, L} of good observations, and where ko[s * ' —
eq(G)]k1 means that kg, k; map heaps related in s * 7' into the diagonal of G. The above
condition indirectly expresses that if the input heaps hg,h; are r x r’-related, then the
output heaps are related by s * /. Note that the definition quantifies over relations r’ for
new heaps, thus implementing relational parametricity. In Section[7, we show how semantic
quadruples are related to a more direct way of relating two commands and we also show
that the parametricity in the definition of semantic quadruples implies the locality condition
in separation logic [18].

The semantics of the logic is defined by the satisfaction relation =ajr between [A] x
[T]? x R and Specs, such that = Alr satisfies Kripke monotonicity:

(P07 Eap @) A (rEr) = (p,m0,m,7" Ear ¢)-

One way to understand the satisfaction relation is to assume two machines that execute
the same set of terms. Each of these machines contains a chip that implements a module
with a fixed set of operations. Intuitively, the (p,no,m,r) parameter of = specifies the
configurations of those machines: one machine uses (p,79) to bind free stack variables
and identifiers of terms, and the other machine uses (p,7;) for the same purpose; and
the internal resources of the built-in modules in those machines are related by r. The
judgment (p,m0,7m1,7) Far ¢ means that if two machines are configured by (p,n0,71,7),
then the meanings of the terms in two machines are ¢-related. Note that we allow different
environments for the I' context only, not for the A context. This is because we are mainly
concerned with parametricity with respect to the heap and only I' entities, not A entities,
depend on the heap.

Figure [[ shows the detailed interpretation of specifications. In the figure, we make use
of the standard semantics of assertions [18]. We now explain three cases in the definition of

=,

4A relation r is finitely supported iff there is L Cin Loc s.t. for every permutation 7, if 7(l) = [ for all
l € L, then Vho, h1. ho[”l‘]hl < (7‘(‘ . hg)[r](w . hl).
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For all environments p € [A] and ng,n € [I'] and all worlds r € R,

(om0, 7) = APYM{QY <L [eq([P],) * ) ([M] e, [M] oy )lea([Q1,) * 7]
(py10:m7) E @ P EL (om0, m,r *eq([P],) E @

(psm0,m,7) FE=F &, [El, = [F],

(psmo,m,r) EM =N g [M]pno = [Nlpmo and [M],n, = [N]pm

( )

d .
PsNo, M, T ):(10:>¢ <éf>forallsER,1f(p,770,171,7‘>k8)}Z(p,
then (07770,77177"*3) ): TIZ)

(pmom,m) Vg £ forall v e Val, (pli—v,no,m.r) b= o

(pymo,m,r) E Ji.p &Y, there exists v € Val s.t. (pli=v],mo,m,7) E @
(pomovm. ) =Y .o L for all myn € [], (p,mole—m],m [r—n],7) = ¢
(pymo,m,r) E3Jx: 7.0 &Y, there exist m,n € [7] s.t. (p,molr—m],mz—n],r) E¢
(P10, m1,7) = o At EL (pomomr) @ and (.0, m.7) =

(P10, m1,7) =V 1 EL (pomomr) g or (p0,m.7) ¢

Figure 7: Relational Interpretation of Separation Logic

The first case is implication. Our interpretation of implication exploits the specific
notion of accessibility in R. It is equivalent to the standard Kripke semantics of implication:

for all ' € R, if r T 7" and (p,no,m, ') = ¢, then (p,no,m, ') = ¥,

because r C 7' iff ¥ = r x s for some s.

The second case is quantification. If a stack variable ¢ is quantified, we consider one
semantic value, but if an identifier x is quantified, we consider two semantic values. This
is again to reflect that in our relational interpretation, we are mainly concerned with heap-
dependent entities. Thus, we only read quantifiers for heap-dependent entities x relationally.

The last case is invariant extension ¢ ® P. Mathematically, it says that if we extend
the r parameter by the partial equality for predicate P, specification ¢ holds. Intuitively,
this means that some heap cells not appearing in a specification ¢ satisfy the invariant P.

A specification A | T'F ¢ is valid iff (p,mo,m,7r) E ¢ holds for all (p,n0,m1,7). A proof
rule is sound when it is a valid axiom or an inference rule that concludes a valid specification
from valid premises.

Lemma 5.1. The axioms for ® are sound.

Proof. All the axioms for ® have the form ¢ = 1 or ¢ < 1. When proving those axioms,
we use the fact that ¢ = v is valid if and only if (p,n9,m1,7) | @ implies (p,no,n1,7) E ¢
for all (p,no,m,7).

First, consider the generalized frame rule ¢ = ¢ ® P. Suppose that (p,no,m,7) E ¢.
Then, by Kripke monotonicity, (p,n0,n1,7 *eq([P],)) = . Thus, (p,n0,m1,7) E ¢ ® P.
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Second, consider the distribution rule for triples. We prove the validity of this rule as
follows:

(pymo,m, 1) EAPIM{Q} ® Ry

(p,mo, M, *eq([Fol,)) E {P}M{Q} (by the semantics of ®P).
lea([P],) * eq([Polp) * rI([M]po- [M 1) [ea([Q]) * ea([Fo]) * 7]
leq([P * Polp) * r]([M]po- [IM]1pm)ea([Q * Folp) * 7]

(pymo,m,r) E{P* Po}M{Q * Py}  (by the semantics of triples).

The second equivalence is by the semantics of triples, and the third equivalence holds
because eq maps * for predicates to * for relations.

Third, we prove the soundness of the distribution rules for equality. Note that the
semantics of £ = F and M = N is independent of the heap relation r in (p, 19,71, 7). Thus,
once we fix the p,ng, 1 components, either £ = F and M = N hold for all r, or £ = F
and M = N hold for no r. Let ¢ be E = F or M = N. From the property of ¢ that we
have just pointed out, it follows that

(p777077717r) ’: Y < (p777077717’r*eq([[P]]p)) ’: Y < (p,?]o,?h,’f’) ’: (10®P

Finally, consider all the remaining rules, which are distribution rules for logical connec-
tives. All cases can be proved mostly by unrolling and rolling the definition of . Here we
explain two cases. The first case is the distribution rule for existential quantification of 7.
We prove that this rule is sound below:

(p7 77077717T) ’: EIZ()O ® P

there exists v € val s.t. (p[i—v],n0,m1,7) E @ ® P

there exists v € val s.t. (pli—v], 10,1, 7 * eq([P] =) F ¥

there exists v € val s.t. (p[i—v],no,m,r *eq([P],)) E ¢ (since i & fv(P))
(psmosm, 7+ eq([P]p)) | Jiz 6.

(p,mo,m,7) = (3i: 6.90) @ P.

All the equivalences except the third follow by rolling/unrolling the definition of |=. The
next case is the rule for implication, which we prove sound as follows:

(pyno,ms7) E (p=1) @ P

111l

111ty

<~ (p,mo,m,r=eq([P]y)) F o=
= Vs ((p,no,m,rxeq([P],) * s) =) = ((p,n0.m,7 *eq([P,) * 5) = ¥)
— Vs ((pno,m,r*s) Ee®@P) = ((p,n0,m,7%5) =19 ®P)
= (pmo,m,r) E(p@P)= (¥@P).
Again, all the equivalences are obtained by rolling/unrolling the definition of . ]

Theorem 5.2. All the proof rules are sound.

Proof. The interpretation of all the logical connectives is standard, so that the semantics
validates all the usual rules from first-order intuitionistic logic with equality. Moreover, by
Lemma [5.1], all the rules about ® are sound as well. Thus, it remains to show that the rules
about Hoare triples and fixed point induction are sound.

Note that most of the rules about triples and fixed point induction have the form ¢ = .
When proving the soundness of those rules, we use the fact that ¢ = v is valid if and only

if (p7 77077717T) ’: ¥ 1mphes (p7 770,1’]1,7") ): ¢ for all (107770,77177")-
The first case is the rule for memory allocation:

(Vi{P*i— 0,0}M{Q}) = {P}eti=new in M{Q}.
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Consider (p,no, n1, ) satisfying the assumption of the above axiom. We need to prove that
(p,mo,m1,7) also satisfies the conclusion, i.e.,

leq([P],) * r]([let i=new in M], ., [let i=new in M], , )ea([Q],) * r].
Choose arbitrary hg, hy € Heap, ko, k1 € Cont, and s € R such that

holeq([P],) * r* slh1 and ko[(eq([@Q],) * 7 * s) — eq(G)]k1.
Pick [ € Loc — supp(hg, h1, p,m0, M, ko, k1). Then, the FM domain theory ensures that for
J=0,1,

[[Iet i=new in M]]Pﬂ?j (hj, k‘]) = [[M]]p[i—d],nj(hj e [[-0,0], kij) (5.1)
Let p' be p[i—], and let 1’; be h;e[l—-0,0]. We prove the required relationship for let i=new in M
as follows:
holeq([P],) # 7 s[hy A ko[(eq([Qp) x 7+ 5) — eq(G)] Ky
holeq([P]y) xr*slhi A ko[(eq([Q]y) *7 % 5) — eq(G)] k1
Wy lea([P i — 0,01) %% s]Hi, A Ko[(a([Qly) * % 5) — ea(G)]kn
[M] ., (g, ko) [ea(G)] [M] (R 1)
[let i=new in M], », (ho, ko)feq(G)] [let i=new in M], ,, (h1,k1).

The first implication holds, because p and p’ are different only for ¢ but i & fv(P, Q). The
second implication follows from the definition of h;, and the third implication from the
assumption that (p,ng,n1,7) E Vi. {P xi+— 0,0} M{Q}. Finally, the last implication holds,
because of the equation [B.11
The second case is the axiom for lookup

(Vi{P* Ew— i, E1}M{Q}) = {3i.PxE i, E1}leti=FE.0 in M{Q}.
Consider (p,no, m,r) that satisfies (Vi.{P x E — i, E1 }M{Q}), and pick arbitrary hg, h; €
Heap, ko, k1 € Cont and s € R such that

holeq([Fi.P « E v i, Er],) * 7 x s|hy A ko[eq([Q],) * r* s — eq(G)] k.

Let I be [E], (which is well-defined since i ¢ fv(E)). By the first conjunct above, [ is in
dom(hg) N'dom(hq), and there exist v and p’ such that

v=projy(ho(l))=projo(h1(l)), p'=pli—v], and hqoleq([P * E — i, E1]y) * 1 s|hi.
Here proj is the projection of the first component of pairs. The two equalities above about
v and p’ imply that for j = 0,1,
[[Iet i=FE.Qin M]]Pﬂlj (hj, k‘]) = [[M]]P'ﬂ?j (hj, k‘]) (5.2)
We derive the desired relationship about let i=F.0 in M as follows:
ko[eq([Q],) * 7 x s — eq(G)]k1 A holeq([P * E — i, E1]y) * 7 s|h
= koleq([Q]y) * 7 * s — eq(G)|k1 A holeq([P * E — i, E1]y) * 1 * s|h
= [[M]]p’,no(hOv kO) [eq(G)] [[M]]P’ﬂh (hlv kl)
= [let i=E.0 in M],,(ho, ko) [eq(G)][let i=E.0 in M],, (h1, k1).

The first implication holds because i ¢ fv(Q), the second follows from the fact that (p, ng, n1,7)
satisfies the assumption of this axiom, and the last implication follows from the equation
0.2

The third case is the axiom {F + -}free(E){emp}. Choose arbitrary (p,no,n1,7),
ho,h1 € Heap, ko, k1 € Cont, and s € R, such that

holeq([E — -I,) * 7 s]h1 A ko[eq([emp],) * 7 x s — eq(G)]ki.

LEEL
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By the first conjunct above, there are splittings mg e ng = hg and m; e n;y = hy such
that moleq([E — -])]m1 and ng[r * sjny. Note that the relationship between mg and m;
implies that [free(E)],; (hj, kj) = kj(n;) for j = 0,1. Thus, it is sufficient to show that
ko(no)[eq(G)]ki(n1). Note that ng and n; are already related by r * s, and ko and k; by
eq([emp],) * 7 * s — eq(G). The conclusion follows from these two relationships, because
eq([emp],) xr* s =rx*s.

The fourth case is the axiom {E — -, E1}E.0:= F{E — F,E}. Choose arbitrary
(psmo,sm1,7), ho,h1 € Heap, ko, k1 € Cont, and s € R, such that

holeq([E — -, E1],) xr % s|h1 A koleq([E — F, E1],) 7 *s — eq(G)] k1.
Because of the first conjunct, there are splittings mg e ng = hg and m, e ny = hy such that
moleq([E — -, E1],)lm1 and ng[r * sn;. Let m’ be the heap [[E],~([F],, [E1],)]. Then,
we have the following two facts:

(1) (m’ eny) [eq([[E — F,E7],) *r * s] (m' eny), and

(2) for all j = 0, 1, [[E.O = F]]p,nj(hjv k‘]) = k:j(m’ L nj).

By the first fact, ko(m' e ng)leq(G)]k1(m’ @ ny1). Now, the second fact gives the required
[E.0 := F] . (ho, ko) [ea(G)|[E.O := F]pn, (ha, k1).

The fifth case is the rule of Consequence. Suppose that [P], C [P'], and [Q'], C [Q],,
and (p,no,m,r) E {P'}M{Q'}. Consider hg,h; € Heap, ko,k1 € Cont, and s € R, such
that

holeq([P],) xr*slhi A koleq([@Q],) * r * s — eq(G)]k1.
Since eq is monotone and * preserves the subset order for relations,
eq([P],) xr*s C eq([P'],) *r*s, and
[eq([Q]p) ¥ s —ea(G)] S [eq([Q],) *7* s — eq(G)].
Thus, holeq([P'],) * r * s]hi and koleq([Q'],) * r * s — eq(G)]ki. These two relation-
ships imply the required [M], ., (ho, ko) [eq(G)][M],n, (h1, k1), because (p,m0,m1,7) satis-
fies {P'} M{Q'}.
The sixth case is the rule for introducing existential quantification for assertions:
(Vi{PIM{Q}) = {Fi.PYM{3i.Q}.
Consider (p,nog, m,r) that satisfies Vi.{ P} M{Q}. We should show that (p,no,n1,7) satisfies
{3i.P}M{3i.Q}, ie.,
[ea([3i.Plp) * r|([M]pme, [M]p: ) [ea([F3i.Q] ) * 7]
Pick arbitrary hg, hy € Heap, ko, k1 € Cont, and s € R such that

holeq([3i.P],) * v * slhy and ko[(eq([Fi.Q],) * r * 5) — eq(G)]k;.

By the definition of eq, [3i.P] and [3i.Q], these two conjuncts imply the existence of v and
p' such that

p' = pli—v], holeq([P],) *r* slhi, and ko[(eq([Q]y) * 7 *s) — eq(G)]ki.
From what we have just shown, we derive the conclusion as follows:

(holea([P] ) * r x slh1) A (ko[(eq([@]y) * 7 * s) — eq(G)]k1)
= [M]y no(ho, ko)lea(G)|[M]p 1, (h1, k1) (since (p,no,m,7) | Vi{PIM{Q})
= [M]pn(ho, ko)lea(G)][M] pn, (h1, K1) (since i & fv(M)).
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The seventh case is the disjunction rule. Suppose that (p,n9,7m1,7) satisfies triples
{P}MA{Q} and {P'}M{Q’}. Consider hg, hy € Heap, s € R, and ko, k1 € Cont, such that
holeq([P Vv P'],) =1 s]hi A koleq([Q V Q'],) xr x s — eq(G)] k.

By the definition of eq([P V P'],), heaps hy and h; are related by eq([P],) * r * s or
eq([P'],) * r * s. Without loss of generality, we assume that
ho[eq([P],) * r* s]hy. (5.3)

Since eq is monotone and * preserves the subset order for relations, relation eq([Q V Q'],) *
r* s — eq(G) is a subset of eq([Q],) * 7 * s — eq(G), and so,

ko[eq([Q],) * 7+ s — eq(G)] k1. (5.4)
By the supposition, (p,no,n1,7) satisfies {P}M{Q}. Thus, the relationships (.3 and (.41
imply the required

[M] . (R0, ko) [eq(G)] [M] . (ha, k).

The eighth case is the rule for conditional statement. Suppose that (p, 79,71, ) satisfies
{PANE =F}M{Q} and {P AN E # F}N{Q}. Consider hg,hy € Heap, s € R, and ko, k1 €
Cont, such that

holeq([P],) * 7% s|hy A ko[eq([Q],) *r* s — eq( Q)] k.
We do the case analysis depending on whether [E], = [F],. Suppose that [E], = [F],. In
this case, hg [eq([[P NE =F],)*r* s] hi, and
[if (E=F)then M else N|, . (hj, kj) = [M],, (hj, kj) for all j =0, 1. (5.5)
Using these facts, we derive the conclusion as follows:
holea([P AN E = FJ,) 7% s|hi A koleq([Q],) * 7 * s — eq(G)] K
= [[M]]p,no (ho, ko) [GQ(G)] [[M]]pml (h1, k1)
—  [if (E=F)then M else N], n, (ho, ko) [eq( G)][if (E=F) then M else N],,, (h1, k1).

The first implication follows from our assumption that {P A E = F}M{Q} is satisfied by
(p,m0,m1,7), and the second follows from the equation[G.5labove. The other case [E], # [F],
can be proved similarly, so it is omitted here.

The ninth case is the rule for sequential composition. Suppose that (p, 19, 71, ) satisfies
{P}M{Py} and {Py}N{Q}. Consider hg,h; € Heap, s € R, and ko, k1 € Cont, such that

ho [eq([[P]]p) 7k 8] hi N ko [eq([[Q]]p) X7 %8 — eq(G)] k1.
Let kj be A [N]oy, (R}, k;). Since (p,no,m,7) = {Po}N{Q},
ko = M- [N]pno (o, ko) [ea([Polp) * 7 % s — eq(G) [ ARY.[N] .y (R, K1) = Ky

Since (p,no,m1,7) E {P}M{Qo}, the above relationship between k{, and k] implies

[[M]]p,no (ho, ké) [eq(G)] [[M]]p,m (h1, ki)
This gives the conclusion, because [M;N],,; (hj, k;) is equal to [M],., (hj, k}), for all
ji=0,1
The last case is the rule for fixed point induction. We note two properties of C' and ~.
(1) For all p,n, if n(x) = L, then [C(z)],, = L.
(2) For all (p,no,m1,7), the following set is admissible:

{(mo,m1) | (p, mo[z—mo], m[z—ma],7) = v()}.
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These properties can be proved by a straightforward induction on the structure of C' and
~. The soundness of the induction rule follows from the second property. L]

6. A GENERAL CONSTRUCTION

Our Kripke semantics of specifications presented in the previous section is in fact an
instance of a general, abstract construction that allows one to interpret a specification logic
with higher-order frame rules. In this section, we describe the general construction. The
remaining part of the paper can be read and understood without reading this section, in
which we assume some basic knowledge of categorical logic (see, e.g., [5] for a quick recap).

Before explaining our construction, we remind the reader of FM-cousins of monoid,
preorder, Heyting algebra and complete Heyting algebra. For FM-sets A, B, C, we call an
element ag € A, a function f: A x B — C or a relation r C A x B equivariant when they
preserve the permutation action in the following sense: for all a« € A, b € B and 7w € perm,

(m-ap=ap) N (m-(f(a,b))=f(m-a,m-b)) N ((a,b) €r <= (w-a,7-b) €r).

An FM-monoid is an FM-set M with monoid operations (I € M, =« : M x M — M)
such that I and % are equivariant, and an FM-preorder is an FM-set A with an equivariant
preorder C on A. An FM-Heyting algebra is an FM-poset (A, C) with operations

1, TeA and UM =:AxA— A,

such that all of those operations are equivariant and (A, C, L, T,U, M) forms a Heyting alge-
bra. Finally, an FM-complete Heyting algebra is an FM-Heyting algebra (A, C, L, T, L, 1,
=) such that every finitely supported subset of A has a least upper bound and a greatest
lower bound.

Our construction starts with an FM-monoid (M, I, %) in which * is commutative. The
FM-monoid (M, I,x*) generalizes the set of finitely supported binary relations r on heaps,
where the monoid unit I is the singleton relation ([],[]) of two empty heaps and the monoid
operator * is the separating conjunction for relations. Intuitively, each m in M represents
information about the internal resource invariants of modules, and the * operator of M is
used to combine two pieces of information that describe disjoint resources. Throughout this
section, we assume given a fixed FM-monoid (M, I, *) with * commutative, and describe a
construction over this FM-monoid.

First, we define a preorder C for M:

mLCn < Im' . mxm =n.

Intuitively, m C n means that n is an extension of m with information about additional
disjoint resources.

Lemma 6.1. (M,C) is an FM-preorder.

It is well known that Kripke models of intuitionistic propositional logic are obtained by
taking the upwards closed subsets of a preorder and that the upwards closed subsets form
a complete Heyting algebra. Thus, our next step is to form such a model over M, but in
the world of FM-sets. Hence we construct an FM-complete Heyting algebra L(M) whose
underlying set L consists of finitely supported upwards closed subsets of M, and which is
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ordered by subset inclusion, denoted Cj;. The Heyting operations for L are defined in the
standard way: when My, M} € L(M),

=i Ty

M(]UMldzefM(]UMl M0|_|M1d:€fM(]ﬂM1
My = M el {m | Ym/.(m T m' Am’ € My) = m' € M;}.
Lemma 6.2. (L(M),Cr, L, T,U,M,=) is an FM-complete Heyting algebra.

The lattice L(M) has two interesting properties, which we used in our semantics of
separation logic. The first property is that the = operator involves quantification over
information about disjoint resources:

Lemma 6.3. An element m belongs to My = My if and only if
vm'.msxm' € My = mxm’ € M.

The second property is about the operator that frames in information about disjoint
resources. We define a binary operator — ® — : L(M) x M — L(M) by

Myom {m’ | m' xm € My}.
Lemma 6.4. The function — ® — is well-defined, and it satisfies the following three prop-
erties:

(1) — ® m commutes with = and all the existing least upper bounds or greatest lower
bounds of subsets of L(M).

(2) (Mp@m)®@m' = My® (mxm') for all My € L(M) and m,m’ € M.

(3) My is a subset of My @ m, for every My € L(M).

In our semantics of separation logic, we used this ® operator to interpret invariant ex-
tension p® P, and designed its proof rules, based on the general properties of ® summarized
in the above lemma.

Finally, we construct a hyperdoctrine FMSet(—, L(M)), which can be used to interpret
the specification logic, including quantifiers and invariant extensions (i.e., ¢ ® P).

Lemma 6.5. FMSet(—, L(M)) satisfies all the axioms for hyperdoctrines, thereby allowing
the interpretation of intuitionistic predicate logic.

For each m € M, consider the fibred endo-functor
FMSet(—,— ®m) : FMSet(—, L(M)) — FMSet(—, L(M)),

which maps a predicate ¢ over X, that is, an equivariant function ¢ from X to L(M), to
(—®m)oe.

Lemma 6.6. The fibred functor FMSet(—, — ® m) preserves L, T, U, M, = in each fibre and
commutes with quantifiers 3 and V.

In summary, the previous two lemmas provide alternative proofs to large parts of
Lemma [5.T] and Theorem In the proof of the latter theorem in the previous section we
omitted the detailed proof of soundness of the rules for predicate logic; it is a consequence
of the above Lemmal[6.5l Finally, we remark that the general construction actually gives us
more than we use in the previous section: First, since we have a hyperdoctrine, we in fact
have a model of higher-order specification logic in which one can also model quantification
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over specifications. Second, L(M) is in fact not only an FM-complete Heyting algebra but
an FM-complete BI algebra. This means that we can have % and — connectives also for
specifications. We have not yet made use of these additional facts.

7. PROPERTIES OF SEMANTIC (QUADRUPLES

In this section, we prove two properties of semantic quadruples. The first clarifies the
connection between our new interpretation of Hoare triples and the standard interpretation,
and the second shows how our cps-style semantic quadruples are related to a more direct
way of relating two commands.

First, we consider the relation between semantic quadruples and Hoare triples. Define
an operator cps that cps-transforms a state transformer semantically:

cps : (Heap — (Heap + {err}),) — (Heap x Cont — O)

cps(c) i A(h, k). if (e(h) € {L, err}) then k(c(h)) else c(h).
Proposition 7.1. For all p,q C Heap and all ¢ € Heap — (Heap + {err}) ., the quadruple
leq(p)](cps(c), cps(c))leq(q)] holds iff the two conditions below hold:
(1) for every h in p, either c(h) = L or c(h) € q, hence c¢(h) cannot be err;
(2) for every h in p and hy such that h#hy,
(a) if c(h) =L, then c(hehy) =L
(b) if c(h) # L, then c(h) @ hy is defined and equal to c(h e hy).

Note that the first condition is the usual meaning of Hoare triples, and the second is
the locality condition of commands in separation logic restricted to heaps in p [I8]. Since
the locality condition merely expresses the parametricity of commands with respect to new
heaps, the proposition indicates that our interpretation of triples is the usual one enhanced
by an additional parametricity requirement.

Proof of Proposition[7.1. (=) Pick an arbitrary heap h in p. Let k be the continuation
defined by

k(h) i (h € q) then L else err.

Then, k[eq(q) — eq(G)]k and hleq(p)]h. By the assumption on the validity of the quadruple,
cps(c)(h, k)[eq(G )]cps( )(h, k). By the definition of &, this relationship on cps(c) implies that
cps(c)(h, k) = L, which in turn gives

(c(h) = L) V (c(h) € Heap A k(c(h)) = 1).
The second disjunct of this disjunction is equivalent to ¢(h) € ¢ because k(h') = L «—
I € q. So, the disjunction gives the first condition.
For the second condition, consider h, hy such that h € p and h#h;. Let r be the relation

{([], h1)} on heaps, and define three continuations ko, k1, ko as follows:

ko (R déf normal,,

ky(h if (b’ = c(h)) then normal else L,

ko(h') Yo (c(h) € Heap AN W' = c(h) e hy) then normal else L.
By the definition of r and k;, we have that

hleq(p) «r](h @ hy), koleq(q) xr — eq(G)]ko, and kileq(q) *x r — eq(G)]ks.

)
) <
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To see why the third relationship holds, note that if A [eq(q) * 7]k}, then h} e hy is defined
and hfy = h) @ hy. Thus, b} = ¢(h) holds precisely when c¢(h) € Heap A hy = c¢(h) @ hy holds.
This implies that k1(h)) = normal iff k2(h}) = normal. Now, by the assumption on the
validity of the quadruple, we have that

eps(c) (h ko)lea( G)Jcps(c)( » b, ko) and cps(c)(h, k1)leal G)leps(c)( o hu, k).

The first conjunct about ko implies that if ¢(h) = L, then c(h @ hy) = L, and the second
conjunct about ki, ko implies that if ¢(h) # L, then c(h ® hy) = c¢(h) ® h;.
(<) Consider a relation r on heaps and pick heaps hq, he and continuations ki, ks such

that

hileq(p) * r]he and ki[eq(q) * r — eq(G)]ka.
Then, there exist two splittings h) e b = hy and h}, @ hYj = hy such that k] = hf, € p and
RY{[r]hy. If ¢(h1) = L, then ¢(h}) = L by the condition (2-b) of the assumption, and ¢(hf) =
1 by the condition (2-a) of the assumption. Thus, in this case, we have cps(c)(hy, k1) =
cps(c)(ha, ko) = L and cps(c)(hi, k1)[eq(G)]cps(c)(ha, k2), as desired. Otherwise, i.e., if
c(h1) # L, then ¢(h}) # L by the condition (2-a). Thus, by the condition (2-b), we have
that c(h1) = c(h}) @ b and c(hg) = c¢(h}) @ hfj. Since c¢(h}) € ¢ by the condition (1),

c(h1) = c(hy) @ I{[eq(q)  rlc(hy) o hy = c(ha).
This implies cps(c)(hq, k1)[eq(G)]cps(c)(ha, k2), as desired. O

Next, we relate our cps-style notion of semantic quadruples to the direct-style alterna-
tive. The notion underlying this relationship is the observation closure, denoted (—)*-. For
each FM-cpo D and relation r C D x D, we define two relations, r* on [D — O] and r*-
on D, as follows:

[k £L Vdy,do € D. (difrlde = ki(d1)[eq(G)]k2(da)),

[ dy L Vi ke € [D — O] (k[rilks = ki1(di)[eq(G)]ka(da)).

Operator (—)* dualizes a relation on D to one on observations on D, and (—)* closes a
given relation r under observations.

Proposition 7.2. Letr,s be relations in R. Consider functions c1, cy from Heap to (Heap+
{err}).. A quadruple [r](cps(c1),cps(c2))[s] holds, iff
V(T/, hi, hg). h1 [7‘ * T/]hg - (Cl(hl):CQ(hg):J_ V Cl(hl)[(s * T/)J'L]Cg(hg)).
This proposition shows that our semantic quadruples are close to what one might expect

at first for relating two commands parametrically. The only difference is that our quadruple
always closes the post-relation s * r’ under observations.

Proof of Proposition[7.3. (=) Consider 1/, hy, ho such that hq[r * 7']hy. We first show that
Cl(hl) =1 < Cg(hg) = 1.
Let k be the continuation Ah'.normal. Then, k[sxr" — eq(G)]k. By the assumption on the
quadruple for cps(cq), cps(cz), we have that
cps(c1)(ha, k)leq(G)]eps(cz)(ha, k).
This relationship implies that ¢i(h;) = L <= ca(h2) = L, because ¢;(h;)) = L <=
cps(ci)(hi, k) = L by the choice of k.
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Next, we prove that if ¢;(hy) # L or ca(ho) # L, then c1(h1)[(s *7')]ca(he). By what
we have just shown, ¢1(h1) # L iff ca(he) # L. We will assume that neither ¢;(h1) nor
ca(hg) is L. Take two continuations ki, kg such that ki[(s*7')*]ke, i.e., ki[sx1" — eq(G)]ks.
Since the quadruple [r](cps(c1), cps(cz))[s] holds by assumption and hq[r * 7']he, we have
that

cps(c1)(h1, k1)leq(G)leps(cz)(hz, k2).

Since both ¢;(h1) and ca(h2) are different from L, the relationship is equivalent to

k1(c1(h1))[eqa(G)lka(c2(h2)).

We have just shown that c;(hy)[(s * 7")]ca(ho).

(<) Pick an arbitrary relation r’, heaps hy, hy and continuations ki, ko such that hq[r x
')hy and ki[s * ' — eq(G)]ks (i.e., k1[(s * r')*]ko.) By the assumption of this if direction,
either ci(hy) = ca(ha) = L or c1(hy)[(s * r')]ca(hs). In the first case,

cps(cr)(hi, k1) = L[eq(G)] L = cps(c2)(he, k2),
and in the second case, both c¢;(h;y) and co(hg) are in Heap, so that

cps(c1)(ha, k1) = ki(c1(ha)) [ea(G)] ka(cz(h2)) = cps(ca)(ha, k2).

The conclusion follows from these two relationships. ]

8. ABSTRACTION THEOREM

The abstraction theorem below formalizes that well-specified programs (specified in sep-
aration logic with implicit quantification over internal resource invariants by frame rules)
behave relationally parametrically in internal resource invariants. The easiest way to un-
derstand this intuition may be from the corollary following the theorem.

Some readers might feel that it is too much to call the abstraction theorem a “theorem”
since it really is a trivial corollary of the soundness theorem — but that is just as it should
be: the semantics was defined to achieve that.

Theorem 8.1 (Abstraction Theorem). If A | T F ¢ is provable in the logic, then for all
(p,m0,m,7) € [A] x [T]? x R, we have that (p,m0,m1,7) E .

Proof. By Theorem [5.2] we get that A | ' F ¢ is valid, which is just what the conclusion
expresses. ]

Corollary 8.2. Suppose that A | x: com + {P}x{Q1} = {P}M{Q} is provable in the
logic. Then for all (p,co,c1,7), if [eq([Pi],) * 7](co, c1)[eq([@1],) * r] holds, then

[eq([[P]]p) * T]([[M]] [x—co]> [[M]] [xﬂcl])[eq([[Q]]p) * T‘]
holds as well.

Intuitively, x corresponds to a module with a single operation, and M a client of the
module. This corollary says that if we prove a property of the client M, assuming only
an abstract external specification {P; }z{@1} of the module, the client cannot tell apart
two different implementations cg, ¢; of the module, as long as ¢y, ¢; have identical external
behavior. The four instances of eq in the proposition formalize that the external behaviors of
o, 1 are identical and that the client M behaves the same externally regardless of whether
it is used with ¢g or ¢;. The relation 7 is a simulation relation for internal resource invariants
of ¢y and c;.
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Vi {3i.c— i,-xi— -5} inco {Ji.c—i,-xi— - (j+1)}
Vi {Ji.cri,-xi+— - j*x g -}reado{Ti.c — i,-*xi— -, jxg—-j}
let i=c.0 in (let j=i.1 ini.1 := j+1)
let i=c.0 in (let j=i.1in g.1 :=j)

inco
readg

Vi {Fi.cr—i,-xir -5} incg {Jiccr—i,-xi— -, (j—1)}
Vi {Ji.cri,-xi— - jx g -treadi{Fi.c— i,-xi— -, jxg—-(—j)}
let i=c.0 in (let j=i.1ini.1 := j—1)
let i=c.0 in (let j=i.1in g.1 :== —j)

incg =
read; =
A | T + ({emp}inc{emp} A{g — -}read{g — -}) = {g— -}inc;read{g — -}
(where A = {g,c} and T' = {inc: com, read: com})

Figure 8: Two Implementations of a Counter and a Simple Client

Proof of Corollary [8.2. Define environments 79,71 and heap sets p, p1,q, ¢1 as follows:

no = [x—col, m = [x—c1], and (p1,q1,p,9) = ([Pi]p, [@1]p: [Py, [Q1,)-
By Theorem Rl we have, for any r, that (p,n0,m1,7) = {P1}z{Q1} = {P}M{Q}. From
this, we derive the conclusion of the proposition:

(psm0,m,7) E {PL}e{Q1} = {P}M{Q}

= (Vs € R. (p,m0,m,7*5) ={Pr1}x{Q1} = (p,m0,m,7 *s) E{P}M{Q})
= ((p;m0,m,7) E{Pi}z{@1} = (p,m0,m,7) F {P}M{Q})
= (lea(p1) * ](co, c1)[eq(q1) x 7] == [eq(p) * 7]([M]y,, [M]y,)[ea(q) * 7))

9. EXAMPLES

Our first example is the two implementations of a counter in the introduction and the
simple client (inc;read) in Example Bl We remind the reader of the implementations and
the specification of the client in Figure [§ (here we use the formally correct 0 and 1 for
the fields named data and next in the introduction for readability). The figure also shows
the concrete specifications of the implementations. Note that the concrete specifications
describe that both implementations use an internal cell ¢.0 to keep the value of the counter,
and that the second implementation stores the negated value of the counter in this internal
cell.

Pick a location | € Loc and an environment p € [{c,g}] with p(c) = [, and define
Jos f1, 90, 91, b0, b1 as follows:

def . def def .
fi = [[mci]]p,[]7 gi = [[readi]]p,[]7 by = [[mc; read]]p,[inc—>fi,read—>gi}’
Now, by the Abstraction Theorem, we get that, for all r,
(lea([empl,) +7](fo. f1)lea([empl,) + 7] A [ea(lg — -],) * 7](g0, 91)lea([g — -1,) * 7])
=

lea([g — -]p) * r](bo, b1)[ea([g — -1,) * ].
(9.1)
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Vi,v. {i — -, v *x k — -}puty(i){k — -, v}

Vi, v. {j—-xk— - v}gety(j){j — -, vk — - v}
Mi.let v =14.1in (free(i); k.1 := v)
Aj.letv=~k1linjl:=v

puty
gety

Vi,v. {i -0 (3. kK ,-xk — ) }puty(0){3K. k — K- k' — - v}
Vijo.{j—-x3k. k=K -xk —-v)get,(){j— - vx k. k=K, -xk — - v)}
put; Ai.let K'=Fk.0 in (free(k’); k.0:=1)

get, Mj.let K'=k.0 in let v=K".1in j.1:=v

AT F (Vidi—-}put(i){emp}) A (Vj{j — -}eget(){j —-}) = {jr—-jefi—-}
(where A = {j,k} and I = {put: val — com, get: val — com})

¢ = leti=new in (i.1:=5; put(i); get(j))

Figure 9: Two Implementations of a Buffer and a Simple Client

We now sketch a consequence of this result; for brevity we allow ourselves to be a bit
informal. Let r be the following simulation relation between the two implementations:

r {(ho,h1) | 3i € Loc.3n € Int. vy, v1,v),v] € Val.

i # 1N ho = [c—i,v0] @ [imvy,n] A hy = [c—i,v1] e [i—v], —n] }.

Then one can verify that the antecedent of the implication in (@.1) holds, and thus conclude
that
lea(lg — -1,) * (b0, b1)[ea(lg — -1,) * 7]
holds. Take (ho,h1) € eq([g — -],) * r, and denote the result of running by on hgy by
0, and the result of running b; on h; by h}. We then conclude that hj will be of the
form h{, e hy, and that A} will be of the form A, e h}; with (h{;,h};) € r and with
(hto, P1o) € ea(fg — -I,)-

Thus the relation between the internal resource invariants is maintained and, for the
visible part, by and b; both produce the same heap with exactly one cell.

The next example is a buffer of size one, and it illustrates the ownership transfer. Our
buffer has operations put and get. Intuitively, put(i) stores the value found at i in the
buffer, and get(j) retrieves the value stored in the buffer and stores it at j. We assume the
following abstract specifications of this mutable abstract data type:

(Vi.{i — -}put(i){emp}) and (Vj.{j — -}get(j){j — -}.

Figure [@ shows two implementations of the buffer and a client, as well as the concrete
specifications for the implementations and the specification for the client. Note that the
first implementation just uses one cell for the buffer and that the implementation follows the
intuitive description given above. The second implementation uses two cells for the buffer.
The additional cell is used to hold the cell pointed to by ¢ itself. Note that this additional cell
is transferred from the caller of puty (i), i.e., a client of the buffer. Finally, the specification

of the client describes the safety property of ¢, assuming the abstract specification for the
buffer.
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Pick pe [[{]7 k}]]v and define va flvg()vghc(]a C1 by
def def def
fi = leutilyp 90 = [eetilop i = [elp put—ssiget—ga-
Our Abstraction Theorem gives that, for all r,

(Vo € Val. [eq([i — -] pji—u)) * 7](fo(v), f1(v))[ea(femp] i) * 7]) A
(Vo € Val. [eq([j — ~Jpj—u)) * 7](90(v), g1 (v))[ea([F = ~[ppj—e)) * 7]) (9.2)
= [eq([j = -]p) * r](co, c1)[ea([F — -],) = r].
This result implies that the client behaves the same no matter whether we run it with the
first or second implementation of the buffer. To see this, let I be p(k) and define a simulation
relation r between the two implementations:

r {(ho,h1) | A" € Loc.3In, vy, v1,v} € Val.

LAV N hg=[l-vg,n] A hy=[l=I',v1]e[l'=v],n]}.

For this relation r, one can verify that the antecedent of the implication in (9.2]) holds, and
thus conclude that

feallj = -1,) # rl(co,en)fea(ls = -1,) # 7]
holds. This quadruple says, in particular, that co and ¢; map eq([j — -],) * r-related heaps
to eq([j — -],) * r-related heaps, which means that they behave the same for cell j and
preserve the r relation for the internal resource invariants of the two implementations.

10. CONCLUSION AND FUTURE WORK

We have succeeded in defining the first relationally parametric model of separation
logic. The model captures the informal idea that well-specified clients of mutable abstract
data types should behave parametrically in the internal resource invariants of the abstract
data type.

We see our work as a first step towards devising a logic for reasoning about mutable
abstract data types, similar in spirit to Abadi and Plotkin’s logic for parametricity [16] [].
To this end, we also expect to make use of the ideas of relational separation logic in [21]
for reasoning about relations between different programs syntactically. The logic should
include a link between separation logic and relational separation logic so that one could get
a syntactic representation of the semantic Abstraction Theorem and its corollary presented
above.

One can also think of our work as akin to the O’Hearn-Reynolds model for idealized algol
based on translation into a relationally parametric polymorphic linear lambda calculus [12].
In loc. cit. O’Hearn and Reynolds show how to provide a better model of stack variables
for idealized algol by making a formal connection to parametricity. Here we provide a
better model for the more unwieldy world of heap storage by making a formal connection
to parametricity.

As mentioned in Section [3], the conjunction rule is not sound in our model. This is a
consequence of our interpretation, which “bakes-in” the frame rule by quantifying over all
relations r’. Indeed, using the characterization given by Proposition [.2, one sees that for
the conjunction rule

([r1)(cps(cr), eps(ca))[s1] A [ra)(cps(c), cps(ca))[s2]) == [r1 A r2](cps(cr), cps(ca))[s1 A so]
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to hold, we would need something like (11 Arg) 7 = (r1*7) A (ro*x7) to hold. We “bake-in”
the frame rule in order to get a model that validates a wide range of higher-order frame
rules and it is known that already for second-order frame rules, the conjunction rule is not
sound without some restrictions on the predicates involved [14]. We don’t know whether it
is possible to develop a parametric model in which the conjunction rule is sound.

Future work further includes developing a parametric model for the higher-order version
of separation logic with explicit quantification over internal resource invariants. Finally, we
hope that ideas similar to those presented here can be used to develop parametric models
for other recent approaches to mutable abstract data types (e.g., [2]).
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