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ABSTRACT. Given a Kripke structure M and CTL formula ¢, where M does not satisfy
¢, the problem of Model Repair is to obtain a new model M’ such that M’ satisfies ¢.
Moreover, the changes made to M to derive M’ should be minimum with respect to all
such M’. As in model checking, state explosion can make it virtually impossible to carry
out model repair on models with infinite or even large state spaces. In this paper, we
present a framework for model repair that uses abstraction refinement to tackle state
explosion. Our framework aims to repair Kripke Structure models based on a Kripke
Modal Transition System abstraction and a 3-valued semantics for CTL. We introduce
an abstract-model-repair algorithm for which we prove soundness and semi-completeness,
and we study its complexity class. Moreover, a prototype implementation is presented
to illustrate the practical utility of abstract-model-repair on an Automatic Door Opener
system model and a model of the Andrew File System 1 protocol.

1. INTRODUCTION

Given a model M and temporal-logic formula ¢, model checking [16] is the problem of
determining whether or not M = ¢. When this is not the case, a model checker will typically
provide a counterezample in the form of an execution path along which ¢ is violated. The
user should then process the counterexample manually to correct M.

An extended version of the model-checking problem is that of model repair: given a
model M and temporal-logic formula ¢, where M [~ ¢, obtain a new model M’ such that
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M’ | ¢. The problem of Model Repair for Kripke structures and Computation Tree Logic
(CTL) [28] properties was first introduced in [12].

State explosion is a well known limitation of automated formal methods, such as model
checking and model repair, which impedes their application to systems having large or even
infinite state spaces. Different techniques have been developed to cope with this problem.
In the case of model checking, abstraction [18, [42] [33] 23] [31] is used to create a smaller,
more abstract version M of the initial concrete model M , and model checking is performed
on this smaller model. For this technique to work as advertised, it should be the case that if
M = ¢ then M = ¢.

Motivated by the success of abstraction-based model checking, we present in this paper
a new framework for Model Repair that uses abstraction refinement to tackle state explosion.
The resulting Abstract Model Repair (AMR) methodology makes it possible to repair models
with large state spaces, and to speed-up the repair process through the use of smaller abstract
models. The major contributions of our work are as follows:

e We provide an AMR framework that uses Kripke structures (KSs) for the concrete model
M, Kripke Modal Transition Systems (KMTSs) for the abstract model M, and a 3-valued
semantics for interpreting CTL over KMTSs [38]. An iterative refinement of the abstract
KMTS model takes place whenever the result of the 3-valued CTL model-checking problem
is undefined. If the refinement process terminates with a KMTS that violates the CTL
property, this property is also falsified by the concrete KS M. Then, the repair process
for the refined KMTS is initiated.

o We strengthen the Model Repair problem by additionally taking into account the following
minimality criterion (refer to the definition of Model Repair above): the changes made to
M to derive M’ should be minimum with respect to all M’ satisfying ¢. To handle the
minimality constraint, we define a metric space over KSs that quantifies the structural
differences between them.

e We introduce an Abstract Model Repair algorithm for KMTSs, which takes into account
the aforementioned minimality criterion.

e We prove the soundness of the Abstract Model Repair algorithm for the full CTL and
the completeness for a major fragment of it. Moreover, the algorithm’s complexity is
analyzed with respect to the abstract KMTS model size, which can be much smaller than
the concrete KS.

e We illustrate the utility of our approach through a prototype implementation used to repair
a flawed Automatic Door Opener system [5] and the Andrew File System 1 protocol. Our
experimental results show significant improvement in efficiency compared to a concrete
model repair solution.

Organization. The rest of this paper is organized as follows. Sections [2] and [3] introduce
KSs, KMTSs, as well as abstraction and refinement based on a 3-valued semantics for CTL.
Section 4| defines a metric space for KSs and formally defines the problem of Model Repair.
Section [5] presents our framework for Abstract Model Repair, while Section [6] introduces
the abstract-model-repair algorithm for KMTSs and discusses its soundness, completeness
and complexity properties. Section [7] presents the experimental evaluation of our method
through its application to the Andrew File System 1 protocol (AFS1). Section [§] considers
related work, while Section [9] concludes with a review of the overall approach and pinpoints
directions for future work.
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FIGURE 1. The Automatic Door Opener (ADO) System.

2. KRIPKE MODAL TRANSITION SYSTEMS

Let AP be a set of atomic propositions. Also, let Lit be the set of literals:
Lit=AP U {-p|pe AP}

Definition 2.1. A Kripke Structure (KS) is a quadruple M = (S, Sy, R, L), where:
(1) S is a finite set of states.

(2) So C S is the set of initial states.

(3) R C S x Sis a transition relation that must be total, i.e.,

Vse S:3s' € S: R(s,s).
(4) L: S — 2Lt is a state labeling function, such that
Vse S:Vpe AP :pe L(s) < —p ¢ L(s). L]

The fourth condition in Def. ensures that any atomic proposition p € AP has one and
only one truth value at any state.

Example. We use the Automatic Door Opener system (ADO) of [5] as a running example
throughout the paper. The system, given as a KS in Fig [I| requires a three-digit code
(po, p1,p2) to open a door, allowing for one and only one wrong digit to be entered at most
twice. Variable err counts the number of errors, and an alarm is rung if its value exceeds two.
For the purposes of our paper, we use a simpler version of the ADO system, given as the KS
M in Fig. where the set of atomic propositions is AP = {q} and q = (open = true).

Definition 2.2. A Kripke Modal Transition System (KMTS) is a 5-tuple M = (S, So,

Rmust7 Rmay, L), where:

(1) S is a finite set of states.
(2) So C S is the set of initial states.
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(3) Rpust C S x S and Rppay C S x S are transition relations such that Rust C Rpay-
(4) L: S — 25 is a state-labeling such that V3 € S, Vp e AP, § is labeled by at most one
of p and —p. 0]

A KMTS has two types of transitions: must-transitions, which exhibit necessary behavior, and
may-transitions, which exhibit possible behavior. Must-transitions are also may-transitions.
The “at most one” condition in the fourth part of Def. makes it possible for the truth
value of an atomic proposition at a given state to be unknown. This relaxation of truth
values in conjunction with the existence of may-transitions in a KMTS constitutes a partial
modeling formalism.

Verifying a CTL formula ¢ over a KMTS may result in an undefined outcome (L). We
use the 3-valued semantics [38] of a CTL formula ¢ at a state § of KMTS M.

Definition 2.3. [3§] Let M = (S”, go, Rpusts Rmay, I:) be a KMTS. The 3-valued semantics

of a CTL formula ¢ at a state § of M, denoted as (M,3) =3 ¢, is defined inductively as
follows:

o If ¢ = false
— [(V1,3) = ¢] = false
o If ¢ = true

— [(M,3) |=3 ¢] = true

If ¢ = p where p € AP

— [(M, 3) |23 ¢] = true, iff p € L(3).
- [(M,3) 2 ¢] = false iff =p € L(3).

— [(M,3) =° ¢] = L, otherwise.
o If ¢ = = —¢1 R
- [(M,3) =3 @] = true, iff [(M, 8) 2 ¢1] = false.
— (M, 3) ):3 @) = false, iff [(M, 5) =3 ¢1] = true.
— [(M, 3) = ¢] = L, otherwise.
e Ifp=01V ¢ X X
— [(M,3) B3 ¢] = true, iff [(M,3) 3 ¢1] = true or [(M,3) E> ¢o] = true.
— (M, 8) =3 ¢] = false, iff [(M, 3) |=* ¢1] = false and [(M, §) =3 ¢o] = false.
— [(M,38) =2 ¢] = L, otherwise.
o Ifp=01 A ¢ X
— [(M,3) B3 ¢] = true, iff [(M 3) 3 ¢1] = true and [(M, 3) =3 ¢o] = true.
— [(M, 8) =3 ¢] = false, iff (M, 3) |=° ¢1] = false or [(M, 3) = ¢9] = false.
— [(M,8) E° ¢] = L, otherwise.
o If = AX ¢y
— [(M, 8) =% ¢] = true, iff for all §; such that (3,3;) € Roay, [(M, 3;) =° ¢1] = true.
- [(M, 3) =3 @] = false, iff there exists some §; such that (3,35;) € Ryus and [(M, 5) E3
¢1] = false.
— [(M,8) =3 ¢] = L, otherwise.
o If g = EXo,
[(M 3) 2 ¢] = true, iff there exists 3; such that (3,3;) € Ryuse and [(M,:&L) =3 1] =
true.

3 ¢ = false, iff for all §; such that (3,3;) € Ruay, [(M, ;) =° ¢1] = false.
o] =

B
O
T T

L, otherwise.
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o If p = AG¢,
— [(M, 8) =3 ¢] = true, iff for all may-paths Tmay = [3, 81, 82, ...] and for all 8; € Tqy it
holds that [(M, §;) =3 ¢1] = true.
— [(M, 3) |=* ¢] = false, iff there exists some must-path Tus = [8, 81, 82, ...], such that
for some §; € Tmust, [(M,&) =3 ¢1] = false.
— [(M, 3) |2 ¢] = L, otherwise.
o If 6 = EGo,
— [(M, 3) =3 ¢] = true, iff there exists some must-path T,us = [3, 31, 82, ...], such that
for all 3; € Tmust, [(M,§Z) =3 ¢1] = true.
— [(M, 3) 2 ¢] = false, iff for all may-paths Tmay = |8, 81, 82, ...}, there is some §; € Ty
such that [(M, §1) =3 1] = false.
— [(M, 3) = ¢] = L, otherwise.
o If ¢ — AFG,
— [(M, 3) 2 ¢] = true, iff for all may-paths Tmay = |8, 81, 82, ...], there is a §; € Tpay
such that [(M,3;) =3 ¢1] = true.
— [(M, 3) =3 ¢] = false, iff there exists some must-path st = [8, 81, 82, ...], such that
for all 5; € wmust, [(M ;) B3 ¢1] = false.
— [(M, 3) = ¢] = L, otherwise.
o If 6= EFgy
— [(M, 5) =3 ¢] = true, iff there exists some must-path Tue = [3, 51, 82, ...], such that
there is some 3; € must for which [(M, 3;) 2 ¢1] = true.
[(M 3) B3 ¢] = false, iff for all may-paths mpey = [3, 81, 32, ...] and for all §; € Tyay,
[(M 3;) =2 ¢1] = false.
— [(M,s) =3 ¢] = L, otherwise.
o If ¢ =A(d1 U ¢2)

— [(M, 8) 3 ¢] = true, iff for all may-paths Tmay = |8, 81, 82, ...}, there is §; € T4y such
that [(M, ;) =3 ¢o] = true and Vj < i : [(M, 3;) =3 ¢1] = true.

— [(M, 3) B2 ¢] = false, iff there exists some must-path 7,5t = [, 51, 82, ...], such that
i. for all 0 < k < |mpust|

(Vj < k:[(M,35;) E° ¢1] # false) = ([(M, 5;) => ¢o] = false)

ii. (for all 0 < k < |mmust| : [(M, 8) > ¢a] # false) = |mmusi| = 00
[(M 5) B3 ¢] = L, otherwise.
o If p = E(¢1Ugo)
[(M 38) |2 @] = true, iff there exists some must-path mT,us = [8, 81, 82, ...] such that
there is a 8; € Tust With [(M, 3;) =3 ¢o] = true and for all j < i, [(M, ;) =2 ¢1] =
true.

— [(M, 8) =% ¢] = false, iff for all may-paths Tmaey = [3, 51, 82, -..]
i. forall 0 <k < | Tmay| A
(Vi < k:[(M,3;) =2 ¢1] # false) = ([(M, 8k) 3 ¢a] = false)
(for all 0 <k < ]wmay| (M, 31) B3 o] # false) = |Tmay| = 0
[(M 8) B3 ¢] = L, otherwise. [

From the 3-valued CTL semantics, it follows that must-transitions are used to check the
truth of existential CTL properties, while may-transitions are used to check the truth of
universal CTL properties. This works inversely for checking the refutation of CTL properties.
In what follows, we use |= instead of =2 in order to refer to the 3-valued satisfaction relation.
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FIGURE 2. Abstraction and Concretization.

3. ABSTRACTION AND REFINEMENT FOR 3-VALUED CTL

3.1. Abstraction. Abstraction is a state-space reduction technique that produces a smaller
abstract model from an initial concrete model, so that the result of model checking a property
¢ in the abstract model is preserved in the concrete model. This can be achieved if the
abstract model is built with certain requirements [18, [31].

Definition 3.1. Given a KS M = (S, Sy, R, L) and a pair of total functions (a: S — S,
S — 29) such that
VseS:VieS: (a(s) =5 sen(d)
the KMTS a(M) = (S, §0, Rinust, Rmay, f/) is defined as follows:
(1) 5 € Sp iff 3s € (8) such that s € Sp
(2) lit € L(3) only if Vs € v(3) : lit € L(s)
(3) Rpust = {(51,52) | Vs1 € v(s1) : Tsa € v(s2) : (s1,82) € R}
(4) Rimay = {(51,82) | 351 € (1) : Is2 € y(s2) : (s1,52) € R} L]

For a given KS M and a pair of abstraction and concretization functions o and ~,
Def. introduces the KMTS (M) defined over the set S of abstract states. In our AMR
framework, we view M as the concrete model and the KMTS a(M) as the abstract model.
Any two concrete states s; and sy of M are abstracted by « to a state § of a(M) if and only
if 51, s are elements of the set v(8) (see Fig[2). A state of (M) is initial if and only if at
least one of its concrete states is initial as well. An atomic proposition in an abstract state is
true (respectively, false), only if it is also true (respectively, false) in all of its concrete states.
This means that the value of an atomic proposition may be unknown at a state of a(M). A
must-transition from §7 to sy of a(M) exists, if and only if there are transitions from all
states of (s1) to at least one state of y(s2) (V3 — condition). Respectively, a may-transition
from $; to sp of a(M) exists, if and only if there is at least one transition from some state
of v(s1) to some state of y(s2) (33 — condition).

Definition 3.2. Given a pair of total functions (o : S — §,~: S — 25) such that
VseS:Vie S:(als) =8e sery(3d)

and a KMTS M = (S, So, Rmust, Rmay, L), the set of KSs y(M) = {M | M = (S, Sy, R, L)}

is defined such that for all M € ~v(M) the following conditions hold:

(1) s € Sy iff a(s) € So

(2) lit € L(s) if lit € L(a(s))
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(3) (s1,s2) € R iff
e 3s) € y(a(s1)) : 3s5 € y(a(s2)) : (a(s1), a(s2)) € Rinay and,
hd v8/1 € V(a(sl)) : EI5,2 € 7(05(82)) : (04(81),01(52)) € Rust 0]

For a given KMTS M and a pair of abstraction and concretization functions o and v, Def.

introduces a set 'y(M) of concrete KSs. A state s of a KS M € fy(M) is initial if its abstract

state a(s) is also initial. An atomic proposition in a concrete state s is true (respectively,

false) if it is also true (respectively, false) in its abstract state a(s). A transition from a

concrete state s1 to another concrete state sy exists, if and only if

e there are concrete states s§ € y(a(s1)) and s5 € y(a(s2)), where (a(s1), a(s2)) € Rmay,
and

e there is at least one concrete state s, € y(a(s2)) such that for all s} € y(a(s1)) it holds
that (a(s1), a(s2)) € Rmust-

Abstract Interpretation. A pair of abstraction and concretization functions can be defined
within an Abstract Interpretation [20, 21] framework. Abstract interpretation is a theory
for a set of abstraction techniques, for which important properties for the model checking
problem have been proved [23] 24].

Definition 3.3. [23,[32] Let M = (S, Sy, R, L) be a concrete KS and M = (S, gOaRmusty

Rmay,f/) be an abstract KMTS. A relation H C S x S for M and M is called a mized

simulation, when H (s, §) implies:

° E(,§) C L(s)

e if r = (5,5') € R, then there is exists & € S such that rpey = (5,8) € Ryay and
(s',8") € H.

o if rpust = (5,8) € Rpust, then there exists ' € S such that r = (s,8') € R and
(s',8) € H. ]

The abstraction function « of Def. B.1lis a mixed simulation for the KS M and its abstract
KMTS a(M).

Theorem 3.4. [32] Let H C S x S be a mized simulation from a KS M = (S, So,R,L) to a
KMTS M = (S, S0, Rimust, Rmay, L). Then, for every CTL formula ¢ and every (s,3) € H
it holds that X R

(M, 3) | o] # L = [(M,s) = ¢] = [(M,3) |= ¢]

Theorem ensures that if a CTL formula ¢ has a definite truth value (i.e., true or false)
in the abstract KMTS, then it has the same truth value in the concrete KS. When we get L
from the 3-valued model checking of a CTL formula ¢, the result of model checking property
¢ on the corresponding KS can be either true or false.

Ezxample. An abstract KMTS M is presented in Fig. where all the states labeled by ¢
are grouped together, as are all states labeled by —gq.

3.2. Refinement. When the outcome of verifying a CTL formula ¢ on an abstract model
using the 3-valued semantics is 1, then a refinement step is needed to acquire a more
precise abstract model. In the literature, there are refinement approaches for the 2-valued
CTL semantics [17, 19, 22], as well as a number of techniques for the 3-valued CTL model
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FiGURE 3. The KS and KMTSs for the ADO system.

checking [31], 46 [47) [35]. The refinement technique that we adopt is an automated two-step

process based on [17] [46]:
(1) Identify a failure state in (M) using the algorithms in [17, [46]; the cause of failure for

a state § stems from an atomic proposition having an undefined value in 3, or from an

outgoing may-transition from §.
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(2) Produce the abstract KMTS agefinea(M ), where apefined is a new abstraction function
as in Def. [3.1] such that the identified failure state is refined into two states. If the cause
of failure is an undefined value of an atomic proposition in §, then § is split into states
51 and $g, such that the atomic proposition is true in §; and false in §9. Otherwise, if
the cause of failure is an outgoing may-transition from §, then § is split into states §;
and So, such that there is an outgoing must-transition from §; and no outgoing may- or
must-transition from $s.

The described refinement technique does not necessarily converge to an abstract KMTS with
a definite model checking result. A promising approach in order to overcome this restriction
is by using a different type of abstract model, as in [46], where the authors propose the use
of Generalized KMTSs, which ensure monotonicity of the refinement process.

Ezample. Consider the case where the ADO system requires a mechanism for opening
the door from any state with a direct action. This could be an action done by an expert if
an immediate opening of the door is required. This property can be expressed in CTL as
¢ = AGEXq. Observe that in a(M) of Fig. the absence of a must-transition from 5g
to 81, where [(a(M), 81) | ¢] = true, in conjunction with the existence of a may-transition
from §p to §1, i.e. to a state where [(a(M), 81) | q] = true, results in an undefined model-
checking outcome for [(a(M), Sy) = ¢]. Notice that state 3 is the failure state, and the
may-transition from §p to §; is the cause of the failure. Consequently, §q is refined into two
states, §p1 and 8po, such that the former has no transition to §; and the latter has an outgoing
must-transition to §;. Thus, the may-transition which caused the undefined outcome is
eliminated and for the refined KMTS  gefineq (M) it holds that [agrefined(M), 51) = ¢] = false.
The initial KS and the refined KMTS agefinea(M) are shown in Fig.

4. THE MODEL REPAIR PROBLEM

In this section, we formulate the problem of Model Repair. A metric space over Kripke
structures is defined to quantify their structural differences. This allows us taking into
account the minimality of changes criterion in Model Repair.

Let 7 be a function on the set of all functions f : X — Y such that:

m(f) = {(z, f(2)) |z € X}
A restriction operator (denoted by [) for the domain of function f is defined such that for
X1 C X,

flx,= {<$7f<$)) ‘ S Xl}

By S¢, we denote the complement of a set S.

Definition 4.1. For any two M = (S, So, R, L) and M' = (5', 5, R', L) in the set Ky of
all KSs, where

S' = (SUSy) — Soyr for some Sy C SC, Sour C S,

R' = (RU Ry) — Royr for some Ry € RY, Royr C R,

L' =5 — 2LIT7
the distance function d over Ky is defined as follows:
[m(L Isns') Am(L' [sns')|

2

with A A B representing the symmetric difference (A — B) U (B — A). ]

d(M, M) = |SAS'|+ |RAR| +
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For any two KSs defined over the same set of atomic propositions AP, function d counts the
number of differences |S' A S’| in the state spaces, the number of differences |R A R'| in their
transition relation and the number of common states with altered labeling.

Proposition 4.2. The ordered pair (K, d) is a metric space.

Proof. We use the fact that the cardinality of the symmetric difference between any two
sets is a distance metric. It holds that:
(1) |[SAS'| >0, |RAR'| > 0 and |7 (L [sns)Am(L' [sns/)| > 0 (non-negativity)
(2) |SAS'|=0iff S =5, |[RAR'| =0iff R = R and |n(L [gns)|A|7(L sns/)| = 0 iff
(L Tsns') = 7(L' |sns) (identity of indiscernibles)
(3) |SAS| = |S'AS|, |RAR| = |RAR| and [x(L [sns)Ar(I’ [sns)] =
[m(L" [sns')AT(L [sns)|(symmetry)
(4) |S’AS”\ < |S’AS| + |SAS”|, |R’AR”| < |R'AR| + |RAR"|,
[m(L Tsingn)AT(L" [gnsm)| < [m(L Tsins)Am(L [sns)| +
[m(L Tsns)Am(L"|sngr)]|
(triangle inequality)
We will prove that d is a metric on Kj;. Suppose M, M', M" € Ky,
It easily follows from (1) that d(M,M’) > 0 (non-negativity)
From (2), d(M,M') =0 iff M = M’ (identity of indiscernibles)
Adding the equations in (3), results in d(M, M) = d(M', M) (symmetry)
If we add the inequalities in (4), then we get d(M', M") < d(M', M) +d(M, M") (triangle
inequality)

So, the proposition is true. L]
Definition 4.3. For any two M = (5, Sy, Rimust, Rinay, L)yand M' = (&', §0 s Rypusts Rinays L)
in the set K, of all KMTSs, where
S = (S U S[N) SOUT for some S]N - SC SOUT - S
R/must = (Rmust U RIN) ROUT for some RIN c Rmust, ROUT C Rrmust,
R’may (Rmay U R)y) — Ry for some Ry C Rgmy, our € Rmay,
S/ 2LIT7
the distance function d over K 1y is defined as follows:
Ci(M, M/) == |SA S/V‘ + |émust A R;nust| + |(Rmay - RmUSt) A (R;nay ;nust)‘+
7 (L Tgng) Am(L T509)]
2

with AAB representing the symmetric difference (A — B) U (B — A).

We note that d counts the differences between Rﬁmy and Rmay, and those between R/

and Rmust separately, while avoiding to count the differences in the latter case twice (we
remind that must-transitions are also included in Ryqy).

must

Proposition 4.4. The ordered pair (K, a?) is a metric space.
Proof. The proof is done in the same way as in Prop. ]
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FIGURE 4. Abstract Model Repair Framework.

Definition 4.5. Given a KS M and a CTL formula ¢ where M [~ ¢, the Model Repair
problem is to find a KS M’, such that M’ = ¢ and d(M, M') is minimum with respect to
all such M’.

The Model Repair problem aims at modifying a KS such that the resulting KS satisfies
a CTL formula that was violated before. The distance function d of Def. [d.1] features all
the attractive properties of a distance metric. Given that no quantitative interpretation
exists for predicates and logical operators in CTL, d can be used in a model repair solution
towards selecting minimum changes to the modified KS.

5. THE ABSTRACT MODEL REPAIR FRAMEWORK

Our AMR framework integrates 3-valued model checking, model refinement, and a new
algorithm for selecting the repair operations applied to the abstract model. The goal of this
algorithm is to apply the repair operations in a way, such that the number of structural
changes to the corresponding concrete model is minimized. The algorithm works based on a
partial order relation over a set of basic repair operations for KMTSs. This section describes
the steps involved in our AMR framework, the basic repair operations, and the algorithm.

5.1. The Abstract Model Repair Process. The process steps shown in Fig. [4] rely on
the KMTS abstraction of Def. These are the following:

Step 1.: Given a KS M, a state s of M, and a CTL property ¢, let us call M the KMTS
obtained as in Def. 3.1] )
Step 2.: For state § = a(s) of M, we check whether (M, §) = ¢ by 3-valued model checking.
Case 1.: If the result is true, then, according to Theorem (M, s) E ¢ and there is
no need to repair M.
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Case 2.: If the result is undefined, then a refinement of M takes place, and:
Case 2.1.: If an M Refined 18 found, the control is transferred to Step 2.
Case 2.2.: If a refined KMTS cannot be retrieved, the repair process terminates
with a failure.
Case 3.: If the result is false, then, from Theorem 3.4} (M, s) = ¢ and the repair process
is enacted; the control is transferred to Step 3.
Step 3.: The AbstractRepair algorithm is called for the abstract KMTS (M Refined OT M if
no refinement has occurred), the state § and the property ¢.
Case 1.: AbstractRepair returns an M’ for which (M, 3) |= 6.
Case 2.: AbstractRepair fails to find an M’ for which the property holds true.
Step 4.: If AbstractRepair returns an M’, then the process ends with selecting the subset
of KSs from v(M’), with elements whose distance d from the KS M is minimum with
respect to all the KSs in v(M’).

5.2. Basic Repair Operations. We decompose the KMTS repair process into seven basic
repair operations:

AddMust: Adding a must-transition

AddMay: Adding a may-transition

RemoveMust: Removing a must-transition
RemoveMay: Removing a may-transition
ChangeLabel: Changing the labeling of a KMTS state
AddState: Adding a new KMTS state

RemoveState: Removing a disconnected KMTS state

5.2.1. Adding a must-transition.

Definition 5.1 (AddMust). For a given KMTS M = (S’, gg,Rmust,Rmay,ﬁ) and 7, =
(81,52) ¢ Rmust, AddMust(M,7y,) is the KMTS M’ = (S, So, R},sts Rpnay> L) such that

;n,ust = Rmust U {fn} and R;nay = Rmay U {fn} -

Since Rpust © Rmay, Tn must also be added to R4y, resulting in a new may-transition
if 7, ¢ Rpay. Fig. [p|shows how the basic repair operation AddMust modifies a given KMTS.
The newly added transitions are in bold.

Proposition 5.2. For any M' = AddMust(M,#,), it holds that d(M,M') = 1. O

Definition 5.3. Let M = (S, Sy, R, L) be a KS and let a(M) = (S, gg,Rmust,Rmay,ﬁ) be
the abstract KMTS derived from M as in Def. Also, let M’ = AddMust(c(M), ) for
some 7y, = (81, 82) ¢ Rimust- The set Kppipn C 'y(M’) with all KSs, whose distance d from M
is minimized is:

Kin = {M' | M" = (S, Sy, RUR,, L)} (5.1)
where R,, is given for one s2 € y(82) as follows:
Ry= |J {(s1,2) | Bs € 7(32) : (51,5) € R} O

s1€7(81)
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(A) May-transition exists (B) May-transition does not exist

FIGURE 5. AddMust: Adding a new must-transition

Def. implies that when the AbstractRepair algorithm applies AddMust on the abstract
KMTS M , then a set of KSs is retrieved from the concretization of M'. The same holds for
all other basic repair operations and consequently, when AbstractRepair finds a repaired
KMTS, one or more KSs can be obtained for which property ¢ holds.

Proposition 5.4. For all M' € K, it holds that 1 < d(M,M") < |S|.
Proof. Recall that

L NAT (L /
d(M,M,):|SAS/|+|RAR/|+ ‘ﬂ—( meS) ’ﬂ'( meS)|

2
Since [SAS| = 0 and [x(L [gns)Ar(L/ Tsner)| = 0, d(M, M') = |RAR'| = |R— R| + |R -
R| =0+ |R,|. Since |R,| > 1 and |R,| < |S|, it is proved that 1 < d(M, M’) < |S|. O

From Prop. we conclude that a lower and upper bound exists for the distance
between M and any M’ € K.

5.2.2. Adding a may-transition.

Definition 5.5 (AddMay). For a given KMTS M = (5’, §0,Rmust,RmGy,f/) and 7, =
(51,82) ¢ Rinay, AddMay(M,#y) is the KMTS M’ = (S, S0, Riyusts Rinays L) such that

st = Rmust U{Pn} if |S1| =1 or R, = Rmust if |S1] > 1 for S1 = {s1 | s1 € v(51)}
and R),,, = Rmay U {0} O

may
From Def. we conclude that there are two different cases in adding a new may-
transition 7,; adding also a must-transition or not. In fact, 7, is also a must-transition if
and only if the set of the corresponding concrete states of §; is a singleton. Fig. [6] displays
the two different cases of applying basic repair operation AddMay to a KMTS.

Proposition 5.6. For any M’ = AddMay(M,#,), it holds that d(M,M') = 1. OJ
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(A) Only may-transition is added (B) Must-transition is also added

FIGURE 6. AddMay: Adding a new must-transition

Definition 5.7. Let M = (S, S0, R, L) be a KS and let a(M) = (S, So, Rmust> Rmay, L) be
the abstract KMTS derived from M as in Def. Also, let M’ = AddMay(o(M), #,) for
some 7, = (51, 52) ¢ Rmay. The set Ky, C y(M') with all KSs, whose structural distance
d from M is minimized is given by:

Kmin: {M/ | M = (57 So,RU{?“n},L)} (52)
where r,, € R,, and R,, = {r, = (s1,52) | s1 € 7(81), 52 € v(82) and 7, ¢ R}. []

Proposition 5.8. For all M’ € K, it holds that d(M,M') = 1.

Proof. d(M,M') = |SAS'| + |RAR'| + ‘W(LTS”S/)AQW(LWS”S'”. Because |[SAS’| = 0 and
[7(L Tsns)Am (L [snsr)| = 0, d(M, M') = [RAR'| = |R — R'| + |R' = R = 0+ [{ra}| = 1.
So, we prove that d(M,M") = 1. L]

5.2.3. Removing a must-transition.

Definition 5.9 (RemoveMust). For a given KMTS M = (5’, Ao,Rmust, Ry, f/) and 7, =

(51,32) € Ryust, RemoveMust(M,7p,) is the KMTS M’ = (S, So, Rhyysts Ripay, L) such that
must = Bmust — {Pm} and Ry, = Rinay — {Tm} if [S1] = 1 or Ry, = Ruay if [S1] > 1 for
S1 = {81 | S1 € ’}/(gl)}. []

Removing a must-transition 7,, in some special and maybe rare cases, could also result
in the deletion of the may-transition 7, as well. In fact, this occurs if transitions to the
concrete states of §9 exist only from one concrete state of the corresponding ones of §;.
These two cases for function RemoveMust are presented graphically in Fig.

Proposition 5.10. For any M' = RemoveMust(M, ), it holds that d(M,M') =1. []
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RemoveMust RemoveMust

(A) May-transition is not removed (B) May-transition is also removed

FIGURE 7. RemoveMust: Removing an existing must-transition

Definition 5.11. Let M = (S, So, R, L) be a KS and let a(M) = (S, So, Rinust; Rmay, L) be
the abstract KMTS derived from M as in Def. Also, let M’ = RemoveMust(a(M), 7,

for some 7, = (81,82) € Rpust- The set Kpin C V(M’) with all KSs, whose structural
distance d from M is minimized is given by:

Kopin = {M'" | M' = (S,S0,R—{Rn},L)} (5.3)
where R, is given for one s; € y(81) as follows:
Rn= |J {(s1,52) € R} O
52€7(82)

Proposition 5.12. For M’, it holds that 1 < d(M,M’) < |S]|.

Proof. d(M,M") = |SAS'| + |RAR'| + ‘ﬂ(LTS“S')A;(L/[S”S/”. Because |SAS’| = 0 and
|7(L 1sns )AT(L Tsns)| =0, d(M,M') = |RAR'| = |R— R'|+|R' — R| = |Rin| + 0 = |Rp|.
It holds that |R,,| > 1 and |R,,| < |S|. So, we proved that 1 < d(M,M") < |S]. O

5.2.4. Removing a may-transition.
Rpust, Rmayv I:/) and

Definition 5.13 (RemoveMay). For a given KMTS M = (S,
P = (81, 82) € Rmay, RemoveMay(M, #,,) is the KMTS M’ = (S, So, Rppysts Ripay» L) such
that Ry, = Rinust — {Pm} and Ry, = Rmay — {Fm} O

Def. ensures that removing a may-transition #,, implies the removal of a must-
transition, if #,, is also a must-transition. Otherwise, there are not any changes in the set of
must-transitions R,yus¢. Fig. [8 shows how function RemoveMay works in both cases.

Proposition 5.14. For any M' = RemoveMay(M,fm), it holds that J(M,M’) =1. O

SOv
SO?
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RemoveMay RemoveMay

(A) May-transition is also a must- (B) May-transition is not a must-
transition transition

FIGURE 8. RemoveMay: Removing an existing may-transition

Definition 5.15. Let M = (S, Sy, R, L) be a KS and let a(M) = (S, S0, Rmust: Rmay, L) be
the abstract KMTS derived from M as in Def. [3.1, Also, let M’ = RemoveMay(c(M), ,)
for some 7, = (81,52) € Rpay with 81,382 € S. The KS M’ € ’y(M’), whose structural
distance d from M is minimized is given by:

=(S,5,R— R, L} (5.4)
where Ry, = {rp, = (s1,52) | s1 € 7(51), 52 € 7(52) and 7y, € R}.
Proposition 5.16. For M, it holds that 1 < d(M, M’) < |S|°.

Proof. d(M,M") = |SAS'| + |RAR'| + ‘W(LTS“S')A;(L/[S”S/”. Because |SAS’| = 0 and
|7(L [sns/)AT(L' [sns)| =0, d(M,M') = |RAR| =|R— R'|+ |R' — R| =0+ |Ry| = |Rml-
It holds that |Ry| > 1 and |R.,| < |S|2. So, we proved that 1 < d(M, M’) < |S|*. O

5.2.5. Changing the labeling of a KMTS state.

Definition 5.17 (ChangeLabel). For a given KMTS M = (5’ So, Ronust Rnay, f/) a state
3 E S and an atomic CTL formula ¢ with ¢ € 2417 ChangeLabel(M $,¢) is the KMTS
(S So,Rmust,Rmay,I:’) such that L/ = (L {lold}) U {lnew} for lold = (8, lityq) and

fnew = (8, litpew) Where litpe, = L(s) U {lit | lit € ¢} — {lit | lit € ¢}. []
Basic repair operation ChangeLabel gives the possibility of repairing a model by changing

the labeling of a state, thus without inducing any changes in the structure of the model

(number of states or transitions). Fig. @] presents the application of ChangeLabel in a
graphical manner.

Proposition 5.18. For any M' = ChangeLabel(M, 3, ¢), it holds that d(M,M') =1. []
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FiGURE 9. ChangeLabel: Changing the labeling of a KMTS state

Definition 5.19. Let M = (S, Sy, R, L) be a KS and let a(M) = (S, So, Rinust; Rmay, L) be
the abstract KMTS derived from M as in Def. Also, let M’ = ChangeLabel(a(M), 3, )
for some 5 € S and ¢ € 2117, The KS M’ € (M’), whose structural distance d from M is
minimized, is given by:
M = (S, So, R, L — LoldULnew} (5.5)
where
Lota = {loia = (s, litowa) | s € ¥(8),s € 5, 7litoa & ¢ and loq € L}
Liyew = {lnew = (8, litnew) | s € ¥(8),s € S, litnew € ¢ and lyew ¢ L}
]

Proposition 5.20. For M’, it holds that 1 < d(M,M') < |S]|.

Proof. d(M,M’') = |SAS’| + |RAR'| + (L1 Sﬁs')Aﬂ(Llrsms'”. Because |RAR'| = 0 and

IRAR'| =0, d(M, M) = MElsns) SrWlsns)l ‘LOld‘+ Enewl — | Loigl = | Lnew|. It holds that
Lyew > 1 and Lyey < |S]. So, we prove that 1 < d(M M) <|S]. 0

5.2.6. Adding a new KMTS state.

Definition 5.21 (AddState). For a given KMTS M= (S, So, Ryust, Rmay, f/) and a state
4, ¢ S, AddState(M, 3,) is the KMTS M’ = (5", So, Rmust, Rmay, L') such that 8" = SU{3,,}
and L' = LU {l,}, where I, = (3,, L). ]

The most important issues for function AddState is that the newly created abstract
state §, is isolated, thus there are no ingoing or outgoing transitions for this state, and
additionally, the labeling of this new state is L. Another conclusion from Def. is the

fact that the inserted stated is not permitted to be initial. Application of function AddState
is presented graphically in Fig.

Proposition 5.22. For any M' = AddState(M, 3,), it holds that d(M,M') = 1. O
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FIGURE 10. AddState: Adding a new KMTS state

Definition 5.23. Let M = (S, Sy, R, L) be a KS and let a(M) = (S, So, Rinusts Rmay, L)
be the abstract KMTS derived from M as in Def. Also, let M’ = AddState(o(M), 3,,)
for some 4, ¢ S. The KS M’ € v(M"), whose structural distance d from M is minimized is
given by:

= (S U {Sn}v So, R, LU {ln}) (56)
where s, € y(8,) and I, = (sp,L). O

Proposition 5.24. For M’, it holds that d(M,M’) = 1.
Proof. d(M,M’) = |SAS'| + |RAR!| + MHsns)8rEsos)l - Because |RAR!| = 0 and

‘71'( [Smsl)Aﬂ'(L, SﬁS’)| = 0 d(M M/) ‘SAS/| = |S S,’ + ‘S/ S‘ =0+ ‘{Sn}‘ =1.
So, we proved that d(M,M') = 1. 0]

5.2.7. Remowving a disconnected KMTS state.

Definition 5.25 (RemoveState). For a given KMTS M = (5’ go,Rmust,Rmay,ﬁ) and a
state §, € S such that V5 € S : (5,5:) € Rpmay N (5,,5) ¢ Rmay, RemoveState(M Syp) is
the KMTS M’ = (5” éo,Rmust,Rmay,ﬁ’) such that §' = § — {5}, So = Sy — {5,} and
L' = L —{l,}, where I, = (,,lit) € L. OJ

From Def. [5.25 it is clear that the state being removed should be isolated, thus there
are not any may- or must-transitions from and to this state. This means that before using
RemoveState to an abstract state, all its ingoing or outgoing must have been removed
by using other basic repair operations. RemowveState are also used for the elimination of
dead-end states, when such states arise during the repair process. Fig. presents the
application of RemowveState in a graphical manner.

Proposition 5.26. For any M’ = RemoveState(M, 3,), it holds that d(M,M') =1. [
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FIGURE 11. RemoveState: Removing a disconnected KMTS state

Definition 5.27. Let M = (S, Sy, R, L) be a KS and let a(M) = (S, So, Rinust; Rmay, L) be
the abstract KMTS derived from M as in Def. Also, let M' = RemoveState(a(M), 3,)
for some 8, € S with [, = (3,,lit) € L. The KS M’ € (M), whose structural distance d
from M is minimized, is given by:

M = (S, S, R, L')st. 8=8—-8,.,5=8—-5,R=RL =L-1L, (5.7)
where S, = {s, | s, € S and s, € v(5,)} and L, = {l, = (s,,lit) |, € L}.
Proposition 5.28. For M’, it holds that 1 < d(M,M’) < |S]|.

Proof. d(M, M) = |SAS'| + |RAR/| + Esos)8rsos)l - Because |[RAR/| = 0 and
[7(L [sng)Am (L' [sngr)| = 0, d(M, M) = |SAS'| =[S = 5| 4 [S" — S| = [S,| + 0 = [S,[. It
holds that |S.| > 1 and |S,| < |S|. So, we proved that 1 < d(M, M') < |S]|.

]

]

5.2.8. Minimality Of Changes Ordering For Basic Repair Operations. The distance metric
d of Def. reflects the need to quantify structural changes in the concrete model that
are attributed to model repair steps applied to the abstract KMTS. Every such repair step
implies multiple structural changes in the concrete KSs, due to the use of abstraction. In
this context, our distance metric is an essential means for the effective application of the
abstraction in the repair process.

Based on the upper bound given by Prop. and all the respective results for the other
basic repair operations, we introduce the partial ordering shown in Fig. This ordering is
used in our AbstractRepair algorithm to heuristically select at each step the basic repair
operation that generates the KSs with the least changes. When it is possible to apply more
than one basic repair operation with the same upper bound, our algorithm successively uses
them until a repair solution is found, in an order based on the computational complexity of
their application.

If instead of our approach, all possible repaired KSs were checked to identify the
basic repair operation with the minimum changes, this would defeat the purpose of using
abstraction. The reason is that such a check inevitably would depend on the size of concrete
KSs.
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Remove
Must

FIGURE 12. Minimality of changes ordering of the set of basic repair operations

Algorithm 1 AbstractRepair

Input: M = (5’, So, Runusts Rpnay, ﬁ), § € S, a CTL property ¢ in PNF for which (M, ) ¥~ o,
and a set of constraints C' = {(3¢,, e, ), (Segs Py )s ons (8c,5 be, )} Where 3., € S and ¢, is
a CTL formula.
Output: M’ = (5, Sy, Rlpusts Ripay, L') and (M, 3) |= ¢ or FAILURE.
1. if ¢ is false then
2:  return FAILURE
3: else if ¢ € LIT then
4:  return AbstractRepairATOMfc(M, 5,0,0)
5: else if ¢ is ¢1 A ¢ then
6
7
8
9

. return AbstractRepairAND(M, 5,¢,C)
: else if ¢ is ¢1 V ¢ then
. return AbstractRepairOR(M, 5,0,C)
: else if ¢ is OPER¢, then
10: return AbstractRepaz’ropER(M, 5,0,C)
11:  where OPER € {AX, EX, AU, EU, AF, EF, AG, EG}

6. THE ABSTRACT MODEL REPAIR ALGORITHM

The AbstractRepair algorithm used in Step 3 of our repair process is a recursive, syntax-
directed algorithm, where the syntax for the property ¢ in question is that of CTL. The
same approach is followed by the SAT model checking algorithm in [39] and a number of
model repair solutions applied to concrete KSs [55] [14]. In our case, we aim to the repair
of an abstract KMTS by successively calling primitive repair functions that handle atomic
formulas, logical connectives and CTL operators. At each step, the repair with the least
changes for the concrete model among all the possible repairs is applied first.

The main routine of AbstractRepair is presented in Algorithm [I] If the property ¢ is
not in Positive Normal Form, i.e. negations are applied only to atomic propositions, then
we transform it into such a form before applying Algorithm
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An initially empty set of constraints C' = {(S¢,, @¢; )s (Segs Pes)s -5 (8¢, Pern )} 18 passed
as an argument in the successive recursive calls of AbstractRepair. We note that these
constraints can also specify existing properties that should be preserved during repair. If
C is not empty, then for the returned KMTS M’, it holds that (M’ 3.) | ., for all
(8¢,,de,) € C. For brevity, we denote this with M’ = C. We use C in order to handle
conjunctive formulas of the form ¢ = ¢1 A ¢o for some state §. In this case, AbstractRepair
is called for the KMTS M and property ¢1 with C' = {(3, ¢2)}. The same is repeated for
property ¢o with C'= {(8, ¢1)} and the two results are combined appropriately.

For any CTL formula ¢ and KMTS state §, AbstractRepair either outputs a KMTS M
for which (M’, §) |= ¢ or else returns FAILURE, if such a model cannot be found. This is
the case when the algorithm handles conjunctive formulas and a KMTS that simultaneously
satisfies all conjuncts cannot be found.

Algorithm 2 AbstractRepair aronmic

Input: M = (S, S0, Rimust: Ry, L), s € S, a CTL property ¢ where ¢ is an atomic formula
for which (M, 8) = ¢, and a set of constraints C' = {(3¢,, de,), (Beg> Den)s oo (8¢, Py )
where 5., € S and ¢, is a CTL formula.

Output: M’ = (S, S}, Ryt Ripays L) and (M’ 8) = ¢ or FAILURE.

. M’ := ChangeLabel(M, 3, $)

if M’ |= C then

return M’
else
return FAILURE

Algorithm 3 AbstractRepairopr

Input: M = (S, S0, Rinust; Rmay, L), § € S, a CTL property ¢ = ¢1 V ¢ for which
(M,3) = ¢, and a set of constraints C' = ((8¢,,de;)s (8ens Dey)s -ons (3¢5 b, )) Where
4., € S and ¢, is a CTL formula.

Output: M’ = (5, S), Riusts Ronays L'), 3 € S and (M',3) = ¢ or FAILURE.

must’ * Ymay>

1: RET := AbstractRepair(M, 5,¢1,C)

2: RET, := AbstractRepair(M, $, ¢2,C)

3: if RET) # FAILURFE && RET,; #+# FAILURE then
4: Ml = RETh

5: Mg = RET,

6: M = MinimallyC’hcmged(M, Ml,Mg)
7. else if RET) # FAILURE then

8 M':=RET

9: else if RETy # FAILURE then

10: M’ :=RET,

11: else

122 return FAILURE

. return M’

—_
w
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Algorithm 4 Abstract Repair anp

Input: M = (5’, S'O,Rmust,Rmay,fL), S S’, a CTL property ¢ = ¢1 A ¢o for which
(M,3) = ¢, and a set of constraints C' = ((3¢,, de;)s (8ens Deg)s -ons (3¢5 b, ) Where
4., € S and ¢,, is a CTL formula.
Output: M’ = (S, S}, Rlyyets Rinays L'), § € S’ and (M, ) |= ¢ or FAILURE.
RET), := AbstractRepaz’r(M, 5,¢1,C)
RET, := AbstractRepair(M, 5, ¢2,C)
Cp:=CU{(5,01)}, C2:=CU{(8,02)}
RET| := FAIURE, RET) := FAIURE
if RET, # FAILURFE then
M, := RETy
RET! := AbstractRepair(My, 5, ¢2, Cy)
if RET| # FAILURE then
M| := RET]
if RET, # FAILURE then
My := RET,
RET) := Abstract Repair(Ma, §, ¢1,Cy)
if RET),# FAILURE then
M} := RET}
. if RET| # FAILURE && RET, # FAILURE then
M’ := MinimallyChanged(M, M/, M})
. else if RET] # FAILURE then
M’ := RET)
. else if RET) # FAILURE then
M’ := RET,
: else
return FAILURE
. return M’

NN NN == s = e = e e
R ul v e B A o > el o

6.1. Primitive Functions. Algorithm [2| describes AbstractRepairaroarrc, which for a
simple atomic formula, updates the labeling of the input state with the given atomic
proposition. Disjunctive formulas are handled by repairing the disjunct leading to the
minimum change (Algorithm [3)), while conjunctive formulas are handled by the algorithm
with the use of constraints (Algorithm [4)).

Algorithm [5| describes the primitive function AbstractRepairag which is called when
¢ = AG¢y. If AbstractRepairac is called for a state §, it recursively calls AbstractRepair
for § and for all reachable states through may-transitions from § which do not satisfy ¢;.
The resulting KMTS M’ is returned, if it does not violate any constraint in C.

AbstractRepairgx presented in Algorithm [6] is the primitive function for handling
properties of the form EX¢, for some state §. At first, AbstractRepairgyx attempts to
repair the KMTS by adding a must-transition from § to a state that satisfies property ¢;. If
a repaired KMTS is not found, then AbstractRepair is recursively called for an immediate
successor of § through a must-transition, such that ¢; is not satisfied. If a constraint in C' is
violated, then (i) a new state is added, (ii) AbstractRepair is called for the new state and
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Algorithm 5 AbstractRepair ag

Input: M = (5’, S0, Ronust Rpay, ﬁ), §€ S, a CTL property ¢ = AG¢, for which (M, 8)
¢, and a set of constraints C' = {(3¢,, d¢, ), (3¢g> Bes)s oo (8¢, be,, )} where 3., € S and @,
is a CTL formula, X

Output: M’ = (5, S, Rlpets Ripay, L) and (M, 3) |= ¢ or FAILURE.

1: if (M, 3) I~ ¢1 then

2: RET := AbstractRepair(M, 5,¢1,C)

3: if RET == FAILURFE then

4: return FAILURE

5. else

6: M':= RET

7: else

8: M’ = M )
9: for all reachable states §; through may-transitions from § such that (M’, 8;) = ¢1 do
10: RET := AbstractRepair(M’, Sk, 01,C)

11: if RET == FAILURFE then

12: return FAILURE

13:  else

14: M':= RET

15: if M’ = C then

16: return M’

17: return FAILURE

(iii) a must-transition from § to the new state is added. The resulting KMTS is returned by
the algorithm if all constraints of C' are satisfied.

Algorithm [7] presents primitive function AbstractRepairax which is used when ¢ =
AX¢pq. Firstly, AbstractRepairax tries to repair the KMTS by applying Abstract Repair
for all direct may-successors §; of § which do not satisfy property ¢1, and in the case that
all the constraints are satisfied the new KMTS is returned by the function. If such states do
not exist or a constraint is violated, all may-transitions ($, §;) for which (M ,8:) & o1, are
removed. If there are states 3; such that ry, := (5, ;) € Rpay and all constraints are satisfied
then a repaired KMTS has been produced and it is returned by the function. Otherwise, a
repaired KMTS results by the application of AddMay from 5 to all states 5; which satisfy
¢1. If any constraint is violated, then the KMTS is repaired by adding a new state, applying
Abstract Repair to this state for property ¢ and adding a may-transition from § to this
state. If all constraints are satisfied, the repaired KMTS is returned.

Abstract Repairga which is presented in Algorithm [§] is the primitive function which
is called when input CTL property is in the form of EG¢;. Initially, if ¢; is not satisfied
at § AbstractRepair is called for § and ¢y, and a KMTS M is produced. At first, a must-
transition is added from § to a state §; of a maximal must-path (i.e. a must-path in which each
transition appears at most once) Tpust 1= [S1, 2, ...] such that V§; € mpust, (Ml, i) = ¢1.
If all constraints are satisfied, then the repaired KMTS is returned. Otherwise, a KMTS is
produced by recursively calling Abstract Repair to all states §; # § of any maximal must-path
Tmust := |81, 82, ...] with V§; € mmust, (Ml, 3;) & ¢1. If there are violated constraints in C,
then a repaired KMTS is produced by adding a new state, calling AbstractRepair for this
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Algorithm 6 AbstractRepairgx

Input: M = (5’, S0, Ronust Rpay, ﬁ), §€ S, a CTL property ¢ = EX ¢ for which (M, 8)
¢, and a set of constraints C' = {(5c,, b, ), (Sens Deg)s ovs (8¢5 be, )} Where 5., € M and
@, is a CTL formula.
Output: M’ = (S, S}, Ryt Ripays L) and (M, 8) = ¢ or FAILURE,
1: if there exists §; € S such that (M, 51) = ¢1 then

for all 3; € S such that (M, 3;) = ¢1 do

= (8,8), M' := AddMust(M, ;)
if M’ = C then
return M’

for all direct must-reachable states §; from § such that (M, 3;) &~ ¢1 do
RET := AbstractRepair(M, 3;, ¢1,C)

if RET # FAILURFE then

10: M’ := RET

11: _ return M’

12 M’ := AddState(M, 3,), 7, = (8, 8,), M' := AddMust(M', #,)
13: 7= (5, 8n)

14: M’ := AddMay(M',#,)

15:  RET := AbstractRepair(M’, Sn, &1, C)

16: if RET # FAILURFE then

17: M':= RET

18: return M’

19: return FAILURE

2
3
4
5
6: else
7
8
9

state and property ¢ and calling AddMust to insert a must-transition from § to the new
state. The resulting KMTS is returned by the algorithm, if all constraints in C' are satisfied.

Abstract Repair s shown in Algorithm [J)is called when the CTL formula ¢ is in the
form of AF¢;. While there is maximal may-path mp,qy := [, 51, ...] such that V3; € mpqy,
(M ',8;) = ¢1, AbstractRepair s tries to obtain a repaired KMTS by recursively calling
Abstract Repair to some state §; € myqy. If all constraints are satisfied to the new KMTS,
then it is returned as the repaired model.

Abstract Repair gr shown in Algorithm [10] is called when the CTL property ¢ is in the
form EF¢;. Initially, a KMTS is acquired by adding a must-transition from a must-reachable
state §; from § to a state §; € S such that (M, 3;) = ¢1. If all constraints are satisfied
then this KMTS is returned. Otherwise, a KMTS is produced by applying Abstract Repair
to a must-reachable state §; from § for ¢q. If none of the constraints is violated then this
KMTS is returned. At any other case, a new KMTS is produced by adding a new state $,,
recursively calling Abstract Repair for this state and ¢1 and adding a must-transition from
§ or from a must-reachable §; from § to §,. If all constraints are satisfied, then this KMTS
is returned as a repaired model by the algorithm.

Abstract Repair oy is presented in Algorithm (11} and is called when ¢ = A(¢1U¢9). If
¢1 is not satisfied at §, then a KMTS M is produced by applying Abstract Repair to § for
¢1. Otherwise, M is same to M. A new KMTS is produced as follows: for all may-paths
Tmay ‘= [S1,...,8m] such that V§; € mpqy, (Ml,éi) = ¢1 and for which there does not



ABSTRACT MODEL REPAIR 25

Algorithm 7 Abstract Repair ox

Input: M = (5’, S0, Ronust Rpay, ﬁ), §€ S, a CTL property ¢ = AX ¢ for which (M, 8)
¢, and a set of constraints C' = {(5c,, b, ), (Sens Deg)s ovs (8¢5 be, )} Where 5., € M and
¢c; is a CTL formula.

Output: M’ = (S, S}, Rlyyets Ripays L) and (M, 8) = ¢ or FAILURE,

1: M’ = M

2: RET := FAILURFE

3: for all direct may-reachable states §; from § with (8, 8;) € R4y do
4 if (M',3;) I~ ¢1 then

5: RET := AbstmctRepair(M’, Si,¢1,C)

6

7

8

9

if RET == FAILUREFE then
BREAK

: M':= RET

. if RET # FAILURFE then
10:  return M
11: M := M
12: for all direct may-reachable states §; from § with 7; := (3, 8;) € Ryqy do
13 if (M, 3;) ~ ¢; then
14: M’ := RemoveMay(M', ;)
15: if there exists direct may-reachable state §; from § such that (3, 31) € R4y then
16:  if M’ = C then

17: return M’

18: else

19:  for all §; € S such that (M, ;) = ¢1 do
20: 7= (8,85), M' := AddMay(M', ;)

21: if M’ = C then

22: return M’

23: M’ := AddState(M, 3,)

24: if §,, is a dead-end state then

25: P = (8, 8n), M' := AddMay(M', #,)

26: RET := AbstractRepair(M’, Sn, 01, C)

27.  if RET # FAILURE then

28: M’ := RET, #,, := (8, 8n), M' :== AddMay(M", #,)
29: if M’ = C then

30: return M’

31: return FAILURE

Tm = (8m,8n) € Rmay with (Ml,:?n) = ¢2, AbstractRepair is called for property ¢y for
some state §; € Mpqy With (Ml, ;) = ¢2. If the resulting KMTS satisfies all constraints,
then it is returned as a repair solution.

AbstractRepairgy is called if for input CTL formula ¢ it holds that ¢ = E(¢1U¢2).
Abstract Repairgy is presented in Algorithm Firstly, if ¢ is not satisfied at §, then
Abstract Repair is called for § and ¢ and a KMTS M, is produced for which (Ml, 3) E ¢1.
Otherwise, M; is same to M. A new KMTS is produced as follows: for a must-path
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Algorithm 8 AbstractRepairgg

Input: M = (5’, S0, Ronust Rpay, ﬁ), s € S, a CTL property ¢ = EG¢; for which (M, 8)
¢, and a set of constraints C' = {(3¢,, d¢, ), (3¢g> Bes)s oo (8¢, be,, )} where 3., € S and @,
is a CTL formula, X
Output: M’ = (5, S, Rlpets Ripay, L) and (M, 3) |= ¢ or FAILURE.
1: Ml = M
2. if (M, 3) £ ¢ then

3: RET := AbstractRepair(M, $,¢1,C)

4 if RET == FAILURFE then

5: return FAILURE

6: M, := RET

7. while there exists maximal path 7t := [$1, S2, ...] such that V§; € mpus it holds that

(M, 5) = ¢1 do

8 7= (5,51), M’ = AddMust(Ml,fl)

9: if M'|=C then

10: return M’

11: while there exists maximal path st = [§, 81, S2, ...] such that V§; # § € mpust it
holds that (M, §;) ¥~ ¢1 do

12: M':= N,

13:  for allAéi € Tmust dO
14: if (M1,§i) F& ¢1 then

15: RET := AbstractRepair(M’, i, ¢1,C)
16: if RET # FAILURE then

17: M':= RET

18: else

19: continue to next path

20: return M’

21: M’ := AddState(M,, 3,)

22: RET := AbstractRepair(M’, S, 61,C)
23: if RET # FAILURE then

24:  M':= RET

25 Fn = (8,8,), M := AddMust(M', )
26: if §, is a dead-end state then

27: P i= (80, 8n), M := AddMust(M', 7,)
28: if M’ |=C then
29: return M’

30: return FAILURE

Tmust = |81, -+, $m| such that V8; € must, (Ml, 5;) = ¢1 and for a §; € S with (Ml, 55) E ¢,
a must-transition is added from 5,, to 5;. If all constraints are satisfied then the new KMTS
is returned. Alternatively, a KMTS is produced by adding a new state §,,, recursively calling
Abstract Repair for ¢o and §,, and adding a must-transition from 3 to §,. In the case that
no constraint is violated then this is a repaired KMTS and it is returned from the function.
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Algorithm 9 Abstract Repair ap

Input: M = (5’, S0, Ronust Rpay, ﬁ), §€ S, a CTL property ¢ = AF¢, for which (M, 8)
¢, and a set of constraints C' = {(3¢,, d¢, ), (3¢g> Bes)s oo (8¢, be,, )} where 3., € S and @,
is a CTL formula,

Output: M’ = (S’ S(’), musts Bomays

1: M’ = M
2: while there exists maximal path 7,4y = [8, 81, ...] such that Vs; € Tmay it holds that
(M’,§i) [# ¢1 do

3 for all 3; € T4y do

4 RET := AbstmctRepair(M/,éi,aﬁl,C)

5 if RET # FAILURE then

6: M':= RET

7

8

9

L) and (M',3) = ¢ or FAILURE.

continue to next path
return FAILURE
. return M’

6.2. Properties of the Algorithm. AbstractRepair is well-defined [49], in the sense that
the algorithm always proceeds and eventually returns a result M’ or FAILURE such that
(M’, ) = ¢, for any input M, ¢ and C, with (M, ) [~ ¢. Moreover, the algorithm steps
are well-ordered, as opposed to existing concrete model repair solutions [13, [55] that entail
nondeterministic behavior.

6.2.1. Soundness.

Lemma 6.1. Let a KMTS M, a CTL formula ¢ with (M,é) K= @ for some § of M, and
a set C' = {(3017¢c1)7 (8ca: Pes)s oy (S bey )} with (M, S, ) = ¢, for all (%Cnﬂgbcn) cC. If
Abstract Repair(M, 5,6, C) returns a KMTS M’, then (M',3) = ¢ and (M',5.,) = ¢, for
all (5¢,, ¢¢,;) € C.

Proof. We use structural induction on ¢. For brevity, we write M = C to denote that
(M, 3.,) E ¢, for all (3., ¢.,) € C.

Base Case:

e if ¢ = T, the lemma is trivially true, because (M, §) = ¢

e if = L, then AbstractRepair(M, 3, ¢, C) returns FAILURE at line 2 of Algorithm |1| and
the lemma is also trivially true.

eifp=pe AP, AbstractRepaerTOMjc(M 8,p,C) is called at line 4 of Algorlthm I and
an M’ = ChangeLabel(M 3,p) is computed at line 1 of Algorlthm I Since p € ) (8) in
M, from 3-valued semantics of CTL over KMTSs we have (M’,8) = ¢. Algorithm 2
returns M’ at line 3, if and only if M’ = C and the lemma is true.

Induction Hypothesis: For CTL formulae ¢1, ¢2, the lemma is true. Thus, for ¢; (resp. ¢2),
if AbstractRepair(M,§,$1,C) returns a KMTS M, then (M',5) E ¢1 and M’ = C.
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Algorithm 10 AbstractRepairgp

Input: M = (5’, S0, Ronust Rpay, ﬁ), §€ S, a CTL property ¢ = EF¢; for which (M, 8)
¢, and a set of constraints C' = {(3¢,, d¢, ), (3¢g> Bes)s oo (8¢, be,, )} where 3., € S and @,
is a CTL formula, X

Output: M’ = (S, S}, Rl oty Ry L) and (M, 3) = ¢ or FAILURE.

must? * Ymay>

1: for all must-reachable states 3; from § with (M, $;) = ¢1 or §; := § do
2. for all §, € S such that (M, ;) = ¢ do

3 o= (8, 83), M/ := AddMust(M, )

4 if M’ |= C then

5: return M’

6: for all must-reachable states 3; from § with (M, §;) }~ ¢1 do

7. RET := AbstractRepair(M, i, ¢1,C)

8 if RET # FAILURE then

9 M':=RET

10: return M’

11: M = AddState(M’, Sn), RET := AbstmctRepair(Ml, S, 61, C)

12: if RET # FAILURE then

13: M, := RET

14:  for all must-reachable states §; from § with (M, §;) }~ ¢1 or 4 := § do

15: Pi o= (84, 8n), M’ := AddMust(Mj, ;)

16: if §,, is a dead-end state then

17: = (8, 8n), M' := AddMust(M’, #,)
18: if M’ = C then

19: return M’

20: return FAILURE

Inductive Step:
e if ¢ = P1V o, then AbstractRepair(M, 5,¢,C) calls AbstractRepairOR(M, S, 01V ¢2,C)

at line 8 of Algorithm |1l From the induction hypothesis, if a KMTS M; is returned by
AbstractRepaz’r(M ,8,¢1,C) at line 1 of Algorithm |3| and a KMTS M, is returned by
AbstractRepair(M, 8, @2, C) respectively, then (M1,§) E ¢1, M,y = C and M, 8) E ¢1,
My = C. AbstractRepairOR(M, 3,01V ¢2,C) returns at line 8 of Algorithm |1{ the KMTS
M, which can be either M, or M. Therefore, (M, 3) = ¢ or (M’,3) = ¢2 and M’ = C
in both cases. From 3-valued semantics of CTL, (M ',8) & ¢1 V ¢2 and the lemma is true.
o if ¢ = ¢1 Ao, then AbstractRepair(]\Z[, 5,¢,C) calls AbstractRepairAND(M, 8,01 N2, C)
at line 6 of Algorithm From the induction hypothesis, if at line 1 of Algorithm
AbstractRepair(M, 3, ¢1,C) returns a KMTS M, then (Mi,3) = ¢ and M; = C.
Consequently, M; = C1, where C; = CU(8, ¢1). At line 7, if AbstmctRepair(Ml, 3, ¢2,Ch)
returns a KMTS M, then from the induction hypothesis (M}, 3) = ¢o and M| = C.
In the same manner, if the calls at lines 2 and 12 of Algorithm 4] return the KMTSs
My and M}, then from the induction hypothesis (Ma, 3) = ¢o, My = C and (M}, 3) = ¢1,
M} = Cy with Cy = C' U (3, ¢).
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Algorithm 11 AbstractRepair oy

Input: M = (5’, SO;RmustyRmayaﬁ)y § € S, a CTL property ¢ = A($1U¢g) for which
(M,3) = ¢, and a set of constraints C = {(5¢,,be,), (Seys D)y ons (3¢5 Ge,, )} Where
4., € S and ¢,, is a CTL formula.
OUtIA)Ut: M/ = (S/’867 énusth;nayu
1. My =M
2: if (M, 3) £ ¢1 then

L) and (M’ 3) = ¢ or FAILURE.

3: RET := AbstractRepair(M, 5,¢1,C)

4 if RET == FAILURFE then

5: return FAILURE

6 else

7: M, := RET

8: while there exists path 7,4y = [51, ..., §m] such that V3; € mp,qy it holds that (Ml, $) E

¢1 and there does not exist 7, := (8, 5n) € Rimqy such that (Ml, $n) E ¢2 do
9:  for all §; € gy for which (M, 8;) £ ¢o with §; # 5, do
10: RET := AbstmctRepair(Ml, 55, ¢2,0)

11: if RET # FAILURE then
12: M’ := RET
13: continue to next path

14:  return FAILURE
15: return M’

The KMTS M’ at line 6 of Algorithm 1| can be either M! or M} and therefore,
(M',3) |= ¢1, (M, 3) |= ¢o and M’ |= C. From 3-valued semantics of CTL it holds that
(M',3) = ¢1 A ¢ and the lemma is true.

o ifp = EX¢q, AbstractRepair(M, 3,¢,C) calls AbstractRepairEX(M, 5, EX¢1,C) at line
10 of Algorithm [1}

If a KMTS M’ is returned at line 5 of Algorithm @ there is a state §; with (M, 8;) |= ¢
such that M’ = AddMust(M, (3,3,)) and M’ = C. From 3-valued semantics of CTL, we
conclude that (M’ §) = EX¢;.

If a M’ is returned at line 11, there is (8, 51) € R,ust such that (M’,él) E ¢ and
M’ = C from the induction hypothesis, since M = AbstractRepair(M, $1,¢1,C). From
3-valued semantics of CTL, we conclude that (M, 3) = EX 1.

If a M’ is returned at line 18, a must transition (8, 8,) to a new state has been added
and M’ = AbstractRepair(AddMust(M, (8,5n)), 8n, #1,C). Then, from the induction
hypothesis (M, §,) = ¢1, M’ = C and from 3-valued semantics of CTL, we also conclude
that (M’,38) = EX¢,.

o if p = AG¢, AbstractRepair(M, 5,¢,C) calls AbstractRepairAg(M, 5, AG¢q1,C) at line
10 of Algorithm If (M, 5) = ¢1 and Abstract Repair(M, 3 , 1, C) returns a KMTS Mo
at line 2 of Algorithm |5, then from the induction hypothesis (My, ) = ¢1 and My = C.
Otherwise, My = M and (MO, 3) = ¢1 also hold true.

If Algorithm [5| I returns a M’ at line 16, then M’ E C and M’ is the result of successive
AbstractRepazr(Ml,sk, ¢1,C) calls with M; = AbstractRepazr(Ml_l,sk.,gi)l, C) and 1 =
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Algorithm 12 AbstractRepairgy

Input: M = (S', S'O,Rmust,Rmay,fL), 5€ S, aCTL property ¢ = E(¢p1Ud¢p2) for which
(M,3) = ¢, and a set of constraints C = {(5¢,,be,), (Seys D)y ons (3¢5 Ge,, )} Where
4., € S and ¢,, is a CTL formula.
Output: M/ = (S, 5}, Rhpusts Rinays L) and (M, 3) = ¢ or FAILURE.
1. My =M
2: if (M, 3) [~ ¢1 then

3: RET := AbstractRepair(M, 5,¢1,C)

4: if RET == FAILURE then

5: return FAILURE

6: else

7: My := RET

8: while there exists path Tpust == [81, ..., §m] such that V&; € mpmust, (M1, 8;) | ¢1 do
9: for all §; € S with (M, 35;) | ¢2 do

10: ’Fj = (§m,§j), M’ = AddMust(Ml,fj)

1. if M’'}=C then

12: return M’

13: M/ = AddState(Ml,ék)

14: RET = AbstractRepair(M’, Sk, 2, C)
15: if RET # FAILURE then

16: M':=RET A

170 7y = (8, 8), M := AddMust(M', 1y,)
18:  if §; is a dead-end state then

19: T = (.§k,§k), M’ = AddMust(M’,fk)
20: if M’ = C then
21: return M’

22: return FAILURE

1,..., for all may-reachable states 8, from § such that (My, 8) }& ¢1. From the induction
hypothesis, (M’,§;) E ¢1 and M’ |= C for all such §; and from 3-valued semantics of
CTL we conclude that (M, 8) = AG¢.

We prove the lemma for all other cases in a similar manner. L]

Theorem 6.2 (Soundness). Let a KMTS M, a CTL formula ¢ with (M, 3) - ¢, for some
§ of M. If AbstractRepair(M, 3, ¢,0) returns a KMTS M', then (M',3) = ¢.

Proof. We use structural induction on ¢ and Lemma in the inductive step for ¢1 A ¢o.

Base Case:

e if ¢ = T, Theorem [6.2]is trivially true, because (M, §) = ¢.

e if = 1, then AbstractRepair(M, 8, 1,0) returns FAILURE at line 2 of Algorithm [I| and
the theorem is also trivially true.

eifp=pec AP, AbstractRepairATOMjc(M, 5,p,0) is called at line 4 of Algorithm |1| and
an M’ = ChangeLabel(M, §,p) is computed at line 1. Because of the fact that p € L/(§)
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in M’, from 3-valued semantics of CTL over KMTSs we have (M, §) |= ¢. Algorithm
returns M’ at line 3 because C' is empty, and the theorem is true.

Induction Hypothesis: For CTL formulae ¢1, ¢2, the theorem is true. Thus, for ¢; (resp.
¢2), if AbstractRepair(M, 3§, $,0) returns a KMTS M’, then (M, §) = ¢1.

Inductive Step:

o if ¢ = ¢y V ¢, then AbstractRepair(M,5,¢,0) calls AbstractRepairor(M, 3, ¢1V ¢a,0)
at line 8 of Algorithm A A

From the induction hypothesis, if AbstractRepair(M, 3§, $1,0) returns a KMTS M; at
line 1 of Algorithm |3 I and AbstractRepair(M §, ¢2,0) returns a KMTS M, respectively,
then (M, 3) = ¢1 and (M, 8) = o1 AbstractRepaerR(M §,¢1 V ¢2,0) returns at line
8 of Algorlthm 1| the KMTS M, which can be either M1 or M. Therefore, (M’,3) = ¢1

or (M',8) = ¢o. From 3-valued semantics of CTL, (M’,3) = ¢1 V ¢o and the theorem is
true.

o if ¢ = ¢y Ao, then AbstractRepair(M, 3, ¢,0) calls AbstractRepairanp(M, 8, d1 A ¢a, )
at line 6 of Algorlthm [l From the induction hypothesis, if at line 1 of Algorithm [4]
AbstractRepazr(M 5,¢1,0) returns a KMTS M, then (Ml, 3) E ¢1. Consequently,
My = C1, where C1 = QU (8, ¢1). At line 7, if AbstractRepazr(Ml, 3, ¢2,C1) returns a
KMTS Mj, then from Lemma [6.1| (M}, 3) = ¢o and M = C}.

Likewise, if the calls at lines 2 and 12 of Algorithm [4| return the KMTSs Ms and Mﬁ,
then from the induction hypothesis (Ms, §) = ¢2 and from Lemma (M}, 8) = é1,
M} = Cy with Cy = 0 U (3, ¢o).

The KMTS M’ at line 7 of Algorithmcan be either M{ or M} and therefore, (M, §) |=
¢y and (M, 3) |= ¢o. From 3-valued semantics of CTL it holds that (M, 3) = ¢1 A ¢s
and the lemma is true. R A

o if 9 = EX¢1, AbstractRepair(M, 3§, ¢,0) calls AbstractRepairgpx (M, s, EX ¢1,0) at line
10 of Algorithm [1}

If a KMTS M’ is returned at line 5 of Algorithm |§|, there is a state §; with (M, $1) |= ¢
such that M’ = AddMust(M, (3,31)). From 3-valued semantics of CTL, we conclude that
(1,3) = EXor.

If a M’ is returned at line 11, there is (3,381) € Rimust such that (M’, ;) = ¢, from the
induction hypothesis, since M = AbstractRepair(M , 81, ¢1,0). From 3-valued semantics
of CTL, we conclude that (M’,3) = EX 1.

If a M’ is returned at line 18, a must transition (3, ,) to a new state has been added
and M’ = AbstractRepair(AddMust(M, (3,3,)), én, #1,0). Then, from the induction
hypothesis (M’,3,) = ¢1 and from 3-valued semantics of CTL, we also conclude that
(M,5) = EXo1.

o if p = AG¢q, AbstractRepair(M, 5,¢,0) calls AbstractRepairAg(M, 5, AG¢1,0) at line
10 of Algorithml If M ,8) = ¢1 and AbstractRepair(M 8, ¢1,0) returns a KMTS M,
at line 2 of Algor1thm then from the induction hypothesis (Mg7 3) E ¢1. Otherwise,
My = M and (My, 3) = é1, Mo = C also hold true.

If Algorithm |5| returns a M’ at line 16, this KMTS is the result of successive calls
of AbstractRepair(Mi, Sk, &1, 0) with M; = AbstractRepair(]\Zfi,l, Sk, ¢1,0) and i =1, ...,
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for all may-reachable states 8, from & such that (Mo, 3;) ¥ ¢1. From the induction
hypothesis, (M, 8;) = ¢1 for all such 8, and from 3-valued semantics of CTL we conclude
that (M’ 3) = AG¢;.

We prove the theorem for all other cases in the same way. L]

Theorem shows that AbstractRepair is sound in the sense that if it returns a KMTS M ,
then M’ satisfies property ¢. In this case, from the definitions of the basic repair operations,
it follows that one or more KSs can be obtained for which ¢ holds true.

6.2.2. Semi-completeness.

Definition 6.3 (mr-CTL). Given a set AP of atomic propositions, we define the syntax of
a CTL fragment inductively via a Backus Naur Form:

¢ u==L[T|p[(=¢)|(¢V¢)|AXp|EXp|[AFp
| EFp| AGp| EGp| AlpU p] | E[pU p]
where p ranges over AP.

mr-CTL includes most of the CTL formulae apart from those with nested path quantifiers
or conjunction.

Theorem 6.4 (Completeness). Given a KMTS M, an mr-CTL formula ¢ with (M, 3) = o,
for some § of M, if there exists a KMTS M" over the same set {lP of atomic propositions
with (M", 8) = ¢, AbstractRepair(M,3§,¢,0) returns a KMTS M’ such that (M',3) |= ¢.

Proof. We prove the theorem using structural induction on ¢.

Base Case:

e if ¢ = T, Theorem [6.4]is trivially true, because for any KMTS M it holds that (]\Zf, 3) E o.

e if » = 1, then the theorem is trivially true, because there does not exist a KMTS M
such that (M”,3) = ¢.

e if = p € AP, there is a KMTS M” with p € L”(5) and therefore (M", 3) |= ¢. Algorithm
calls AbstractRepairATOMjc(M, 5,p,0) at line 4 and an M = C’hangeLabel(M, $,p) is
computed at line 1 of Algorithm Since C' is empty, M’ is returned at line 3 and
(M',3) |= ¢ from 3-valued semantics of CTL. Therefore, the theorem is true.

Induction Hypothesis: For mr-CTL formulae ¢1, ¢, the theorem is true. Thus, for ¢; (resp.
¢2), if there is a KMTS M"” over the same set AP of atomic propositions with (M”,3) = ¢4,
Abstract Repair(M, §, ¢1,0) returns a KMTS M’ such that (M, 8) = ¢1.

Inductive Step:

o if ¢ = 1V ¢2, from the 3-valued semantics of CTL a KMTS that satisfies ¢ exists if and
only if there is a KMTS satisfying any of the ¢1, ¢2. From the induction hypothesis, if there
is a KMTS M! with (M/,3) = ¢1, AbstractRepair(M, 3, ¢1,0) at line 1 of Algorithm
returns a KMTS M{ such that (Ml, 3) = ¢1. Respectively, AbstractRepair(M, 3, ¢2,0)
at line 2 of Algorithm [3| can return a KMTS M} with (M},3) = ¢o. In any case, if either
M or M} exists, for the KMTS M’ that is returned at line 13 of Algorithm [3| we have
(M',3) |= ¢1 or (M',3) |= ¢2 and therefore (M’,3) = ¢.
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o if 9 = EX ¢, from the 3-valued semantics of CTL a KMTS that satisfies ¢ at § exists if
and only if there is KMTS satisfying ¢ at some direct must-successor of 3.
If in the KMTS M there is a state § with (M,51) = ¢;, then the new KMTS
[ = AddMust(M, (8,81)) is computed at line 3 of Algorithm @ Since C' is empty M’ is
returned at line 5 and (M’,3) = EX¢,.

Otherwise, if there is a direct must-successor §; of §, AbstractRepair(M , 8i, d1,0) is
called at line 8. From the induction hypothesis, if there is a KMTS M” with (M”, 8i) E é1,
then a KMTS M’ is computed such that (M, §;) = ¢ and therefore the theorem is true.

If there are no must-successors of §, a new state §,, is added and subsequently connected
with a must-transition from 3. AbstractRepair is then called for ¢1 and §,, as previously
and the theorem holds also true.

e if ¢ = AG¢q, from the 3-valued semantics of CTL a KMTS that satisfies ¢ at § exists, if
and only if there is KMTS satisfying ¢ at § and at each may-reachable state from §.

AbstractRepair(M ,8,01,0) is called at line 2 of Algorithm [5[and from the induction
hypothesis if there is KMTS Mé with (MO, $) &= ¢1, then a KMTS M is computed such that
(Mo, 3) E ¢1. AbstractRepazr is subsequently called for ¢1 and for all may-reachable S
from § with (Mo, 5;) p& é1 one-by-one. From the induction hypothesis, if there is KMTS MZ’
that satisfies ¢1 at each such §j, then all M; = AbstractRepair(Mi_l, Sk, 01,0), i =1, ...,
satisfy ¢; at §, and the theorem holds true.

We prove the theorem for all other cases in the same way. L]

Theorem [6.4] shows that AbstractRepair is semi-complete with respect to full CTL: if there
is a KMTS that satisfies a mr-CTL formula ¢, then the algorithm finds one such KMTS.

6.3. Complexity Issues. AMR’s complexity analysis is restricted to mr-CTL, for which
the algorithm has been proved complete. For these formulas, we show that AMR is upper
bounded by a polynomial expression in the state space size and the number of may-transitions
of the abstract KMTS, and depends also on the length of the mr-CTL formula.

For CTL formulas with nested path quantifiers and/or conjunction, AMR is looking for
a repaired model satisfying all conjunctives (constraints), which increases the worst-case
execution time exponentially to the state space size of the abstract KMTS. In general, as
shown in [10], the complexity of all model repair algorithms gets worse when raising the level
of their completeness, but AMR has the advantage of working exclusively over an abstract
model with a reduced state space compared to its concrete counterpart.

Our complexity analysis for mr-CTL is based on the following results. For an abstract
KMTS M = (S So, Riust, Rmay, L A) and a mr-CTL property ¢, (i) 3-valued CTL model
checking is performed in O(|¢] - (IS| 4 |Rmay|)) [31], (ii) Depth First Search (DFS) o
states reachable from § € S is performed in O(|S| + |Rmay|) in the worst case or in

(]S | + | Rmust|) when only must-transitions are accessed, (iii) finding a maximal path from
se s using Breadth First Search (BFS) is performed in O(|S| + |Rimay|) for may-paths and
in O(|S| + | Ryust|) for must-paths.

We analyze the computational cost for each of the AMR’s primitive functions:

o if ¢ = p € AP, AbstractRepairaronmic is called and the operation ChangeLabel is
applied, which is in O(1).
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o if = EX ¢, then Abstract Repairgx is called and the applied operations with the highest
cost are: (1) finding a state satisfying ¢;, which depends on the cost of 3-valued CTL
model checking and is in O(|S| - |p1] - (|| + |Rimayl)), (2) finding a must-reachable state,
which is in O(|S| 4+ |Rmust|). These operations are called at most once and the overall
complexity for this primitive functions is therefore in O(|S| - |¢1| - (|S]| + |Rmay))-

o if = AX ¢y, then AbstractRepairax is called and the most costly operations are: (1)
finding a may-reachable state, which is in O(|S| 4 |Rpay|), and (2) checking if a state
satisfies ¢1, which is in O(|¢1] - (|S| 4 |Rimay|)). These operations are called at most |S|
times and the overall bound class is O(|S| - |61] - (|S] + | Rmay]))-

o if ¢ = EF ¢y, AbstractRepairgp is called and the operations with the highest cost are:
(1) finding a must-reachable state, which is in O(|S| 4 |Rpust|), (2) checking if a state
satisfies ¢y with its bound class being O(|¢1] - (|S| + |Rmay|)) and (3) finding a state that
satisfies ¢y, which is in O(|S| - [¢1] - (|S| + | Rmay|))- These three operations are called at
most | S| times and consequently, the overall bound class is O(|S|? - |61 - (|S] + |Rimay]))-

o if ¢ = AF ¢y, AbstractRepairap is called and the most costly operation is: finding a
maximal may-path violating ¢; in all states, which is in O(|S| - [¢1] - (|S| + |Rumayl)-
This operation is called at most |S| times and therefore, the overall bound class is
O(ISP - 11| - (S| + | Rmayl))-

In the same way, it is easy to show that: (i) if ¢ = EG¢1, then AbstractRepairgq is in O(|S|-

|d1]- (1S 4+ | Rimust|), (ii) if ¢ = AGéy, then AbstractRepairac is in O(|S]-|¢1]- (|S]+| Rmay|)),

(iii) if ¢ = E(¢1Uy), then the bound class of AbstractRepairgy is O(|S|-|p1]- (|S|+ | Rmust|);

(iv) if ¢ = A(p1U¢s) then AbstractRepairay is in O(|S|? - [¢1] - (|| + | Rimayl))-

For a mr-CTL property ¢, the main body of the algorithm is called at most |¢| times
and the overall bound class of the AMR algorithm is O(|S|? - |¢|? - (|S] + |Rimayl))-

6.4. Application. We present the application of AbstractRepair on the ADO system from
Section After the first two steps of our repair process, AbstractRepair is called for
the KMTS apefined(M) that is shown in Fig. the state $p; and the CTL property
¢=AGEXq.

AbstractRepair calls AbstractRepairag with arguments apefined(M ), S01 and AGEXq.

The AbstractRepair ag algorithm at line 10 triggers a recursive call of AbstractRepair with
the same arguments. Eventually, AbstractRepairgx is called with arguments o gefineqd(M ),
301 and EX¢q, that in turn calls AddMust at line 3, thus adding a must-transition from $g;
to §1. AbstractRepair terminates by returning a KMTS M’ that satisfies ¢ =AGEXq. The
repaired KS M’ is the single element in the set of KSs derived by the concretization of M
(cf. Def. . The execution steps of AbstractRepair and the obtained repaired KMTS and
KS are shown in Fig. and Fig. respectively.
Although the ADO is not a system with a large state space, it is shown that the repair
process is accelerated by the proposed use of abstraction. If on the other hand model repair
was applied directly to the concrete model, new transitions would have have been inserted
from all the states labeled with —open to the one labeled with open. In the ADO, we have
seven such states, but in a system with a large state space this number can be significantly
higher. The repair of such a model without the use of abstraction would be impractical.
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F1cURE 13. Repair of ADO system using abstraction.

7. EXPERIMENTAL RESULTS: THE ANDREW FILE SYsTEM 1 (AFS1) PrROTOCOL

In this section, we provide experimental results for the relative performance of a prototype
implementation of our AMR algorithm in comparison with a prototype implementation of a
concrete model repair solution [55]. The results serve as a proof of concept for the use of
abstraction in model repair and demonstrate the practical utility of our approach.

As a model we use a KS for the Andrew File System Protocol 1 (AFS1) [54], which
has been repaired for a specific property in [55]. AFS1 is a client-server cache coherence
protocol for a distributed file system. Four values are used for the client’s belief about a file
(nofile, valid, invalid, suspect) and three values for the server’s belief (valid, invalid, none).

A property which is not satisfied in the AFS1 protocol in the form of CTL is:

AG((Server.belief = valid) — (Client.belie f = valid))
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refinement step.
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Models Concrete Concr. Re-| AMR (Time | Improvement;
States pair (Time | in sec.) (%)
in sec.)
AFS1 26 174 0.14 124
AFS1(Extensionl) 30 24.9 0.14 178
AFS1(Extension2) 34 35.0 0.14 250
AFS1(Extension3) 38 117.0 0.14 836

TABLE 1. Experimental results of AMR with respect to concrete repair

We define the atomic proposition p as Server.belief = valid and q as Client.belief =
valid, and the property is thus written as AG(p — ¢). The KS for the AFS1 protocol is
depicted in Fig. State colors show how they are abstracted in the KMTS of Fig. [[4b]
which is derived after the 2nd refinement step of our AMR framework (Fig. [4). The
shown KMTS and the CTL property of interest are given as input in our prototype AMR
implementation.

To obtain larger models of AFS1 we have extended the original model by adding one
more possible value for three model variables. Three new models are obtained with gradually
increasing size of state space.

The results of our experiments are presented in Table [Il The time needed for the AMR
prototype to repair the original AFS1 model and its extensions is from 124 to even 836 times
less than the needed time for concrete model repair. The repaired KMTS and KS for the
original AFS1 model are shown in Fig.

An interesting observation from the application of the AMR algorithm on the repair of
the AFS1 KS is that the distance d (cf. Def. of the repaired KS from the original KS
is less than the corresponding distance obtained from the concrete model repair algorithm
in [55]. This result demonstrates in practice the effect of the minimality of changes ordering,
on which the AMR algorithm is based on (cf. Fig. .

8. RELATED WORK

To the best of our knowledge this is the first work that suggests the use of abstraction as a
means to counter the state space explosion in search of a Model Repair solution. However,
abstraction and in particular abstract interpretation has been used in program synthesis [50],
a different but related problem to the Model Repair. Program synthesis refers to the
automatic generation of a program based on a given specification. Another related problem
where abstraction has been used is that of trigger querying [4]: given a system M and a
formula ¢, find the set of scenarios that trigger ¢ in M.

The related work in the area of program repair do not consider KSs as the program model.
In this context, abstraction has been previously used in the repair of data structures [43].
The problem of repairing a Boolean program has been formulated in [48, [40} [34], 51] as the
finding of a winning strategy for a game between two players. The only exception is the
work reported in [45].

Another line of research on program repair treats the repair as a search problem and
applies innovative evolutionary algorithms [3], behavioral programming techniques [37] or
other informal heuristics [52, [T}, 53].
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Focusing exclusively on the area of Model Repair without the use of abstraction, it is
worth to mention the following approaches. The first work on Model Repair with respect to
CTL formulas was presented in [2]. The authors used only the removal of transitions and
showed that the problem is NP-complete. Another interesting early attempt to introduce
the Model Repair problem for CTL properties is the work in [I2]. The authors are based on
the AI techniques of abductive reasoning and theory revision and propose a repair algorithm
with relatively high computational cost. A formal algorithm for Model Repair in the context
of KSs and CTL is presented in [55]. The authors admit that their repair process strongly
depends on the model’s size and they do not attempt to provide a solution for handling
conjunctive CTL formulas.

In [I4], the authors try to render model repair applicable to large KSs by using “table
systems”, a concise representation of KSs that is implemented in the NuSMV model checker.
A limitation of their approach is that table systems cannot represent all possible KSs. In [56],
tree-like local model updates are introduced with the aim of making the repair process
applicable to large-scale domains. However, the proposed approach is only applicable to the
universal fragment of the CTL.

A number of works attempt to ensure completeness for increasingly larger fragments
of the CTL by introducing ways of handling the constraints associated with conjunctive
formulas. In [41], the authors propose the use of constraint automata for ACTL formulas,
while in [I3] the authors introduce the use of protected models for an extension of the CTL.
Both of the two methods are not directly applicable to formulas of the full CTL.

The Model Repair problem has been also addressed in many other contexts. In [27],
the author uses a distributed algorithm and the processing power of computing clusters to
fight the time and space complexity of the repair process. In [25], an extension of the Model
Repair problem has been studied for Labeled Transition Systems. In [6], we have provided a
solution for the Model Repair problem in probabilistic systems. Another recent effort for
repairing discrete-time probabilistic models has been proposed in [44]. In [7], model repair
is applied to the fault recovery of component-based models. Finally, a slightly different
but also related problem is that of Model Revision, which has been studied for UNITY
properties in [8, 9] and for CTL in [36]. Other methods in the area of fault-tolerance include
the work in [30], which uses discrete controller synthesis and [29], which employs SMT
solving. Another interesting work in this direction is in [26], where the authors present a
repair algorithm for fault-tolerance in a fully connected topology, with respect to a temporal
specification.

9. CONCLUSIONS

In this paper, we have shown how abstraction can be used to cope with the state explosion
problem in Model Repair. Our model-repair framework is based on Kripke Structures,
a 3-valued semantics for CTL, and Kripke Modal Transition Systems, and features an
abstract-model-repair algorithm for KMTSs. We have proved that our AMR algorithm is
sound for the full CTL and complete for a subset of CTL. We have also proved that our
AMR algorithm is upper bounded by a polynomial expression in the size of the abstract
model for a major fragment of CTL. To demonstrate its practical utility, we applied our
framework to an Automatic Door Opener system and to the Andrew File System 1 protocol.

As future work, we plan to apply our method to case studies with larger state spaces,
and investigate how abstract model repair can be used in different contexts and domains. A
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model repair application of high interest is in the design of fault-tolerant systems. In [11],
the authors present an approach for the repair of a distributed algorithm such that the
repaired one features fault-tolerance. The input to this model repair problem includes a set
of uncontrollable transitions such as the faults in the system. The model repair algorithm
used works on concrete models and it can therefore solve the problem only for a limited
number of processes. With this respect, we believe that this application could be benefited
from the use of abstraction in our AMR framework.

At the level of extending our AMR framework, we aim to search for “better” abstract
models, in order to either restrict failures due to refinement or ensure completeness for a
larger fragment of the CTL. We will also investigate different notions of minimality in the
changes introduced by model repair and the applicability of abstraction-based model repair
to probabilistic, hybrid and other types of models.
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